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Step-by-step OpenL DAP Installation and Configuration

This tutorial describes how to install and configure an Openl. DAP server and also an OpenLDAP client. Step by Step I nstallation and
Configuration OpenL DAP Server

Software: OS-Cent OS 4.4, openldap 2.2.13-6.4E
System name: | dap. admi nmart. com

Domain name: adni nnart. com

System IP:  192.168. 1. 212

Note: Use your domain name and IP instead of admi nmart .

Easy steps for adding users:
1. Create unix user
2. Create unix user's ldap passwd file
3. Convert passwd.fileto Idif file
4. Add Idap file to LDAP Directory using IdapaddStep #1. Requir ements

conpat - openl dap.i 386 0: 2. 1. 30-6. 4E
openl dap-clients.i386 0:2.2.13-6.4E
openl dap- devel .i 386 0:2.2.13-6.4E

openl dap-servers.i 386 0:2.2.13-6.4E
openl dap-servers-sql.i 386 0:2.2.13-6. 4E

Y ou can install them using the command:

yum install *openl dap* -y
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Step #2. Start the service

[root @dap ~]# chkconfig --1evels 235 | dap on
[root @dap ~]# service |dap start

Step #3. Create LDAP root user password

[root @dap ~]# sl appasswd

New passwor d:

Re- ent er new password:

{ SSHA} cWB1Vzx DXZLf 6F4pwyNvApBQBG DI t W
[root @dap ~]#

Step #4. Update /etc/openldap/dapd.conf for theroot password

[root @dap ~]# vi /etc/openldap/slapd. conf

#68 database bdb
#69 suffix " dc=adminmart,dc=com"
#70 rootdn "cn=Manager,dc=adminmart,dc=com"

#71 rootpw {SSHA}cWB1VzxDXZLf6F4pwvyNvApBQ8G/DItW

Step #5. Apply Changes

[root @dap ~]# service | dap restart

Step #6. Createtest users

[root @dap ~]# useradd testl

[root @dap ~]# passwd testl
Changi ng password for user testl.
New UNI X passwor d:
Ret ype new UNI X passwor d:
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passwd: all authentication tokens updated successfully.
[root @dap ~]# useradd test2
[root @dap ~]# passwd test2

Changi ng password for user test2.

New UNI X passwor d:

Ret ype new UNI X passwor d:

passwd: all authentication tokens updated successfully.
[root @dap ~]#

Note: Repeat the same for the rest of users Step #7. Migrate local usersto LDAP

[root @dap ~]# grep root /etc/passwd > /etc/openl dap/ passwd. r oot
[root @dap ~]# grep testl /etc/passwd > /etc/openl dap/ passwd. test1
[root @dap ~]# grep test2 /etc/passwd > /etc/openl dap/ passwd. t est 2

Note: Repeat the same for the rest of users Step #8. Update default settingson file
/usr/shar e/openldap/migration/migrate_common.ph

#71 $DEFAULT_MAIL_DOMAIN = "adminmart.com";
#74 $DEFAULT_BASE = "dc=adminmart,dc=com";

Step #9. Convert passwd.fileto Idif (LDAP Data I nter change For mat) file

[root @dap ~]# /usr/share/ openl dap/ m grati on/ m grate_passwd. pl /etc/openl dap/ passwd. root /etc/openldap/root.|dif
[root @dap ~]# /usr/share/openl dap/ m grati on/ m grate_passwd. pl /etc/openl dap/passwd.testl /etc/openldap/testl.|dif
[root @dap ~]# /usr/share/ openl dap/ m grati on/ m grate_passwd. pl /etc/openl dap/ passwd.test2 /etc/openl dap/test2.1dif

Note: Repeat the same for the rest of usersStep #10. Update root.ldif file for the" Manager" of LDAP Server
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[root @dap ~]# vi /etc/openl dap/root.|dif

Step #11. Create a domain Ildif file (/etc/openldap/adminmart.com.ldif)

[root @dap ~]# cat /etc/openl dap/adm nnmart.com | dif

Step #12. Import all usersin tothe LDAP
Add the Domain | dif file

[root @dap ~]# | dapadd -x -D "cn=Manager, dc=adm nmart, dc=coni’ -W-f /etc/openldap/adm nnmart.com | di f
Enter LDAP Password:
addi ng new entry "dc=adm nmart, dc=cont
addi ng new entry "ou=Peopl e, dc=adm nmart, dc=cont

[root @dap ~]#
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Add the users:

[root @dap ~]# | dapadd -x -D "cn=Manager, dc=adm nmart, dc=com -W-f /etc/openldap/root.|dif
Ent er LDAP Password:
addi ng new entry "ui d=root, ou=Peopl e, dc=adm nmart, dc=con'
addi ng new entry "ui d=oper at or, ou=Peopl e, dc=adm nnart, dc=cont

[root @dap ~]#

[root @dap ~]# | dapadd -x -D "cn=Manager, dc=adm nnart, dc=conl’ -W-f /etc/openldap/testl.|dif
Ent er LDAP Passwor d:
addi ng new entry "ui d=t est 1, ou=Peopl e, dc=adni nnart, dc=cont

[root @dap ~]#

[root @dap ~]# | dapadd -x -D "cn=Manager, dc=adni nmart, dc=cont’ -W-f /etc/openldap/test2.1dif
Ent er LDAP Passwor d:

addi ng new entry "ui d=t est 2, ou=Peopl e, dc=admi nnmart, dc=cont
[root @dap ~]#

Note: Repeat the same for the rest of usersStep #13. Apply Changes

[root @dap ~]# service | dap restart

Step #14. Test LDAP Server
It prints all the user information:

[root @dap ~]# | dapsearch -x -b 'dc=adm nmart, dc=coml ' (objectclass=*)"
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Step-by-step OpenL DAP Installation and Configuration of Client System

LDAP Client ConfigurationStep #1. | nstallation

[root @dapclient ~]# yuminstall authconfig

Step #2. Run the command

[root @dapclient ~]# authconfig

Step #3. Settings
[*] UseLDAP  [*] Use LDAP Authentication

[Both should be checked]

Click "Next".

[]UseTLS

Server: ldap.adminmart.com
Base DN: dc=adminmart,dc=com

Click "Ok" to confirm.

Note: Use your domain name instead of admi nnart .
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