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Installing An Ubuntu Hardy 8.04 LTS DNS Server With BIND

Pleasenote that my main reference and source is Falko's article " The Perfect Server - Ubuntu 8.04 LTS" here with more DNS details.
Version 1.0

Author: Mohamed Ghaleb <Mohamed_Ghaleb [at] msn [dot]com> (English and German only please)

Last edited 06/03/2008

This tutorial shows how to set up an Ubuntu Hardy Heron(Ubuntu 8.04LTS) based server that offers DNS services. Thistutorial iswrittenfor the32-bit
version of Ubuntu 8.04 LTS, but should apply to the 64-bitversion.

| will use the following software:
- DNS Server: BIND9

| want to say first that thisis not the only way of settingup sucha system. There are many ways of achieving this goal but thisistheway | take. | do not issue
any guarantee that this will work for you!

1 Requirements
Toinstall such a system you will need the following:

- the Ubuntu 8.04 LTS server CD, available here: ftp://releases.ubuntu.com/r el eases/hardy/ubuntu-8.04-server-i386.iso
- afast internet connection.

2 Preliminary Note

In thistutorial | use the hosthname server 1.t m | ocal with the |Paddress 192. 168. 0. 100 andthe gateway 192. 168. 0. 1..These settings might differ for
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you, so you have to replace them whereappropriate.

3 The Base System

Insert your Ubuntu install CD into your system and boot fromit. Select your language:
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Language

Arabic
Benapycran
Bvarapcewn
Bengall
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzongkha
EAAALVLED
Esperanto
Espanol
Eesti
Euskaraz
Suomi
Francais
Galego
Gujarati
Hebrew

Then select | nstal | Ubunt uSer ver :
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Hindi
Hrvatski
Hagyarul
Bahasa Indonesia
Italiano
B&E
Jobaype
Khmer

HED

Kurdi
Lietuviskal
Latviski
HakeaoHCKK
Malayalam
Norsk bokmal
Nepali
Nederlands
Norsk nynorsk

Punjabi (Gurmukhi)

Polski

Fortugués do Brasil

Portugugs
Romana
PyCCKMA
Samegillii
Slovencina
Slovenscina
Shoip
svenska
Tamil

Thai
Tagalog
Turkge
YEpalHChKa
TiEng Viet
Holof

FRZ (] %)
PR
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Install Ubuntu

Choose your language again (?):

Copyright © 2008 All Rights Reserved. HowtoForge Page 4 of 41



Installing An Ubuntu Hardy 8.04 LTS DNS Server With BIND http: //mww.howtofor ge.com/

Then select your location:
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[1!] Choose language |

Based on your language, you are probably located in one of these
countries or regions.

Choose a country, territory or area:

Australia
Botswana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United States
2 imbabuwe

= -
LT ES

<Go Back»

Tab> moves between items;
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[ al

['!] Choose language |

Choose a country, territory or area:

Azerbaijan
Belarus
Belgium

Bosnia and Herzegovina
Bulgaria
Croatia

Cuprus

Czech Republic
Denmark
Estonia

Faroe Islands
Finland

France

Eenrgia

Gibraltar
Greece
Greenland
Guernsey

<Go Back>

between items;

http: //mww.howtofor ge.conv

Choose a keyboard layout (you will be asked to press a fewkeys, andthe installer will try to detect your keyboard layout based on the keysyou pressed):
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[!] Ubuntu installer main menu |
¥ou can try to have uour keuboard lauout detected bu pressing a
series of keys. If you do not want to do this, you will be able to
select your keyboard layout from a list.

Detect keyboard layout?

<Go Back> ¢ves)] <No>

lgb> moves Detween 1TEems;
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| Ubuntu installer main menu |

Please press one of these keys: g e t YUrNnNunvyyvneen KO

Keycode S6 was not expected -- ignored.
No need to press Shift or other modifier keys.
Haiting 30 seconds ...

Tab> moves between items;

Copyright © 2008 All Rights Reserved. HowtoForge Page 9 of 41



Installing An Ubuntu Hardy 8.04 LTS DNS Server With BIND http: //mww.howtofor ge.conv

[!] Ubuntu installer main menu |
keyboard layout detection complete

Based on the keys you pressed, your kedboard layout appears to be
"de:nodeadkeys". If this is not correct, you can go back and select
your layout from the full list instead.

<Go Back>

£Cont inue

lan:> moves petween 1tems:

Theinstaler checks the installation CD, your hardware, andconfigures the network with DHCP if there isa DHCP server in thenetwork:
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scanning CD-ROM

Scanning /cdrom/poolsmainsd. ..
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| Loading additional components

Retrieving jfsutils-udeb
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Configuring the network with DHCP

This may take some time.

Enter the hostname. In this example, my system is called serverl.tm.local, so | enter serverl.
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[!1] Configure the network |

Please enter the hostname for this system.

The hostname is a single word that identifies uour system to the
network. If you don't know what your hostname should be, consult your
network administrator. If you are setting up your own home network,

you can make something up here.

Hostname :

<Go Back> <{Cont inue>

Tab> moves between items;

Now you have to partition your hard disk. For simplicity'ssake | will create one big partition (with the mount point /) and alittle swap partitionso | select
GQuided - use entire disk(of course, the partitioning istotally up to you - if you like, youcan create more than just one big partition, and you can also
use LVM):
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[1!] Partition disks |

The installer can guide vou through partitioning a disk (using
different standard schemes) or, if you prefer, you can do it
manually. Hith guided partitioning you will still have a chance later
to review and customise the results.

If you choose guided partitioning for an entire disk, you will next
be asked which disk should be used.

Partitioning method:

Guided = use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrupted LWM
Manual

{Go Back:

lgb> moves Detween 1TEems;

Select the disk that you want to partition:
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[1!] Partition disks |

Note that all data on the disk you select will be erased, but not
before you have confirmed that you really want to make the changes.

Select disk to partition:

GE VMuEre, YHMuare vVirtual

<Go Back}

When you're finished, hit Yeswhen you'reasked Wite the changesto di sks?:
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[t!] Partition disks |

If you continue, the changes listed below will be written to the
disks. Otherwise, you will be able to make further changes manually.

HARNING: This will destroy all data on any partitions you have
removed as well as on the partitions that are going to be formatted.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext3
partition #5 of SCSI3 (0,0,0) (sda) as swap

Hrite the changes to disks?

<i3o Back>»

Tab: moves between items;

Afterwards, your new partitions are being created andformatted.

Now the base system is being installed:
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1 Installing the base sustem |

Retrieving libncursess...
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1 Installing the base sustem |

Preparing linux-image-2.6.24-16-server

Create a user, for example the user Adni ni st r at or with the user name adni ni st r at or (don't use the user name adni nasit is areserved name on Ubuntu
8.04):
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[11] Set up users and passwords |

A user account will be created for you to use instead of the root
account for non-administrative activities.

Please enter the real name of this user. This information will be
used for instance as default origin for emails sent by this user as
well as any program which displays or uses the user's real name. Your
full name is a reasonable choice.

Full name for the new user:

<Go Back> <{Cont inue>

Tab> moves between items;
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[11] Set up users and passwords |

Select a username for the new account. Your first name is a
reasonable choice. The username should start with a lower-case

letter, which can be followed by any combination of numbers and more
lower-case letters.

Username for your account :
administrator

<Go Back> <Cont inue>

fab> moves between items;
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<30 Back>»

1 [!!] Set up users and passwords |

A good password will contain a mixture of letters, numbers and
punctuation and should be changed at regular intervals.

Choose a password for the new user:

<Cont inue:

rab> moves between items:
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1 [!!] Set up users and passwords |

Please enter the same user password again to verify you have tuped it
correctly.

Re-enter password to verify:

<Go Back} <Cont inue>

rab> moves between items:

Next the package manager apt gets configured. Leave the HT TPproxyline empty unless you're using a proxy server to connect to thel nternet:
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[!] Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter
the proxy information here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
“"http:// [ [user] [:pass] @] host [:port] /2",

HTTF proxy information (blank for none):

<Go Back> <Cont inue>

Tab> moves between items;
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1 Configuring apt
. @ |

Scanning the mirror...

Tab> moves between items;

We need a DNS server, but nevertheless | don'tselect any of them now because | like to have full control over whatgets installed on my system. We will
install the needed packagesmanually later on. The only item | select hereis OpenSSH ser ver so that | canimmediately connect to the system with an SSH
client such as PUTTY after the installation hasfinished:
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[1] Software selection |

At the moment, only the core of the sustem is Installed. To tune the
system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

<Go Back: £Cont inues

Tab> moves between items;

The installation continues:
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1 Select and install software |

Preparing perl

The GRUB boot loader getsinstalled:
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{ Installing GRUB boot loader |

Looking for other operating sustems...

The base system installation is now finished. Remove theinstallation CD from the CD drive and hit Cont i nueto reboot the system:
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[!!] Finish the installation |
Installation complete
Installation is complete, so it is time 10 boot into your new system.

Make sure to remove the installation media (CD-ROM, floppies), so

that you boot into the new system rather than restarting the
installation.

<Cont 1nues

<Go Back>

laD> moves DETWeEen 1TEems;

On to the next step...

4 Enable Theroot Account
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After the reboot you can login with your previously createdusername (e.g. adni ni st r at or ).Because we have to run all the steps from this tutorial as root
user, so we will enable the root account.

Run

sudo passwd root

and give root a password. Afterwards we can switch root byrunning

Su

5Install The SSH Server (Optional)
If you did not install the OpenSSH server during the systeminstallation, you can do it now:

apt-get install ssh openssh-server

From now on you can use an SSH client such as PUTTY and connect from yourworkstation to your Ubuntu 8.04 LTS server and follow the remainingsteps
from this tutorial.

6 I nstall vim-full (Optional)
I'll usevi as my text editor in this tutorial. The default vi program has some strange behavior on Ubuntu; to fix thiswe install vi m ful | :

apt-get install vimfull

(You don't have to do thisif you use a different texteditor such asjoe or nano.)

7 Configure The Network
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Because the Ubuntu installer has configured our system toget itsnetwork settings via DHCP, we have to change that now because a servershould have a
static | P address. Edit /etc/network/interfaces and adjust it to your needs (in this example setup | willuse the | P address 192.168.0.100):

vi /etc/network/interfaces

Please make sure your network configurationare set correctly, feel free to change that based on your networkconfiguration.

Then restart your network:

/etc/init.d/ networking restart

Then edit/ et ¢/ host s.Make it look like this:
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vi /etc/hosts

Now run

echo serverl.tmlocal >
/ et c/ host nane

/etc/init.d/ hostnane.sh start

Afterwards, run
host nanme

host nane -f

Both should show server 1.t m | ocal now.
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8 Edit /etc/apt/sources.list And Update Your LinuxInstallation

Edit/ et c/ apt/sources. | i st.Comment out or remove the installation CD from the file and make surethat the uni ver se and mul ti ver se repositories are
enabled. It should look like this:

vi /etc/apt/sources.|list
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Then run

apt - get update
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to update the apt package database and

apt - get upgr ade

to install the latest updates (if there are any).

9 Disable AppArmor (Thisisa must for thingsto go well here)

AppArmor is a security extension (similar to SELinux) that shouldprovide extended security, which usually causes more problems than advantages.
Therefore Idisableit.

We can disableit like this:
/etcl/init.d/ apparnor stop

update-rc.d -f apparnor renopve

10 Install the DNS Server
Run

apt-get install bind9

For security reasons we want to run BIND chrooted so we have to do the following steps:

/etc/init.d/bind9 stop

Edit the file/ et c/ def aul t/ bi nd9 so that the daemon will run as the unprivileged user bi nd, chrooted to/ var/1'i b/ named. Modify the line: OPTI ONS="-u
bi nd" sothat it reads OPTI ONS="-u bind -t /var/lib/named":
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vi /etc/defaul t/bind9

OPTIONS="-u bind -t /var/lib/named"
# Set RESOLV CONF=no to not run resolvconf
RESOLVCONF=yes

Create the necessary directoriesunder / var/ li b:
nkdir -p /var/lib/nanmed/etc
nkdir /var/lib/ named/ dev

nkdir -p /var/lib/named/var/cache/ bi nd

nkdir -p /var/lib/named/var/run/bind/run

Then move the config directory from/etc to/var/Ii b/ named/ etc:

mv /etc/bind /var/lib/naned/etc

Create a symlink to the new config directory from the old location (to avoid problems when bind gets updated in the future):

In -s /var/lib/naned/etc/bind /etc/bind

Make null and random devices, and fix permissions of the directories:

nknod /var/lib/nanmed/dev/null ¢ 1 3
nknod /var/li b/ naned/ dev/randomc 1 8
chnod 666 /var/lib/naned/ dev/ null /var/lib/nanmed/ dev/random

chown -R bind: bind /var/lib/named/var/*
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chown -R bind: bind /var/lib/named/ etc/bind

We need to modify / et ¢/ def aul t/ sysl ogd so that we can still get important messages logged to the system logs. Modify the line: SYSLOGD="" so that it
reads; SYSLOGD="-a /var/|i b/ naned/ dev/| og":

vi /etc/default/sysl ogd

Restart the logging daemon:

/etc/init.d/sysklogd restart

Start up BIND, and check / var /1 og/ sysl og for errors:

/etc/init.d/ bind9 start
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11 Configure BIND

Now the main configuration file in BIND is named.conf, however named.conf.local is already included in named.conf and its there for customized
configuration, so we will edit named.conf.local and we will add our zones, here | added a zone camed tm.local as well as areverse zone for 192.168.0.0:

vi /etc/bind/ nanmed. conf. | ocal

Please note that if you want to add acomment in nanmed. conf or naned. conf . | ocal use//, also you can see above the zonefilefor t m | ocal iscalled
tmlocal . db andislocated in/ et c/ bi nd/ zone, the most important thing that the zone file uses ; as the prefix for acomment and not //, as| saw
confusionsin alot of forums so | thought to add it here - (same for the reverse zone).

12 Configure the Zoneswe will start with the zone tm.local

nkdir /etc/bind/ zones

vi /etc/bind/zones/tmlocal.db
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Feel freeto replace the above zone name (tm.local) or your dns server name (serverl) as needed, just notethe. DOT after the zone name.
Now let's go ahead with the reverse zone.

vi /etc/bind/zones/rev.3.13.10.in-addr. arpa
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Now configure the server to forward any requests to your ISP server so it case resolve external IPs.

vi /etc/ bind/ naned. conf. opti ons

Uncomment the forwarder section to look like this:

13 Configurethe server to useitself asDNS

vi /etc/resol v. conf

14 References and Sources
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- Falko's Article "The Perfect Server - Ubuntu Hardy Heron (Ubuntu 8.04 LTS Server)"
- BIND on Ubuntu "Howto: Setup a DNS server with bind"
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