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Hardening The Linux Kernel With Grsecurity (Debian)

Security is based on three characteristics: prevention, protection and detection. Grsecurity isa patch for Linux kernel that allows you to increase each of
these points.

This howto was performed on a Debian Lenny system. Thus some tools are Debian specific. However, tasks can be performed with other distro specific
tools or even with universal tools (make).

Everything will done with root privileges. However, you can perform them with a limited account thanks to sudo and fake-kpkg tools.

1. Preliminary Note
To compile the kernel, you need to install some specific packages:

roml: /root# aptitude install patch bin86 kernel -package buil d-essenti al

If you like to configure your kernel in graphical console mode (make menuconfig), you must install one more package:

ronl:/root# aptitude install |ibncurses5-dev

Check that iniramfs-tools (used to generated the init ramdisk) isinstalled (it should be):

roml: /usr/src# dpkg -1 initranfs*

Desi red=Unknown/ I nst al | / Renove/ Pur ge/ Hol d
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| Status=Not/Installed/ Config-files/Unpacked/Fail ed-config/Half-installed
|/ Err?=(none)/ Hol d/ Rei nst -requi red/ X=bot h-probl enms (Status, Err: uppercase=bad)
||/ Nane Ver si on Descri ption

ii initranfs-tool 0. 85i tools for generating an initranfs
roml: /usr/src#

Go to the sourcefolder:

roml: /root# cd /usr/src

Download the grsecurity patch and the
2.6.24.5

Linux vanillakernd:

roml: /usr/src# wget grsecurity.net/grsecurity-2.1.11-2.6.24.5-200804211829. patch. gz

roml: /usr/src# wget eu. kernel.org/pub/linux/kernel/v2.6/1inux-2.6.24.5.tar.gz

NB: you may need to configure wget in case you are using an HTTP proxy (which may use authentication). You need to edit/ root /. wget r ¢ so it looks
likethis:
http_proxy=192.168.0.1

proxy-user=foo # Put this line if you need to authenticate against your proxy
proxy-passwd=bar # Put thisline if you need to authenticate against your proxy

Decompress the archive of the kernel:

Copyright © 2009 All Rights Reserved. HowtoForge Page 2 of 10



Hardening The Linux Kernel With Grsecurity (Debian) http: //mmw.howtofor ge.conv

roml: /usr/src# tar xzvf linux-2.6.24.5.tar.gz

Create a symbolic link on the new kernel folder to ease the following tasks:

roml: /usr/src# In -s linux-2.6.24.5 |inux

Now, the environment isready. Let's go hardening!

2. Patch the vanilla kernel
Move the grsecurity patch to the new directory:

roml: /usr/src# mv grsecurity-2.1.11-2.6.24.5-200804211829. patch.gz |inux/grsecurity-2.1.11-2.6.24.5-200804211829. pat ch. gz

Decompress and patch the source of the kernel:

roml: /usr/src# cd |inux
roml: /usr/src/linux# gunzip < grsecurity-2.1.11-2.6.24.5-200804211829. patch.gz | patch -pl

Now the patch is applied and the source of the kernel was modified. Let's configure the kernel to enable Grsecurity.

3. Configurethe hardened kernel

In this example, we will configure the kernel using a console menu (make menuconfig). Thisiswhy we installed thel i bncur ses5- dev package. However,
you can configure in pure console mode (make config), or in GUI mode (make xconfig).

Grsecurity has predefined levels: low, medium, high. It can also be configured in custom level where you choose to enable or not option by option. See
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http://www.gr security.net/confighelp.php/ for more info on each option. In this HowTo, we will configure Grsecurity in High level.

roml: /usr/src/linux# make menuconfig

Now, we will enable Grsecurity in the menu.

GotoSecurity options >Gsecurity >tick Grsecurity. Then, youcangotoSecurity Level andtick H gh.
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Lgura

Linux Kernel Configuration
Arrow keys navigate the menu. <Enter? selects submenus ——>.
Highlighted lettersz are hotkeysz. Pressing <Y> includes, <H> excludes.
<H> modularizes features. Press <{Ezsc>{Esc?» to exit,. <> for Help. </>
for Search. Legend: [#*] built—-in [ 1 excluded <H> module < >

Device Derivers -———3>

Fivrmuware Drivers -—-—=>

File systems ——2
Instrumentation Support -—>
Kernel hacking

Securit LONS

Cr ographic AF

Li ry routines

Load an Alternate Configuration File
Save an Alternate Configuration File

< Exit » < Help >
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config — Linux Kernel v2.6.24.5 Conf iguration

segcurity optilions
Arvrow keys navigate the menu. <Enterr selects submenus ———>r.
hlighted letters are hotkeys. Pressing <Y» includes, <H» excludes.
<M> modularizes features. Press {Esc>{Esc} to exit, <{?> for Halp. L
for Search. Legend: [#] built-in [ ] excluded <H> module <

Grsecurltsy
Pax ——>
Enable access key retention support
Enable the sproc<keys file by which keys may be viewed
Enahle different a:curitg mode 1=
Socket and Metworking Security Hooksz
#FRH <(IPSec)» Hetworking Security Hooks
Default Linux Cnpahilitica
[ 1 File POSIX Capabilitiez C(EXPERIHEMTAL>»
[ 1 HSA SELinux Support

{ Exit > € Help
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config — Linux Kernel v2.6.24.5 Conf iguration

rEecurity
Arrow keys navigate the menu. <Enterr selects submenus ———».
Hi hlighted letters are hotkeys. Pressing <Y¥» includes,. <H»* excludes.
1Eu1arizaa featuresz. Press {Esc>{Esc? to exit, <7> for Hﬂ]p, {5
fnr Search. Legend: [#] built-in [ ] excluded <H> module <

Security Level <High> -——3

Addreszs Space Protection —=>

Fole Based Access Control Options ——32
Filesystem Protections =———23

Hernel Auditing ——2>

Executahle Protections -———2

Hetwork Protections ——-=3

Sysctl support —2

Logging Options -———2

K Selact { Exit 2> { Help >
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Y ou can profit from configuring Grsecurity to optimise your kernel. Eg: On your server you probably don't need support for infrared, blutooth, probably

neither wifi, ipx, X25, token ring, ATM, firewire, PCcard, joystick, mouse, sound....
4. Compilethe hardened kernel
It is now time to compile your hardened kernel. First, just in case, clean up:

romil: /usr/src/linux# make- kpkg cl ean

Launch compilation itself (this may take a while depending on your CPU power and RAM availability!!!):

roml: /usr/src/linux# make-kpkg --initrd --append-to-version "grsecl.0" kernel _i mage
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In case you are not using a Debian distro, you can compile the classic way with:
make nr proper
make nmenuconfig
nmake cl ean
make
make nodul es_install
nkinitranfs

make install

5. Install the hardened kernel
Y our new kernel is now compiled and a .deb package file has been generated in the/ usr/ sr ¢ folder. You need to install your kernel as any .deb package:

roml: /usr/src# dpkg -i |inux-inmage-2.6.24.5-grsec_grsecl.0_i 386.deb

During the installation, an initrd image will be generated. This may take a while depending on your CPU power and RAM availability! Y ou may also check
that the new kernel imageisrealy akernel !

roml: /usr/src# file vminuz-2.6.24.5-grsec

vm i nuz-2. 6.24.5-grsec: Linux kernel x86 boot executable RO rootFS, root_dev 0x801, swap_dev 0x1, Normal VGA

It is now time to restart your system with your new hardened kernel:
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romil: /usr/src/linux# shutdown -r now

Now that your system has restarted, you can check that your new kernel is running:

roml: ~# unane -r

2.6.24.5-grsec

6. Testing the hardened kerndl

Except the fact that unane -r issaying your kernel isagrsec one, how do you know you are running a hardened kernel ? Thisis where we will use
paxt est which will simulate an attack on the kernel and show if you are vulnerable or not. Download paxtest:

roml: /tmp# wget http://ww. grsecurity. net/~paxguyl/ paxtest-0.9.7-pre5.tar.gz

Extract it:
roml: /tmp# tar xzvf paxtest-0.9.7-pre5.tar.gz

roml: /t mp# cd paxtest-0.9.7-pre5

Compileit (type make to have thelist of targets):

roml: /t np/ paxt est-0. 9. 7- pre5# nake generic

Run it (there are 2 differents modes: kiddie and blackhat):

ronil: /t np/ paxtest-0.9. 7- pre5# ./ paxtest kiddie
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NB: unless you are using high grsecurity level or custom level, you will have a vulnerable kernel. Indeed, you are only getting userland ASLR protection in
amedium mode.

7. Links

- Grsecurity home site: http://www.gr security.net
- Linux kernel site: http://www.kernel.org
- Wikipediaarticleon ASLR: http://en.wikipedia.org/wiki/Address space layout_randomization
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