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Thistutorial provides step-by-step instructions on how to install Xen (version 3.0.3) on a Debian Sarge (3.1) system.

Xen lets you create guest operating systems (*nix operating systems like Linux and FreeBSD), so called "virtual machines" or donJs, under a host operating
system (donD). Using Xen you can separate your applications into different virtual machines that are totally independent from each other (e.g. avirtual
machine for amail server, avirtua machine for a high-traffic web site, another virtual machine that serves your customers web sites, avirtual machine for
DNS, etc.), but still use the same hardware. This saves money, and what is even more important, it's more secure. If the virtual machine of your DNS server
gets hacked, it has no effect on your other virtual machines. Plus, you can move virtual machines from one Xen server to the next one.

| will use Debian Sarge for both the host OS (don®) and the guest OS (donl). | will describe how to install Xen from the sources (which | recommend) in
chapter 4 and from the binary package (chapter 5). Inan additional section at the end of chapter 4 (chapter 4.5) | will also show how to create a virtua
local network with virtual machines, with dond being the router.

This howto is meant as a practical guide; it does not cover the theoretical backgrounds. They are treated in alot of other documents in the web.

This document comes without warranty of any kind! | want to say that thisis not the only way of setting up such a system. There are many ways of
achieving this goal but thisisthe way | take. | do not issue any guarantee that this will work for you!

1 Install The Debian Sarge Host System (dono)

Y ou can overall follow these instructions, but with afew changes:
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- http://www.howtofor ge.com/perfect setup debian sarge
- http://www.howtofor ge.com/perfect setup debian sarge p2

However, it'simportant that you type | i nux26 at the boot prompt to install akernel 2.6 system. dond's FQDN in this example will be
server 1. exanpl e. com s0 | specify server 1 asHost nane and exanpl e. comas Domai n nane. ser ver 1. exanpl e. coms |P address will be
192. 168. 0. 100 in this tutorial.

When it comes to the partitioning, | select Manual Iy edit partition table. | createthefollowing partitions:

-/ boot 100 MB (Primary) (Location for the new partition: Beginning) (ext 3) (Bootable flag: on <-- important, otherwise your system will not boot!)
- swap 1GB (Logical) (Location for the new partition: Beginning)

-1 2GB (Logical) (Location for the new partition: Beginning) (ext 3)

-/ vserver therest (Logical) (Location for the new partition: Beginning) (ext 3)

(Sidenote: You can aso install everything in one big partition (as described here: http://www.howtofor ge.com/perfect setup debian_sarge), but then
you have to keep in mind that the G- ub stanzas | describe in this howto are slightly different. For example, when | write that | add

to/ boot/ grub/ menu. | st then you should probably use
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in that fileinstead...)

When the Debian installer prompts Choose software to install: | makeno selection and go on (dormd should run as few software as possible in order
not to be vulnerable to attacks. To the outside world it will be accessible only over SSH.).

2 Configur e dond'sNetwork

Because the Debian Sarge installer has configured our system to get its network settings via DHCP, we have to change that now because a server should
have astatic |P address. Edit / et c/ net wor k/ i nt er f aces and adjust it to your needs (in this example setup | will use the IP address 192. 168. 0. 100):

vi /etc/network/interfaces
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Then restart your network:

/etc/init.d/ networking restart

Edit/ et c/ resol v. conf and add some nameservers;

vi /etc/resolv. conf

Then set donD's hostname;

echo serverl. exanpl e.com > /et c/ host nane

Copyright © 2007 All Rights Reserved. HowtoForge Page 4 of 41



The Perfect Xen 3.0.3 Setup For Debian Sarge http: //mmw.howtofor ge.conv

/ bi n/ host name - F /et c/ host nane

3 Install Xen

There are two ways to install Xen: compile Xen and the Xen kernels from the sources, or install the binary package from the Xen website.
Thelast way is easier, but it has the disadvantage that the don kernel that comes with the binary package has no support for quot a and i pt abl es, both
featuresthat | need in my virtual machines (dorJ). Plus, the dond kernel has no support for the dumry network driver, which might come in handy for more
advanced network setups. Also, if you use the binary package, there is only one kernel for both dond and donlJ, and the network setup for the virtual
machines cannot be done using configuration files on dond, but has to be done within the virtual machines themself which is rather complicated if you want
to create new virtual machines from a pre-made image. | also got the impression that the source install is much more stable/mature. On the binary install it
happened to me that a virtual machine didn't boot up because of a kernel panic, and two minutes later the same unchanged virtual machine did boot up
without problems. So | highly recommend to compile Xen from the sources, although this takes much more time.

In chapter 4 | describe how to compile and install Xen from the sources which isamust if you need quota and iptables in your virtual machines. In chapter
5| describe how to install the Xen binary package which might be easier for beginners.

4 Installing From The Sources
Run the following commands:

apt -get renove exi M4 exi md- base | pr nfs-common portmap pi dentd pcnti a-cs pppoe pppoeconf ppp pppconfig

apt-get install iproute bridge-utils python-twisted gcc-3.3 binutils make zliblg-dev python-dev transfig bzip2 screen ssh debootstrap
l'i bcurl 3-dev |ibncurses5-dev x-dev

4.1 Install Xen

Now we download xen- 3. 0. 3_0- sr c. t gz from http://www.xensour ce.com/xen/downloads/dl_303tarballs.html and unpack it:
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cd /usr/src

wget http://bits. xensource. conf oss-xen/rel ease/ 3.0.3-0/src.tgz/ xen-3.0.3_0-src.tgz

tar -xvzf xen-3.0.3_0-src.tgz
Then we compile Xen. Thiswill create one Xen kernel (2. 6. 16. 29- xen). We have to do this before we can create individual kernels for dond and dormJ.
This can take along time so be patient:

cd xen-3.0.3 _0-src/

make worl d

meke install

mv /lib/tls /lib/tls.disabled

Now Xenisinstalled. In order to start the Xen services at boot time, do the following:

update-rc.d xend defaults 20 21

updat e-rc.d xendonmai ns defaults 21 20

We need aramdisk for our new Xen kernel, therefore we do the following:

depnod 2. 6. 16. 29- xen

apt-get install |ibhtnl-tenplate-perl |ibparse-recdescent-perl
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wget http://downl oads. howt of orge. conf fil es/yaird_0.0. 12-8bpol_i 386. deb

dpkg -i yaird_0.0.12-8bpol_i 386. deb

(The original yaird package was located in http://backports.org/debian/pool/main/y/yaird/, but was removed in the meantime, so |'ve made the package
available under http://downloads.howtoforge.com/files/yaird 0.0.12-8bpol_i386.deb.)

nkinitrd.yaird -o /boot/initrd.ing-2.6.16.29-xen 2.6.16.29-xen

The last command creates the ramdisk / boot /i ni trd. i ng- 2. 6. 16. 29- xen,

Next we add our new kernel to Gr ub, our bootloader. Edit / boot / gr ub/ menu. | st , and before the line ### BEG N AUTOVAG C KERNELS LI ST add the
following stanza:

vi /boot/grub/nenu. | st

Make sure that / dev/ hda6 isyour/ partition. Keep in mind what | said about G- ub and partitioning in chapter 1! | added max_| oop=255 to the nodul e line
to make sure that enough loop devices are available because or virtual machines will be mounted as loop devices.
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Now reboot the system:

shut down -r now

At the boot prompt, G ub should now list Xen 3. 0.3 / XenLi nux 2.6 asthefirst kernel and boot it automatically. If your system comes up without
problems, then everything is fine!

4.2 Compile A domO Kernel
Now we compile adon® kernel:
cd /usr/src/xen-3.0.3_0-src/

make | i nux- 2. 6-xen0-confi g CONFI GMODE=nenuconfi g KERNELS="Ii nux- 2. 6- xen0"

In the kernel comfiguration menu that shows up we enable quot a, i pt abl es and the durmy network driver as modules. Thisis where you enable these
modules:

File systens --> [*] Quota support
<M> O d quota fornmat support
<M> Quota format v2 support

Device Drivers ---> Network device support ---> <M> Dumy net driver support

Net wor ki ng ---> Networking options ---> [*] Network packet filtering (replaces ipchains) ---> Core Netfilter Configuration
---> <M> Netfilter Xtables support (required for ip_tables)

Net wor ki ng ---> Networking options ---> [*] Network packet filtering (replaces ipchains) --->1P: Netfilter Configuration
---> <M I P tables support (required for filtering/ nmasqg/ NAT)

[*] means: build into the kernel statically.
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<M> means: build as a kernel module.
Next we build and install the donD kernel:
make |inux-2.6-xen0-build
make |inux-2.6-xen0-install
deprod 2. 6. 16. 29- xen0

Next we add our new kernel to Gr ub, our bootloader. Edit / boot / gr ub/ menu. | st , and before the line ### BEG N AUTOMAG C KERNELS LI ST add the
following stanza ( ):

vi /boot/grub/nenu. | st

Make sure that / dev/ hda6 isyour / partition. Keep in mind what | said about G- ub and partitioning in chapter 1!

Now reboot the system:

shutdown -r now
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At the boot prompt, G ub should now list Xen 3. 0.3 / XenLi nux 2.6 asthefirst kernel and boot it automatically. If your system comes up without
problems, then everything isfine!

4.3 Compile A domU Kernel
Afterwards we compile akernel for donmU (the virtual machines):
cd /usr/src/xen-3.0.3_0-src/
make | i nux- 2. 6-xenU confi g CONFI GMODE=nenuconfi g KERNELS="Ii nux- 2. 6- xenU"
In the kernel comfiguration menu that shows up we have to enable quot a and i pt abl es asmodules (it isimportant that they are modules. | could not get
i pt abl es to work in avirtual machine when | compiled it into the kernel statically!). Thisis where you enable these modules:
File systens --> [*] Quota support
<M> O d quota format support

<M> Quota format v2 support

Net wor ki ng ---> Networking options ---> [*] Network packet filtering (replaces ipchains) ---> Core Netfilter Configuration
---> <M> Netfilter Xtables support (required for ip_tables)

Net wor ki ng ---> Networking options ---> [*] Network packet filtering (replaces ipchains) ---> 1P: Netfilter Configuration
---> <M> | P tables support (required for filtering/ nasq/ NAT)

[*] means: build into the kernel statically.
<M> means: build as a kernel module.

After you have |eft the kernel configuration menu, do the following to build and install the doniJ kernel:
make |inux-2.6-xenU build

make |inux-2.6-xenU-install
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depnod 2. 6. 16. 29- xenU

4.4 Create A Virtual Machine (domuU)

Next we create an image of avirtual machine. It will be a basic Debian system. Thisimage will be the template for all our virtual machines. Whenever we
want to create a new virtual machine, we just copy thisimage, create a new Xen configuration file and boot the copy, and then we can go on and configure
the copy to our needs (e.g install amail server, web server, DNS server, etc. on it). All our images will be on the/ vser ver partition which should be the
largest one we have.

nkdir /vserver/vm base

nkdi r /vserver/i mages
Now we create a1 GB image file and a 500 MB swap image. In the end the virtual machines will have 1 GB space and 500 MB swap. These are just
example values, in the real world you might want to have more space for your virtual machines (e.g. between 5 and 30 GB), so just increase the value of
count to create larger images.

dd i f=/dev/zero of =/vserver/imges/vm base.i ng bs=1024k count=1000

dd i f=/dev/zero of =/vserver/images/ vm base-swap. i ng bs=1024k count =500

Then weformat / vser ver/i mages/ vm base. i ng with ext 3 and vm base- swap. i ng with swap:

nkfs. ext3 /vserver/i mages/vm base. i ng
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When you see the following, answer withy:

/vserver/images/mail.ing is not a bl ock special device.
Proceed anyway? (y,n) <--y

nmkswap /vserver/images/vm base-swap. i ng

4.4.1 Install A Basic Debian In The Image
In order to install abasic Debian system in our image, we mount the image, run deboot st rap and afew other commands:
mount -o | oop /vserver/inmages/vm base.ing /vserver/vm base

debootstrap --arch i 386 sarge /vserver/vmbase/ http://ftp2.de.debi an. org/ debi an

chroot /vserver/vm base

apt - set up

Y ou are asked the following question:

Archive access nmethod for apt: <--

Then select amirror close to you.

Afterwards, edit / et ¢/ apt / sour ces. | i st and replacet esti ng with st abl e. That'show my / et ¢/ apt / sour ces. | i st 100Ks:

vi /etc/apt/sources.|list
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Then run

apt - get update

Now we set up our | ocal es. If we do not do this now, we will see some ugly warnings during base- conf i g like these:

They are not serious, but ugly... So we run

apt-get install |ocal econf

Y ou will be asked afew questions:
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Sel ect locales to be generated. <--
Wi ch | ocal e should be the default in the system environnent? <--
Manage | ocal e configuration files with debconf? <--
Envi ronnent settings that should override the default |ocale: <--
Repl ace existing locale configuration files? <--
Default systemlocale: <--eg.

Next run
base-confi g
Y ou will see amenu with installation options. Thisiswhat we do:

- Configure tinmezone
-Set up users and passwords

-Sel ect and install packages (whenitcomestoChoose software to install:,you canchoosewhatever you like; |, however, choose nothing
because | want to install a basic system.)
-Finish configuring the base system

Don't deal with the other menu items, you don't need them. Then we remove nf s- cormon and delete/ et ¢/ host nane:

apt-get renove nfs-common

rm-f /etc/hostnane

Then edit / et ¢/ f st ab. It should look like this;

vi /etc/fstab

/dev/hdal / ext3 defaults 1 2
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Change/ et ¢/ net wor k/ i nter f aces tolook like this:

vi /etc/network/interfaces

Then create/ et c/ host s

vi /etc/hosts
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Then we edit the scripts/ et ¢/ i ni t. d/ hwel ock. sh and/ et c/init.d/ hwel ockfirst.sh and add thelineexit 0 right at the beginning because otherwise
these two scripts will really slow down the bootup of our virtual machines:

vi /etc/init.d/ hwl ock. sh
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vi /etc/init.d/ hwel ockfirst.sh

Now we leave the chroot environment:
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exit

Then we copy over the kernel modules to our virtual machine image and unmount the image:
cp -dpR /Ili b/ modul es/ 2. 6. 16. 29- xenU / vserver/vm base/ | i b/ modul es/
mv /vserver/vmbase/lib/tls /vserver/vmbase/lib/tls.disabled
fuser -k /vserver/vm base

unmount /vserver/vm base

Now our virtual machine image template is ready!

4.4.2 Create And Start The First Virtual Machine

Now we create our first virtual machine, vim01, by making a copy of our template:
cp -pf /vserver/images/vm base.imy /vserver/i mages/vnDl. i my

cp -pf /vserver/images/vm base-swap.ing /vserver/i mages/vn0l-swap.ing

Then we create a Xen configuration file for vn01, / et ¢/ xen/ vnD1- confi g. sxp:

vi /etc/xen/vnD1l-config.sxp

name="vmO01"
kernel="/boot/vmlinuz-2.6-xenU"
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In merory you specify the RAM you want to allocate to that virtual machine (here: 32 MB). In di sk you specify which images to use and how to mount
them (i.e., under which partition, e.g. hdal). This must correspond to the settingsin theimage's/ et c/ f st ab file! In the network settings we tell vn01 that
its IP addressis 192. 168. 0. 101 (the main machine's (don?) |P addressis 192. 168. 0. 100), and what host nane it has.

If you want viD1 to start automatically at the next boot of the system, then do this:

In -s /etc/xen/vnDl1-config.sxp /etc/xen/auto

Now let's start vnD1:

Xxmcreate -c /etc/xen/vnD1l-config.sxp

If nothing's wrong, vi01 should come up without problems, and you should be able to login. By running

iptables -L
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you should see that i pt abl es isavailable on vn01. To leave vnO1's shell, type CTRL+] if you are at the console, or CTRL+5 if you're using PUTTY. From
the outside you should be able to connect to 192. 168. 0. 101 via SSH.

Back on don®'s shell, you can shutdown vn01 by running

xm shut down vn01

Here are some other Xen commands:
xm create -c /path/to/config - Start avirtua machine.
xm shut down <nane> - Stop avirtua machine.
xm destroy <name> - Stop avirtual machine immediately without shutting it down. It's as if you switch off the power button.
xm |i st - List al running systems.
xm consol e <name> - Login on avirtual machine.
xm hel p - List of all commands.

Now you can reboot the main system to seeif vn01 comes up automatically (if you created the symlink in/ et ¢/ xen/ aut o):

shut down -r now

4.4.3 Creating And Customizing Further Virtual Machines
Y ou can create further virtual machines simply by copying the image template:
cp -pf /vserver/images/vm base.ing /vserver/imges/vnD2.i ng

cp -pf /vserver/images/vm base-swap.ing /vserver/i mages/vnD2-swap. i ng

Then you have to create a Xen configuration file, e.g. / et ¢/ xen/ vnD2- conf i g. sxp:
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vi /etc/xen/vnD2-config.sxp

Start the machine:

xm create -c /etc/xen/vnD2-config.sxp

If you get an error like this:

Using config file "/etc/xen/vnD2-config.sxp".
Error: Error creating donmin: The privileged domain did not balloon!

then this means that the virtual machine tried to use more memory than is available. Edit the configuration file of the virtual machine and decrease the value
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of menory and try to start it again.
Create asymlink, if you want to start the virtual machine at boot time:

In -s /etc/xen/vnD2-config.sxp /etc/xen/auto

Now you can log into each machine, e.g. via SSH, and configure it asif it was anormal system.
Y ou can create as many virtual machines asyou like. Y our hardware's the limit!

4.5 Create A Virtual Local Network From The Virtual Machines (Optional)

(This chapter is optional. What is described here works only if you installed Xen from the sources.)

In this chapter | want to create a virtual network with my virtual machines, i.e. anetwork that is different from the network of dono.

Y ou can find a drawing of what | want to do here:
http://wiki.xensour ce.com/xenwiki/XenNetwor kingUsecasetthead- 7f 23d0f 2248cb0c70458f 9339b4405e2b1bfc271

| did the same with Xen 2.0.7 here: http://www.howtoforge.com/perfect xen_setup debian_ubuntu_p6. However, the way to achieve thiswith Xen 3 has
changed completely. Xen 3 configures al the firewall rules, gateways, etc. automatically. Furthermore, we don't need any dunmy network interface
anymore for our virtual network. It isimportant to know that Xen 3 assigns gateways from the 10. x. x. x net to our virtual machines, so it isagood ideato
also assign | P addresses from the 10. x. x. x net to our virtual machines. If you give them | P addresses from the 192. 168. 3. x net (as we did with Xen 2.0.7
on http://www.howtoforge.com/perfect_xen_setup_debian_ubuntu_p6), then your virtual machines will have no access to the internet.

So we will givevn01 the IP address 10. 0. 0. 1 and vn02 the IP address 10. 0. 0. 2.
First we edit / et c/ xen/ xend- conf i g. sxp and disable bridging and enable NAT (network address translation) instead:

vi /etc/xen/xend-config.sxp

Copyright © 2007 All Rights Reserved. HowtoForge Page 22 of 41


http://wiki.xensource.com/xenwiki/XenNetworkingUsecase#head-7f23d0f2248cb0c70458f9339b4405e2b1bfc271
http://www.howtoforge.com/perfect_xen_setup_debian_ubuntu_p6
http://www.howtoforge.com/perfect_xen_setup_debian_ubuntu_p6

The Perfect Xen 3.0.3 Setup For Debian Sarge http: //mww.howtofor ge.com/

Then we change the configuration files of vnrD1 and vnD2:
/et c/ xen/vnD1- confi g. sxp:

vi /etc/xen/vnD1l-config.sxp
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[ etc/ xen/vmD2-confi g. sxp:

vi /etc/xen/vnD2-config.sxp

Afterwards shut down vn01 and vnD2;

xm shut down vnD1

xm shut down vnD2
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Wait afew seconds and control with xm 1'i st that vnD1 and vn02 have shut down. Then reboot the system:

shut down -r now

If viD1 and vD2 aren't started automatically at boot time, start them now:
xm create /etc/xen/vnDl-config.sxp

xm create /etc/xen/vnD2-config.sxp

Now you should be able to ping vim02 from vi01 and vice versa, and you also be able to ping dond and hosts on the internet!

Now let's assume we have aweb server on port 80 in v01 and amail server on port 25 in vn02. Asthey arein their own network (10. x. x. x), we cannot
access them from the outside unless we forward these ports to the appropriate vm. We can create the necessary port forwarding rules on dond with the help
of i pt abl es:

i ptables -A PREROUTING -t nat -p tcp -i ethO --dport 80 -j DNAT --to 10.0.0. 1: 80

i ptabl es -A PREROUTING -t nat -p tcp -i ethO --dport 25 -j DNAT --to 10.0.0.2: 25

If we connect to donD now on port 80, we are forwarded to vi01. The same goes for port 25 and vnD2.

Of course, the forwarding rules are lost when we reboot dond. Therefore we put therulesinto/ et ¢/ net wor k/ i f - up. d/ i pt abl es, which is executed
automatically when the system boots:

vi /etc/network/if-up.d/iptables

#!/bin/sh
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Now we have to make that script executable:

chrmod 755 /etc/ network/if-up.d/iptables
Whenever you need additional port forwarding rules, execute them on don0's shell and then append themto/ et ¢/ net wor k/ i f - up. d/ i pt abl es so that
they are available even after areboot.

5 Installing The Binary Package
Run the following commands:
apt-get renove exi md exi mi-base | pr nfs-comon portmap pi dentd pcnti a-cs pppoe pppoeconf ppp pppconfig

apt-get install screen ssh debootstrap python python2.3-tw sted iproute bridge-utils l|ibcurl 3-dev

5.1 Install Xen

Then download xen- 3. 0. 3_0-i nstal | - x86_32. t gz from http://www.xensour ce.com/xen/downloads/dl_303tarballs.html, unpack it, and run the install
script:

cd /usr/src

wget http://bits.xensource. conl oss-xen/rel ease/ 3. 0. 3-0/ bin.tgz/xen-3.0.3_0-install-x86_32.tgz
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tar xvzf xen-3.0.3_0-install-x86_32.tgz
cd dist/
./linstall.sh

mv /lib/tls /lib/tls.disabled

Now Xenisinstalled. In order to start the Xen services at boot time, do the following:

update-rc.d xend defaults 20 21

update-rc.d xendomai ns defaults 21 20

We need aramdisk for our new Xen kernel, therefore we do the following:

depnod 2. 6. 16. 29- xen

apt-get install |ibhtnm -tenpl ate-perl |ibparse-recdescent-perl

wget http://downl oads. howt of orge. coni fil es/yaird_0.0. 12- 8bpol_i 386. deb

dpkg -i yaird_0.0.12-8bpol_i 386. deb

(The original yaird package was located in http://backports.org/debian/pool/main/y/yaird/, but was removed in the meantime, so I've made the package
available under http://downloads.howtoforge.com/files/yaird 0.0.12-8bpol_i386.deb.)

nkinitrd.yaird -o /boot/initrd.ing-2.6.16.29-xen 2.6.16.29-xen
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The last command creates the ramdisk / boot /i nitrd. i ng-2. 6. 16. 29- xen.

Next we add our new kernel to G- ub, our bootloader. Edit / boot / gr ub/ menu. | st , and before the line ### BEG N AUTOMAG C KERNELS LI ST add the
following stanza:

vi /boot/grub/menu. | st

Make sure that / dev/ hda6 isyour/ partition. Keep in mind what | said about G ub and partitioning in chapter 1! | added max_| oop=255 to the nodul e line
to make sure that enough loop devices are available because or virtual machines will be mounted as |oop devices.

Now reboot the system:

shutdown -r now

At the boot prompt, G ub should now list Xen 3. 0.3 / XenLi nux 2.6 asthefirst kernel and boot it automatically. If your system comes up without
problems, then everything is fine!

5.2 Create A Virtual Machine (domU)
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(Please note: image creation depends on whether you installed Xen from the sources or from the binaries. If you installed Xen from the sources, please refer to chapter

4.4)

Next we create an image of avirtual machine. It will be abasic Debian system. Thisimage will be the template for al our virtual machines. Whenever we
want to create a new virtual machine, we just copy this image, create a new Xen configuration file and boot the copy, and then we can go on and configure
the copy to our needs (e.g install amail server, web server, DNS server, etc. on it). All our images will be on the/ vser ver partition which should be the
largest one we have.

nkdir /vserver/vm base
nkdir /vserver/inmages
Now we create a1 GB image file and a 500 MB swap image. In the end the virtual machines will have 1 GB space and 500 MB swap. These are just

example values, in the real world you might want to have more space for your virtual machines (e.g. between 5 and 30 GB), so just increase the value of
count to create larger images.

dd if=/dev/zero of =/vserver/i mages/vm base. i ng bs=1024k count =1000

dd i f=/dev/zero of =/vserver/imges/vm base-swap. i ng bs=1024k count =500

Then weformat / vserver/i mages/ vm base. i ng with ext 3 and vm base- swap. i ng with swap:

nkfs. ext3 /vserver/images/vm base. i ng

When you see the following, answer withy:

/vserver/imges/mail.img is not a block special device.
Proceed anyway? (y,n) <-- vy

nkswap /vserver/i mages/vm base- swap. i ng

Copyright © 2007 All Rights Reserved. HowtoForge Page 29 of 41



The Perfect Xen 3.0.3 Setup For Debian Sarge http: //mww.howtofor ge.com/

5.2.1 Install A Basic Debian In The Image
In order to install abasic Debian system in our image, we mount the image, run deboot st rap and afew other commands:
mount -o | oop /vserver/images/vm base.ing /vserver/vm base

debootstrap --arch i 386 sarge /vserver/vm base/ http://ftp2.de.debi an. org/ debi an

chroot /vserver/vm base

apt - set up

Y ou are asked the following question:
Archive access nethod for apt: <--
Then select amirror close to you.

Afterwards, edit / et ¢/ apt / sources. | i st and replacet esti ng with st abl e. That'show my / et ¢/ apt / sour ces. | i st |ooks:

vi /etc/apt/sources.|list

Then run
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apt - get update

Now we set up our | ocal es. If we do not do this now, we will see some ugly warnings during base- conf i g like these:

They are not serious, but ugly... So we run

apt-get install |ocal econf

You will be asked afew questions:

Sel ect locales to be generated. <--
Whi ch | ocal e should be the default in the system environnent? <--
Manage | ocal e configuration files with debconf? <--
Envi ronment settings that should override the default |ocale: <--
Repl ace existing |locale configuration files? <--
Default systemlocale: <--eg.

Copyright © 2007 All Rights Reserved. HowtoForge Page 31 of 41



The Perfect Xen 3.0.3 Setup For Debian Sarge http: //mww.howtofor ge.com/

Next run

base-config

Y ou will see amenu with installation options. Thisiswhat we do:
- Configure timezone

- Set up users and passwords

-Sel ect and install packages (whenitcomestoChoose software to install:,you can choosewhatever you like; I, however, choose nothing
because | want to install a basic system.)

-Finish configuring the base system

Don't deal with the other menu items, you don't need them. Then we remove nf s- cormon and delete/ et ¢/ host nane:

apt-get renove nfs-conmmon

Then edit / et ¢/ f st ab. It should look like this;

vi /etc/fstab

Then create/ et ¢/ host s:

vi /etc/hosts
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Then do this:

nkdir /1ib/nodul es/2.6.16.29-xen

depnod 2. 6. 16. 29- xen

Next we edit the scripts/ et ¢/ i ni t. d/ hwel ock. sh and/etc/init.d/ hwel ockfirst.sh and add thelineexit 0 right at the beginning because otherwise
these two scripts will really slow down the bootup of our virtual machines:

vi /etc/init.d/ hwl ock. sh
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vi /etc/init.d/ hwel ockfirst.sh
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Now we leave the chroot environment:

exit

Then we unmount the image:
nmv /vserver/vm base/lib/tls /vserver/vmbase/lib/tls.disabled
fuser -k /vserver/vm base

unmount /vserver/vm base

Now our virtual machine image template is ready!

Copyright © 2007 All Rights Reserved. HowtoForge Page 35 of 41



The Perfect Xen 3.0.3 Setup For Debian Sarge http: //mww.howtofor ge.com/

5.2.2 Create And Start The First Virtual Machine

Now we create our first virtual machine, vn01, by making a copy of our template:
cp -pf /vserver/inmages/vm base.ing /vserver/images/vn01l. iy
cp -pf /vserver/images/vm base-swap. i ng / vserver/inages/ vin01- swap. i ng

In the binary Xen install we cannot specify our virtual machine's hostname and network configuration in a Xen configuration file, we must specify these
details directly in the virtual machine. Therefore we must mount the image now and edit afew files:

nmount -o | oop /vserver/images/vnDl.ing /vserver/vm base

chroot /vserver/vm base

The hostname of our first virtual machineisvn01. exanpl e. com therefore we do this;

echo "vnD1. exanpl e. cont’ > /etc/host nane

Thenwe edit/ et ¢/ net wor k/ i nt er f aces and put in our network configuration (1P address 192. 168. 0. 101, gateway 192. 168. 0. 1):

vi /etc/network/interfaces
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Then we leave the chroot environment and unmount the image:
exit

unount /vserver/vm base

Next we create a Xen configuration file for vn01, / et ¢/ xen/ vnO1- confi g. sxp:

vi /etc/xen/vnD1l-config.sxp
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In nmenory you specify the RAM you want to allocate to that virtual machine (here: 32 MB). In di sk you specify which images to use and how to mount
them (i.e., under which partition, e.g. hdal). This must correspond to the settingsin theimage's/ et c/ f st ab file!

If you want vnD1 to start automatically at the next boot of the system, then do this:

In -s /etc/xen/vnD1l-config.sxp /etc/xen/auto

Now let's start vnD1;

xm create -c /etc/xen/vnD1l-config.sxp

If nothing's wrong, vn01 should come up without problems, and you should be ableto login. To leave vnD1's shell, type CTRL+] if you are at the console, or
CTRL+5 if you'reusing PUTTY . From the outside you should be able to connect to 192. 168. 0. 101 via SSH.

Back on don0's shell, you can shutdown vn01 by running

xm shut down vn0D1

Here are some other Xen commands:

xmcreate -c /path/to/config - Start avirtual machine.
xm shut down <name> - Stop avirtual machine.
xm destroy <name> - Stop avirtual machine immediately without shutting it down. It's as if you switch off the power button.
xm |ist - Listall running systems.
xm consol e <name> - Login on avirtual machine.
xm hel p - List of all commands.

Now you can reboot the main system to see if vim01 comes up automatically (if you created the symlink in/ et c/ xen/ aut o):
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shut down -r now

5.2.3 Creating And Customizing Further Virtual Machines
Y ou can create further virtual machines ssmply by copying the image template:
cp -pf /vserver/images/vm base.ing /vserver/imges/vnD2.i ng

cp -pf /vserver/images/vm base-swap.ing /vserver/i mages/vnD2-swap. i ng

Again, we must specify our network configuration like this:
mount -o | oop /vserver/images/vnD2.ing /vserver/vm base

chroot /vserver/vm base

Now our hostname isvnD2. exanpl e. comfor example, therefore we do this:

echo "vnD2. exanpl e. cont’ > /et c/ host nanme

Then we edit/ et ¢/ net wor k/ i nt er f aces and put in our network configuration (e.g. |IP address 192. 168. 0. 102, gateway 192. 168. 0. 1):

vi /etc/network/interfaces

auto lo
iface lo inet loopback
address 127.0.0.1
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Then we leave the chroot environment and unmount the image:
exit

unount /vserver/vm base

Then you have to create a Xen configuration file, e.g. / et ¢/ xen/ vinD2- confi g. sxp:

vi /etc/xen/vnD2-config.sxp
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extra="3"

Start the machine:

xm create -c /etc/xen/vnD2-config.sxp

If you get an error likethis:

Using config file "/etc/xen/vnD2-config.sxp".
Error: Error creating domain: The privileged domain did not ball oon!

then this means that the virtual machine tried to use more memory than is available. Edit the configuration file of the virtual machine and decrease the value
of menory and try to start it again.

Create asymlink, if you want to start the virtual machine at boot time:

In -s /etc/xen/vnD2-config.sxp /etc/xen/auto

Now you can log into each machine, e.g. via SSH, and configure it asif it was anormal system.
Y ou can create as many virtual machines asyou like. Your hardware's the limit!

6 Links

- Xen: http://www.xensour ce.com/xen/
- Debian: http://www.debian.org/
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