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This guide describes how to install and use xen-tools, xen-shell, and Argo on a Debian system. All three packages provide useful tools for the
administration of virtual Xen machines. Xen-toolsis a collection of Perl scriptsthat allow you to easily create, update, and delete Xen guest domains. The
xen-shell provides a command-line interface to owners of Xen domains so that they can manage their Xen domains without the help of the server
administrator. And with Argo, you can control Xen domains through a web interface or through a menu on the command line. All three packages were
developed for Debian systems, but might work on other distributions as well.

| want to say first that thisis not the only way of setting up such a system. There are many ways of achieving this goal but thisisthe way | take. | do not
issue any guarantee that this will work for you!

1 Preliminary Note

| assume you have already installed Xen 3 on your Debian system (it doesn't work with Xen 2!), for example from the sour ces as shown in chapter 4 of
this tutorial: http://www.howtofor ge.com/debian_sarge xen_3.0.3. | couldn't get xen-tools to work with the binary Xen installation (shown in chapter 5),
but it might work for you. But xen-tools work like a charm for me on a Xen installation from the sources.

The hostname of my Xen donD domainisser ver 1. exanpl e. comin thistutorial, its IP addressis 192. 168. 0. 100, and the gateway is192. 168. 0. 1. | want
to store my guest domainsinthe/ vserver/i mages directory. These values might be different for you.

Please make sure you have alinelikethisonein/ et c/ host s:

vi /etc/hosts
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(-]

192.168.0.100 serverl.example.com serverl

(-]

2 Xen-Tools

Although there are Debian packages for xen-tools and xen-shell available on http://www.steve.or g.uk/apt/, | decided to install xen-tools and xen-shell
from the sources because the xen-tools Debian package wrote invalid Xen configuration files for me which didn't happen when | used the sources.

First we install some prerequisites for xen-tools:

apt-get install |ibtext-tenplate-perl perl-doc

Then we install xen-tools like this:
cd /tnp
wget http://xen-tool s. org/ software/ xen-t ool s/ xen-tool s-2.7.tar. gz
tar xvfz xen-tools-2.7.tar.gz
cd xen-tools-2.7
make install

Next we edit/ et c/ xen-t ool s/ xen-t ool s. conf. Thisfile contains the default values that are used by the xen- cr eat e- i mage script unless you specify
other values on the command line. | changed the following values and left the rest untouched:
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vi /etc/xen-tool s/ xen-tools. conf

Thepasswd = 1 line makes that you can specify aroot password when you create a new guest domain. In the ker nel line you must specify the donu
kernel that you want to use for your guest domains. If your guest domains don't need aramdisk to boot up, comment out the initrd line (I had to do thison
my installation), otherwise specify the correct ramdisk. Inthemi rror line specify a Debian mirror close to you.

Make sure you specify a gateway and netmask. If you don't, and you don't specify a gateway and netmask on the command line when using
xen-cr eat e- i mage, your guest domains won't have networking even if you specified an | P address!

Now let's create our first guest domain, vin03. exanpl e. com with the IP address 192. 168. 0. 103:
Xen-creat e-i mage --host nane=vnD3. exanpl e. com --i p=192. 168. 0. 103 \
- - net mask=255. 255. 255. 0 - - gat eway=192. 168. 0.1 --dir=/vserver/i mages \

--di st =sarge --debootstrap
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The - - net mask and - - gat eway switches are unnecessary here because we specified the same detailsin/ et ¢/ xen-t ool s/ xen-t ool s. conf but it shows
that you can specify the desired settings either on the command lineor in/ et ¢/ xen-t ool s/ xen-t ool s. conf .

This command will now create the guest domain vi03. exanpl e. comwith Debian Sargein it by using Debian's deboot st rap tool. Thiswill take some
minutes so be patient. In the meantime you can open up another shell window and run

tail -f /var/l og/xen-tool s/vnD3. exanpl e. com | og

to see what's happening behind the scenes.

After the new guest domain has been created, check / et ¢/ xen/ vin03. exanpl e. com cf g. It should now look like this (I've stripped out the comments here):

vi /etc/xen/vnD3. exanpl e. com cfg

We can start our new virtual machine like this:

xmcreate -c /etc/xen/vnD3. exanpl e. com cfg
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With the xen- cr eat e- i mrage command, you can specify almost all settings on the command line. Have alook at

man xen-creat e-i mage

to find out more. Here's another example:
Xen-create-inmage --size=2C --swap=128M - - host nane=vnD4. exanpl e. com \
--ip=192. 168. 0. 104 - - net mask=255. 255. 255. 0 - - gat eway=192. 168. 0.1 --di r=/vserver/i mages \
--di st=sarge --debootstrap --fs=ext3 --kernel =/boot/vminuz-2.6-xenU --nmenory=32M \
--image=sparse --mrror=http://ftp2.de. debi an. org/ debi an/ --passwd

Thiswill create the virtual domain vind4. exanpl e. com / et ¢/ xen/ viD4. exanpl e. com cf g should look like this afterwards (again, I've stripped out the
comments):

vi /etc/xen/vnD4. exanpl e. com cfg
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Y ou can start the new virtual machine like this;

Xxm create -c /etc/xen/vnD4. exanpl e. com cfg

There are also three other scripts that come with xen-tools:
xen- updat e- i mage |ets you update the packages in guest domains, e.g. like this:

xen-updat e-i mage --dir=/vserver/imges vnD3. exanpl e. com

xen-|ist-imges showsall guest domainsthat were created with xen- cr eat e- i mage:

xen-1ist-imges

The output looks like this:
serverl: ~# xen-1ist-images
Name: vnD3. exanpl e. com

Menory: 128
I P: 192.168.0.103
Nanme: vnD4. exanpl e. com

Menmory: 32
| P: 192.168.0.104

With xen- del et e-i mage you can remove guest domains that were created with xen- cr eat e- i mage:

xen-del et e-i mage --dir=/vserver/imges vnD3. exanpl e. com
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3 Xen-Shell

The xen-shell provides a special command-line interface that allows users to connect to the host system (don®) via SSH and to control their own virtual Xen
machine. This shell knows only commands which are needed to manage the virtual machine, so it cannot be abused for other tasks. It also allows the owner
to reimage his virtual machine (if he messed up his current one), i.e., reset it to a pristine/new state.

To allocate a virtual machine to a user, it must have the same name as the user. For example, if you have a user bob, then his virtual machine must also be
named bob instead of vnD3. exanpl e. com €tc.

To demonstrate this, | first create a user bob and give him a password:
useradd -d /honme/bob -m-g users -s /bin/bash bob

passwd bob

Now | create avirtual machine called bob:

xen-create-i mage --host name=bob --ip=192. 168. 0. 105 - - net mask=255. 255. 255. 0 \

--gateway=192.168.0.1 --dir=/vserver/imges --dist=sarge --debootstrap

Then we boot up the guest domain to seeif it works:

Xxm create -c /etc/xen/bob. cfg

and shut it down again:

xm shut down bob
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Next we install some prerequisites for xen-shell:

apt-get install sudo |ibtermreadline-gnu-perl

Afterwards, we install xen-shell like this:
cd /tnp
wget http://xen-tool s. org/ software/ xen-shel |l /xen-shell-0.5.tar. gz
tar xvfz xen-shell-0.5.tar.gz
cd xen-shell-0.5

make install

Now we must change bob's login shell from/ bi n/ bash to/ usr/ bi n/ xen-1 ogi n-shel | :

chsh -s /usr/bin/xen-|ogin-shell bob

Next, | change Debian's default text editor to vi :

updat e-al ternatives --config editor

<-- 3 (/usr/bin/nvi)
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Now we edit / et c/ sudoer s by using vi sudo. We have to allow bob to use the commands/ usr/ sbi n/ xmand/ usr/ bi n/ xen- cr eat e- i mage which
require root privileges:

vi sudo

Thisis necessary because otherwise bob won't be able to use ther ei mage function of the xen-shell.

To use ther ei mage function, we also need a shell script called i mage. sh in bob's home dir / home/ bob. This script must contain the commands to be
executed to reset or create a new guest domain for bob. The contentsistotally up to you. For example, it could look like this:

vi / hone/ bob/i mage. sh

(You should use full pathsin the script, and you must invoke the xen- cr eat e- i mrage command with / usr/ bi n/ sudo, otherwise bob isn't allowed to run
xen-creat e- i mage.)
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We must make the script executable:

chnod 755 / hone/ bob/ i mage. sh

Now bob can use hisfavourite SSH client (like PUTTY for Windows) and connect to don® (192. 168. 0. 100). If al goeswell, bob will see the xen-shell:
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o~ 192.168.0.100 - PuTTY

Dootup messages.

a Hen Con=ole 15:10
05%* Xen Consaole

The following commands are available on the xen-shell:

- boot - Thisallows you to boot your Xen guest if it is currently shutdown.

-consol e / serial - These, identical, commands allow you to access your Xen guest's console, allowing you to login if your networking is broken, or if
you've chosen to disable the OpenSSH server.

-exit / quit - These commands both exit the shell, saving any commands you might have entered into the ~/.xen-shell history file.

-hel p [comandl comand2] - When invoked with no arguments the help command will show alist of available commands and a one-line description of
them all. If you wish help on a specific command you can use "help command" to see more details.
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- passwd - |f the client is connecting to the host system via OpenSSH using a plain text password then this command will allow them to change that
password. The command is disabled/removed if the users home directory contains the file ~/.ssh/authorized_keys - since it is assumed this means key-based
authentication isin force.

-rdns [ip hostnanme] - Therdnscommand allows you to either view your current reverse DNS settings, or update them. Run rdns with no arguments to
view your current setup, or run "rdns 1.2.3.4 foo.bar.com" to set the reverse DNSfor the IP 1.2.3.4 Note: you can only set the reverse DNS for IPs which
you control, which you'll find listed in the output of rdns. See the installation page for what is required to implement this fully.

- reboot - Thisallowsyou to reboot your running Xen guest.

- rei mage - After prompting for confirmation, and counting down for ten seconds this command will wipe your Xen guest, and perform a fresh installation
viathe use of xen-tools.

- shut down - This command will shutdown your currently running Xen guest. It will remain shutdown until you issue a boot command.

- stat us - Thiscommand shows you the current status of your Xen guest, which will either be "running/booted”, or "shutdown". For information purposes
it will also show you the uptime of the host system.

- upti me - Thiscommand is similar to the status command and will show you the uptime of your Xen guest along with the uptime of the host system.

- ver si on - This shows you the version of the Xen shell which isinstalled, which isthe CV S revision number.

4 Argo
Argo has a client written in PHP which provides aweb interface to Xen. To run these PHP scripts, we need aweb server with PHP:

apt-get install apache2 apache2-doc

apt-get install |ibapache2-nod-php4 |ibapache2-nod-perl2 php4 php4-cli php4-common php4-curl php4-dev php4-donxm php4-gd php4-imap php4-1dap
php4- ntal php4- mhash php4- nysql php4-odbc php4- pear php4-xslt

Y ou will be asked the following question:
Continue installing libc-client without Miildir support? <--
There are Debian packages for Argo which we can install. Therefore, we edit / et c/ apt / sour ces. | i st and add these two lines:

vi /etc/apt/sources.|list
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Then werun

apt - get update

and install Argo:

apt-get install argo-client-dialog argo-client-php argo-server

To connect to Argo, we must provide a username and password. The default usernameis adni n, the default password is passwor d. Both are specified in
/ et c/ argo- server/ ar go- ser ver. conf, and if you like you can change them:

vi [etc/argo-server/argo-server.conf

Next, we must change the default Apache vhost so that we can access Argo using aweb browser. Therefore, we replace the default Apache vhost like this:
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cp /etc/apache2/sites-avail abl e/ default /etc/apache2/sites-avail abl e/ default_orig
cat /dev/null > /etc/apache2/sites-avail abl e/ def aul t

vi [etc/apache2/sites-avail abl e/ def aul t

and restart Apache:

/etc/init.d/ apache2 restart

Then we start Argo:

/etc/init.d/argo-server start

Now you can direct your browser to ht t p: //192. 168. 0. 100/ and log in. The web interface is pretty simple and straightforward:
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£} Argo - Login - Mogzilla Firefox

File Edit View Go Bookmarks Tools Help

@-m -2 0 % ||_| http: /192, 168.0. 100/

Please login to the Argo svstem.

Host: localhost

Port: 20203

Username: |[admin

R

Login |

Password:
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! J Xen insbances apon lbcalhost - Moella Firelax

Fle Edt Vew o Gockmaks Toos Help £33 @ sumbier M- | Gy imen W |5 7| Y
@ e @ ED | L hetpe/192. 155.0. 100 rex g

Xen Instances On localhost

bob

Show Hide
Hame: hob
Memary: 0
IF: 193.168.0.105
State; Off

Start

vm3.example.com

Hame: wmii.=xarple.com
Memory: 33

IP: 152.148.0.1403

eth0 MAC: 00:lé&:3e:3l:deral
ethl tx: S08&255

ethd rx: 0

Stater Hunning

Uprime: O days 00:50:40

Stop Pouse

Logew
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3 Xen Information - Mozilla Firefox

File Edit View Go Bookmarks Toolzs Help
@~ - &0 |D http: /122, 168.0. 100/start. php?name =bob
Machine started.

Back to hst
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2 ¥en mslamoes apon localhost - Marilla Firebox

0 Qsumbler w- | @yrmen @ |0 5| g

Edt Wew Go Dockmas Tools Help
B - @ ) B | L1 hup:/192 168.0. 100 frdex.pho

Show Hide

Harme: bob

Memory: 32

IP: 192.168.0.105

ethd MAC: 0018133828110
schl ExX: 35210

mthd =z O

Jraves: Running

Upcime: O days 90:0irz2

Siop Panse

vmi3.example.com
Show Hide

Home: vmd3.example . com
Memary: 32

IP: 192.168.0.103

mthd MRAC: 00:18:3,:21:40:a1
ethd ex: L1S53I2I55

ethl rx: O

Scace: Running

Uptime: & days 01:02:10

Siopy Pause

Xen Instances On localhost

Y ou can aso invoke the Argo interface in the shell by running

ar go- di al og

Copyright © 2007 All Rights Reserved.

HowtoForge

http://mww.howtofor ge.com/

Page 18 of 25



Managing Xen With Xen-Tools, Xen-Shell, And Argo http://mww.howtofor ge.com/

The interface looks like this:
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£ 192.168.0.100 - PuTTY

Conpect T©o

{lucul host

<Ok >
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192.168.0.100 - PuTTY

Username

la:imin

TR <concel>
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192.168.0.100 - PuTTY

Paasword

lr*i EEEEE RS

m LCancely
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4 192.168.0.100 - PuTTY

BEelect Hen instARS

Running
Runni ng

<CARCE]LS
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o 192.168.0.100 - PuTTY

Seplect operation for bob

prime Show Tptime

info Show information
pause Fause Inatance
unpause Unpause Instance
atart Starc inatance
aTop nutdown instcance

Have fun!

5Links

- Xen-tools: http://xen-tools.or g/softwar e/xen-tools
- xen-shell: http://xen-tools.or g/softwar e/xen-shell
- Argo: http://xen-tools.or g/softwar e/ar go
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- Xen: http://www.xensour ce.com/xen
- Debian: http://www.debian.org
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