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Thistutorial is Copyright (c) 2008 by Falko Timme. It is derived from a tutorial from Christoph Haas which you can find at http://workaround.org. You
are free to use this tutorial under the Creative Commons license 2.5 or any later version.

This document describes how to install amail server based on Postfix that is based on virtual users and domains, i.e. users and domainsthat arein a
MySQL database. I'll also demonstrate the installation and configuration of Courier (Courier-POP3, Courier-IMAP), so that Courier can authenticate
against the same MySQL database Postfix uses.

The resulting Postfix server is capable of SMTP-AUTH and TLS and quota (quotais not built into Postfix by default, I'll show how to patch your Postfix
appropriately). Passwords are stored in encrypted form in the database (most documents | found were dealing with plain text passwords which is a security
risk). In addition to that, this tutorial coverstheinstallation of Amavisd, SpamAssassin and ClamAV so that emails will be scanned for spam and viruses. |
will aso show how to install SquirrelMail as awebmail interface so that users can read and send emails and change their passwords.

The advantage of such a"virtual" setup (virtual users and domainsin aMySQL database) isthat it isfar more performant than a setup that is based on
"real" system users. With this virtual setup your mail server can handle thousands of domains and users. Besides, it is easier to administrate because you
only have to deal with the MySQL database when you add new users/domains or edit existing ones. No more postmap commands to create db files, no
more reloading of Postfix, etc. For the administration of the MySQL database you can use web based tools like phpMyAdmin which will also be installed in
this howto. The third advantage is that users have an email address as user name (instead of a user name + an email address) which is easier to understand
and keep in mind.

This howto is meant as a practical guide; it does not cover the theoretical backgrounds. They are treated in alot of other documents in the web.

This document comes without warranty of any kind! | want to say that thisis not the only way of setting up such a system. There are many ways of
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achieving this goal but thisisthe way | take. | do not issue any guarantee that this will work for you!

1 Preliminary Note

Thistutorial is based on Ubuntu 8.04 Server (Hardy Heron), so you should set up a basic Ubuntu 8.04 server installation before you continue with this
tutorial (e.g. as shown on the pages 1 - 3inthistutorial: The Perfect Server - Ubuntu Hardy Heron (Ubuntu 8.04 LTS Server)). The system should have a
static |P address. | use 192. 168. 0. 100 asmy |P addressin thistutorial and ser ver 1. exanpl e. comas the hostname.

Make sure that you are logged in asroot (typein

sudo su

to become root), because we must run all the steps from this tutorial as root user.
It is very important that you make/ bi n/ sh asymlink to/ bi n/ bash...

I'n -sf /bin/bash /bin/sh

... and that you disable AppArmor:
/etc/init.d/ apparnor stop

update-rc.d -f apparnor renove

2 Install Postfix, Courier, Saslauthd, MySQL, phpMyAdmin
Toinstall Postfix, Courier, Saslauthd, MySQL, and phpMyAdmin, we simply run
apt-get install postfix postfix-nysqgl postfix-doc mysql-client nysql-server courier-authdaemon courier-authlib-nysqgl courier-pop courier-pop-ssl

courier-imap courier-imp-ssl postfix-tls libsasl2-2 |ibsasl2-nodules |ibsasl2-nodul es-sgl sasl2-bin |ibpam nysql openssl phpnyadnin apache2
| i bapache2- nod- php5 php5 php5-nysqgl |ibpam snbpass
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Y ou will be asked afew questions:

New password for the MySQ. "root" user: <--yourrootsglpassword
Repeat password for the MySQL "root" user: <--yourrootsglpassword
Create directories for web-based adm ni strati on? <-- No
CGeneral type of mmil configuration: <--Internet Site
System nai | nane: <-- serverl.example.com
SSL certificate required<--Ok
Web server to reconfigure automatically: <--apache2

3 Apply The Quota Patch To Postfix
We have to get the Postfix sources, patch it with the quota patch, build new Postfix . deb packages and install those . deb packages:

apt - get install bui | d- essenti al dpkg- dev f aker oot debhel per |'i bgdbm dev |'i bl dap2- dev |'i bpcre3-dev |'i bssl - dev |'i bsasl 2- dev
post gresql - server-dev-8. 2 po-debconf dpatch |ibnysqglclientl5-dev |sb-release |ibcdb-dev |ibdb-dev

cd /usr/src

apt - get source postfix

(Make sure you use the correct Postfix version in the following commands. | have Postfix 2.5.1 installed. Y ou can find out your Postfix version by running

postconf -d | grep mail _version

The output should look like this:
root @erver1l:/usr/src# postconf -d | grep mail_version

mai |l _version = 2.5.1
mlter_macro_v = $mail_nane $nmil _version
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root @erverl:/usr/src#

wget http://vda. sourceforge. net/ VDAl postfix-2.5.1-vda- ng. pat ch. gz
gunzi p postfix-2.5.1-vda-ng. patch. gz

cd postfix-2.5.1

patch -pl < ../postfix-2.5.1-vda-ng. patch

dpkg- bui | dpackage

Y ou might see awarning like this at the end of the dpkg- bui | dpackage command:
dpkg- bui | dpackage: warning: Failed to sign .dsc and .changes file
Y ou can ignore this message.

Now we go one directory up, that's where the new . deb packages have been created:

cd ..

The command

Is -1

shows you the available packages:
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root @erverl:/usr/src# |s -
total 5804

drwxr-sr-x 19 root src 4096 2008-05-15 00:36 postfix-2.5.1

-rwr--r-- 1 root src 235739 2008-05-15 00: 35 postfix_2.5.1-2ubuntul.diff.gz
-rwr--r-- 1 root src 787 2008-05-15 00: 35 postfix_2.5.1-2ubuntul. dsc

-rwr--r-- 1 root src 2236 2008-05-15 00: 37 postfix_2.5.1-2ubuntul_i 386. changes
-rwr--r-- 1 root src 1165838 2008-05-15 00: 37 postfix_2.5.1-2ubuntul_i 386. deb
-rwr--r-- 1 root src 3153629 2008-02-26 03:04 postfix 2.5.1.0rig.tar.gz

-rwr--r-- 1 root src 57952 2008-03-24 01:51 postfix-2.5.1-vda-ng. patch

-rwr--r-- 1 root src 39796 2008-05-15 00: 37 postfix-cdb_2.5. 1-2ubuntul_i 386. deb
-rwr--r-- 1 root src 139888 2008-05-15 00: 37 postfix-dev_2.5.1-2ubuntul_all. deb
-rwr--r-- 1 root src 916386 2008-05-15 00: 37 postfix-doc_2.5.1-2ubuntul_all. deb
-rwr--r-- 1 root src 46694 2008- 05- 15 00: 37 postfix-ldap_2.5.1-2ubuntul_i 386. deb
-rwr--r-- 1 root src 41730 2008-05-15 00: 37 postfix-mysql _2.5.1-2ubuntul_i 386. deb
-rwr--r-- 1 root src 41530 2008-05-15 00: 37 postfix-pcre_2.5.1-2ubuntul_i 386. deb
-rwr--r-- 1 root src 41796 2008-05-15 00: 37 postfix-pgsql _2.5.1-2ubuntul_i 386. deb

root @erverl:/usr/src#

Pick the post fi x and post fi x- nysql packages and install them like this:
dpkg -i postfix_2.5.1-2ubuntul_i 386. deb

dpkg -i postfix-nysqgl _2.5.1-2ubuntul_i 386. deb

4 Create The MySQL Database For Postfix/Courier
Now we create a database called nai | :

nysqladmn -u root -p create nmil

Next, we go to the MySQL shell:
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mysql -u root -p

On the MySQL shell, we create the user mai | _adni n with the passwort mei | _admi n_passwor d (replace it with your own password) who has
SELECT, | NSERT, UPDATE, DELETE privileges on the mai | database. This user will be used by Postfix and Courier to connect to the mail database:
GRANT SELECT, | NSERT, UPDATE, DELETE ON mail.* TO 'mail _adm n' @I ocal host' | DENTI FI ED BY ' mail _adm n_password';

GRANT SELECT, | NSERT, UPDATE, DELETE ON nmil.* TO 'mail _admi n' @I ocal host. | ocal dormai n' | DENTI FI ED BY ' nai | _adm n_password' ;

FLUSH PRI VI LEGES;

Still on the MySQL shell, we create the tables needed by Postfix and Courier:

USE i | ;

CREATE TABLE domai ns (
domai n varchar (50) NOT NULL,
PRI MARY KEY (domain) )

TYPE=M/| SAM

CREATE TABLE forwardi ngs (
source varchar(80) NOT NULL,

destinati on TEXT NOT NULL,
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PRI MARY KEY (source) )

TYPE=M/| SAM

CREATE TABLE users (

enmmi | varchar (80) NOT NULL,
password varchar (20) NOT NULL,
quota | NT(10) DEFAULT ' 10485760,
PRI MARY KEY (enail)

) TYPE=My| SAM

CREATE TABLE transport (

domai n varchar(128) NOT NULL default "',
transport varchar(128) NOT NULL default "',
UNI QUE KEY donmi n (donai n)

) TYPE=My| SAM

qui t;

Asyou may have noticed, with the qui t ; command we have |eft the MySQL shell and are back on the Linux shell.
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The domains table will store each virtual domain that Postfix should receive emails for (e.g. example.com).
domain
example.com

The forwardings tableisfor aliasing one email address to another, e.g. forward emails for info@example.com to sales@example.com.
source destination
info@example.com  sales@example.com

The users table stores all virtual users (i.e. email addresses, because the email address and user name is the same) and passwords (in encrypted form!) and
aquota value for each mail box (in this example the default value is 10485760 bytes which means 10MB).

email password quota

sales@example.com  N09.E4skNvGa. ("secret” in encrypted form) 10485760

Thetransport tableisoptional, it isfor advanced users. It allows to forward mails for single users, whole domains or all mails to another server. For
example,

domain transport

example.com smtp:[1.2.3.4]

would forward all emails for example.com viathe smtp protocol to the server with the IP address 1.2.3.4 (the square brackets[] mean "do not make a
lookup of the MX DNS record" (which makes sense for IP addresses...). If you use afully qualified domain name (FQDN) instead you would not use the
square brackets.).

BTW, (I'm assuming that the | P address of your mail server system is192. 168. 0. 100) you can access phpMyAdmin over
http://192.168. 0. 100/ phpnyadni n/ in abrowser and log in asmai | _adni n. Then you can have alook at the database. Later on you can use
phpMyAdmin to administrate your mail server.

5 Configure Postfix

Now we have to tell Postfix where it can find all the information in the database. Therefore we have to create six text files. You will notice that | tell Postfix
to connect to MySQL on the IP address 127. 0. 0. 1 instead of | ocal host . Thisis because Postfix isrunning in achroot jail and does not have access to the
MySQL socket which it would try to connect if | told Postfix to use! ocal host . If | use 127. 0. 0. 1 Postfix uses TCP networking to connect to MySQL
which is no problem even in a chroot jail (the aternative would be to move the MySQL socket into the chroot jail which causes some other problems).
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Please make surethat / et ¢/ nysql / ny. cnf contains the following line:

vi /etc/nysql/ny.cnf

If you had to modify / et ¢/ nysql / nmy. cnf , please restart MySQL now:

/etc/init.d/ nysql restart

Run

netstat -tap | grep nysql

to make sure that MySQL islistening on 127. 0. 0. 1 (I ocal host . | ocal domai n):
root @erverl:/usr/src# netstat -tap | grep nysq
tcp 0 0 l ocal host .| ocal do: nmysqgl *:* LI STEN 6177/ nmysql d

root @erverl:/usr/src#

Now let's create our six text files.

vi /etc/postfix/nysql-virtual _donains. cf
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vi [etc/postfix/nysql-virtual _forwardings. cf

vi [etc/postfix/nysql-virtual _mail boxes. cf

vi /etc/postfix/nysql-virtual _enail 2ensil . cf
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vi /etc/postfix/nysql-virtual _transports. cf

vi /etc/postfix/nysql-virtual _mailbox_|imt_maps.cf

Then change the permissions and the group of thesefiles:

chnod o= /etc/postfix/nmysqgl-virtual _*.cf
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chgrp postfix /etc/postfix/nysqgl-virtual _*.cf

Now we create a user and group called vnai | with the home directory / hone/ vimi | . Thisiswhere all mail boxes will be stored.
groupadd -g 5000 vmi l

useradd -g vmail -u 5000 vrmail -d /hone/vmail -m

Next we do some Postfix configuration. Go sure that you replace serverl.example.com with a valid FQDN, otherwise your Postfix might not work properly!

postconf -e 'nyhostnanme = server1l. exanpl e. coni

postconf -e 'nydestination = serverl. exanpl e.com |ocal host, |ocal host.|ocal domain'

postconf -e 'nynetworks = 127.0.0.0/8'

postconf -e 'virtual _alias_donmains =

postconf -e 'virtual _alias_maps = proxy: nysql:/etc/postfix/nmysql-virtual _forwardings.cf, nysqgl:/etc/postfix/nysqgl-virtual _email 2email.cf’

postconf -e 'virtual _mail box_domai ns = proxy: nmysql :/etc/postfix/mnysql-virtual _domains. cf'

postconf -e 'virtual _mail box_maps = proxy: nysql:/etc/postfix/mysql-virtual _nail boxes. cf'

postconf -e 'virtual _mail box_base = /hone/vnail'

postconf -e 'virtual _uid_maps = static: 5000

postconf -e 'virtual _gid _maps = static: 5000

postconf -e 'sntpd_sasl_auth_enable = yes'
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postconf -e 'broken_sasl _auth_clients = yes'

postconf -e 'sntpd_sasl _aut henticated_header = yes'

postconf -e 'sntpd_recipient_restrictions = permt_nynetworks, permt_sasl_authenticated, reject_unauth_destination'

postconf -e 'sntpd_use_tls = yes'

postconf -e '"sntpd_tls_cert _file = /etc/postfix/sntpd.cert’

postconf -e 'sntpd_tls_key file = /etc/postfix/sntpd. key'

postconf -e 'transport_maps = proxy:nysql:/etc/postfix/nysqgl-virtual _transports.cf'

postconf -e 'virtual _create_maildirsize = yes'

postconf -e 'virtual _mail box_extended = yes'

postconf -e 'virtual _mailbox_limt_maps = proxy: nysql:/etc/postfix/mysql-virtual _mail box_|imnt_maps.cf'

postconf -e 'virtual _mailbox_limt_override = yes'

postconf -e 'virtual _maildir_limt_nessage = "The user you are trying to reach is over quota."'

postconf -e 'virtual _overquota_bounce = yes'

post conf -e ‘'proxy_read_maps = $local _recipient_maps $nydestination $virtual _alias_maps $virtual _alias_domains  $virtual _mail box_maps

$vi rtual _mai | box_donmai ns $rel ay_reci pi ent_nmaps $rel ay_donmai ns $canoni cal _nmaps $sender _canoni cal _maps $reci pi ent _canoni cal _maps $rel ocat ed_maps

$transport _maps $nynetworks $virtual _mail box_|imt_maps'

Afterwards we create the SSL certificate that is needed for TLS:
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cd /etc/postfix

openssl req -new -outform PEM -out sntpd.cert -newkey rsa: 2048 -nodes -keyout sntpd. key -keyform PEM -days 365 -x509

Country Name (2 letter code) [AU: <--Enteryour Country Name (e.g., "DE").
State or Province Nane (full name) [Sone-State]: <--Enteryour State or Province Name.
Locality Nanme (eg, city) []: <--Enteryour City.
Organi zation Nane (eg, conpany) [Internet Wdgits Pty Ltd]: <--Enteryour Organization Name (e.g., the name of your company).
Organi zational Unit Nane (eg, section) []: <--Enteryour Organizational Unit Name (e.qg. "IT Department").
Common Nane (eg, YOUR nane) []: <-- Enter the Fully Qualified Domain Name of the system (e.g. "serverl.example.com").
Emai | Address []: <-- Enter your Email Address.

Then change the permissions of the snt pd. key:

chrmod o= /etc/postfix/sntpd. key

6 Configure Saslauthd
First run

nkdir -p /var/spool /postfix/var/run/sasl aut hd
Then edit/ et ¢/ def aul t/ sasl aut hd. Set START to yes and change the line OPTI ONS="-¢ -m /var/run/sasl aut hd" to OPTI ONS="-¢ -m
/var/ spool / postfix/var/run/saslauthd -r":

vi /etc/default/sasl aut hd
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Then create the file/ et ¢/ pam d/ snt p. It should contain only the following two lines (go sure to fill in your correct database details):

vi /etc/pam d/sntp

Next create thefile/ et c/ post fi x/ sasl / snt pd. conf . It should look like this;

vi /etc/postfix/sasl/sntpd.conf
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Next add the post f i x user to the sasl group (this makes sure that Postfix has the permission to access saslauthd):

adduser postfix sasl

Then restart Postfix and Saslauthd:
/etc/init.d/ postfix restart

/etc/init.d/saslauthd restart

7 Configure Courier

Now we have to tell Courier that it should authenticate against our MySQL database. First, edit/ et ¢/ couri er/ aut hdaenonr ¢ and change the value of
aut hnodul el i st sothat it reads:

vi /etc/courier/authdaenonrc
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Then make a backup of / et ¢/ couri er/ aut hnysql r c and empty the old file:
cp /etc/courier/authmysqglrc /etc/courier/authmysqglrc_orig

cat /dev/null > /etc/courier/authnmysqglrc

Then open/ et c/ couri er/ aut hmysgl r c and put the following linesinto it:

vi /etc/courier/authnysqlrc

This pageislicensed under a Creative Commons License. HowtoForge Page 18 of 61



Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.conv

Then restart Courier:
/etc/init.d/courier-authdaenon restart
/etc/init.d/courier-imap restart
/etc/init.d/courier-imp-ssl restart
/etc/init.d/courier-pop restart

/etc/init.d/courier-pop-ssl restart

By running

tel net | ocal host pop3

you can see if your POP3 server isworking correctly. It should give back +OK Hel I o there. (Typequit to get back to the Linux shell.)

root @erverl:/etc/postfix# telnet |ocal host pop3
Trying 127.0.0.1..
Connected to | ocal host. | ocal donai n.
Escape character is '~]'.
+CK Hel l o there.
qui t
+OK Better luck next tine.
Connection closed by foreign host.
root @erver1l:/etc/ postfix#

8 Modify /etc/aliases

Now we should open/ et c/ al i ases. Make sure that post mast er pointstor oot andr oot to your own username or your email address, e.g. likethis:
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vi /etc/aliases

or likethis (if adni ni st rat or isyour own username):

Whenever you modify / et ¢/ al i ases, you must run

newal i ases

afterwards and restart Postfix:

/etc/init.d/ postfix restart

9 I nstall amavisd-new, SpamAssassin, And ClamAV

To install amavisd-new, spamassassin and clamav, run the following command:
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apt-get install amavisd-new spamassassin clanmav cl anmav-daenon zoo unzip bzip2 unzoo |ibnet-ph-perl |ibnet-snpp-perl

i bnet-tel net-perl nomarch
| zop pax

Afterwards we must configure amavisd-new. The configuration is split up in various fileswhich reside in the/ et ¢/ amavi s/ conf . d directory. Take alook
at each of them to become familiar with the configuration. Most settings are fine, however we must modify three files:

First we must enable ClamAV and SpamAssassinin/ et ¢/ amavi s/ conf . d/ 15-cont ent _fi | t er _mode by uncommenting the
@ypass_vi rus_checks_maps and the @ypass_spam checks_naps lines:

vi /etc/amavis/conf.d/15-content _filter_nbde

Thefile should look like this:
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And then you should take alook at the spam settings and the actions for spam-/virus-mailsin/ et c/ amavi s/ conf . d/ 20- debi an_def aul t s. There's no
need to change anything if the default settings are ok for you. The file contains many explanations so there's no need to explain the settings here:

vi /etc/amavis/conf.d/ 20-debi an_defaul ts
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Finaly, edit/ et c/ amavi s/ conf . d/ 50- user and add the line $pax=" pax' ; inthe middle:

vi [/ etc/amavi s/ conf.d/50-user
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Afterwards, run these commands to add the cl amav user to theamavi s group and to restart amavisd-new and ClamAV:

adduser cl amav amavi s
/etc/init.d/ amavis restart
/etc/init.d/clamv-daenon restart

/etc/init.d/clamav-freshclamrestart

Now we have to configure Postfix to pipe incoming email through amavisd-new:

postconf -e 'content_filter = amavis:[127.0.0.1]:10024'

postconf -e 'receive_override_options = no_address_mappi ngs'

Afterwards append the following linesto/ et ¢/ post fi x/ master. cf :

vi /etc/postfix/master.cf
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Then restart Postfix:

/etc/init.d/ postfix restart

Now run

netstat -tap

and you should see Postfix (mast er ) listening on port 25 (snt p) and 10025, and amavisd-new on port 10024:

root @erverl:/etc/postfix# netstat -tap
Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address For ei gn Address State Pl J Pr ogr am nane
tcp 0 0 | ocal host. | ocal do: 10024 *:* LI STEN 15645/ amavi sd ( mast
tcp 0 0 I ocal host .| ocal do: 10025 *:* LI STEN 16677/ mast er

tcp 0 0 local host .l ocal do: nysqgl *:* LI STEN 6177/ mysql d

tcp 0 0 *:www *ox LI STEN 5367/ apache2
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tcp 0 0O *:sntp *ox LI STEN 16677/ mast er

tcp6 0 O [::]:imaps [::]:* LI STEN 14020/ couri ert cpd
tcp6 0 O [::]:pop3s [::]:* LI STEN 14088/ couri ertcpd
tcp6 0 O [::]:pop3 [::]:* LI STEN 14051/ couri ertcpd
tcp6 0 O [::]:imp2 [::]:* LI STEN 13983/ couriertcpd
tcp6 0 O[::]:ssh [::]:* LI STEN 4006/ sshd

tcp6 0 52 serverl. exanpl e.com ssh 192.168. 0. 2109%8191: 3340 ESTABLI SHED 4059/ 0

root @erverl:/etc/postfix#

10 Install Razor, Pyzor And DCC And Configure SpamAssassin
Razor, Pyzor and DCC are spamfilters that use a collaborative filtering network. To install Razor and Pyzor, run

apt-get install razor pyzor

DCC isn't available in the Ubuntu 8.04 repositories, so we install it asfollows:
cd /tnp
wget http://launchpadlibrarian. net/ 11564361/ dcc-server_1.3.42-5_i 386. deb
wget http://launchpadlibrarian. net/ 11564359/ dcc- cormon_1. 3. 42-5_i 386. deb
dpkg -i dcc-comon_1. 3. 42-5_i 386. deb

dpkg -i dcc-server_1.3.42-5_i 386. deb

Now we have to tell SpamAssassin to use these three programs. Edit / et ¢/ spamassassi n/ | ocal . cf and add the following linesto it:

vi /etc/spamassassin/local . cf
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Then we must enable the DCC plugin in SpamAssassin. Open/ et ¢/ spamassassi n/ v310. pre and uncomment the | oadpl ugi n
Mai | : : SpamAssassi n: : Pl ugi n: : DCCline:

vi /etc/spamassassi n/v310. pre
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Y ou can check your SpamA ssassin configuration by executing:

spamassassin --1lint

It shouldn't show any errors.
Restart amavisd-new afterwards:

/etc/init.d/ amavis restart

Now we update our SpamAssassin rulesets as follows:

sa- updat e --no-gpg

We create a cron job so that the rulesets will be updated regularly. Run

crontab -e

to open the cron job editor. Create the following cron job:
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Thiswill update the rulesets every second day at 4.23h.

11 Quota Exceedance Notifications
If you want to get notifications about all the email accounts that are over quota, then do this:

cd /usr/l ocal/sbin/

wget http://puuhis. net/vhcs/ quota. t xt

mv quota.txt quota_notify

chrmod 755 quota_notify
Open/usr/1ocal / sbin/ quota_notify and edit the variables at the top. Further down in the file (towards the end) there are two lines where you should
add a% sign:

vi [usr/| ocal /sbin/quota_notify
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Run

crontab -e

to create acron job for that script:

12 Test Postfix
To seeif Postfix isready for SMTP-AUTH and TLS, run

tel net | ocal host 25

After you have established the connection to your Postfix mail server type

ehl o | ocal host

If you see thelines

250- STARTTLS
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and
250- AUTH LOG N PLAI N
everything isfine:

root @erverl:/usr/local/sbhin# tel net |ocal host 25

Trying 127.0.0.1..

Connected to | ocal host. | ocal domain

Escape character is '7]'.

220 serverl. exanpl e.com ESMIP Postfi x (Ubuntu)

ehl o | ocal host

250- server 1. exanpl e. com

250- Pl PELI NI NG

250- Sl ZE 10240000

250- VRFY

250- ETRN

250- STARTTLS

250- AUTH LOG N PLAI N

250- AUTH=LOG N PLAI N

250- ENHANCEDSTATUSCODES

250-8BI TM ME

250 DSN

qui t

221 2.0.0 Bye

Connection closed by foreign host.
root @erver1:/usr/l ocal / sbi n#

Type

qui t
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to return to the system shell.

13 Populate The Database And Test
To populate the database you can use the MySQL shell:
nmysql -u root -p

USE mai | ;

At least you have to create entries in the tables domains and users:
I NSERT | NTO “donmai ns® ("~ domain’) VALUES ('exanple.com);

| NSERT | NTO “users™ (" enmil , “password , "quota’) VALUES ('sal es@xanple.com, ENCRYPT('secret'), 10485760);

(Please take care that you use the ENCRYPT syntax in the second | NSERT statement in order to encrypt the password!)

If you want to make entries in the other two tables, that would look like this:
I NSERT | NTO " forwardings® ( source’, “destination) VALUES ('info@xanple.com, 'sales@xanple.conm);

I NSERT I NTO “transport™ ( dommin’, “transport’) VALUES ('exanple.com, 'sntp:nuil.exanple.com);

To leave the MySQL shell, type

qui t;

For most peopleitiseasier if they have agraphical front-end to MySQL ; therefore you can also use phpMyAdmin (in this example under
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http://192.168.0.100/phpmyadmin/ or ht t p: / / ser ver 1. exanpl e. cond phpnyadni n/ ) to administrate the mail database. Again, when you create a user,
go sure that you use the ENCRYPT  function to encrypt the password:

Table: users

¢ Server: localhost » & Database: mail »

= Browse [ Structure .[SQL ,Search #Insert fFEExport fim

Field Type Function Null Va

email  varchar(20) sales@example.com

password varchar(20) BRI ENCRYPT secret
quota int(10) r 10485760

| do not think | have to explain thedomai ns and users table further.

Thef orwar di ngs table can have entries like the following:

source destination

info@example.com sales@example.com Redirects emailsfor info@example.com to sales@example.com

@example.com thomas@example.ccom CreatesaCatch- Al account for thomas@example.com. All emails to example.com will arrive at
thomas@example.com, except those that exist intheusers table (i.e., if sdles@example.com existsin theusers table, mailsto sales@example.com will
still arrive at sales@example.com).

@example.com  @anotherdomain.tid Thisredirects all emailsto example.com to the same user at anotherdomain.tld. E.g., emailsto
thomas@example.com will be forwarded to thomas@anotherdomain.tld.

info@example.com  sales@example.com, billing@anotherdomain.tld  Forward emails for info@example.com to two or more email addresses. All
listed email addresses under dest i nati on receive acopy of the email.

Thetransport tablecan have entries like these:
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domain transport

examplecom : Deliversemailsfor example.com locally. Thisisasif thisrecord would not exist in thistable at al.

example.com smtp:mail.anotherdomain.tld Deliversall emails for example.com via smtp to the server mail.anotherdomain.com.

example.com smtp:mail.anotherdomain.tld:2025 Delivers al emailsfor example.com via smtp to the server mail.anotherdomain.com, but on port
2025, not 25 which isthe default port for smtp.

example.com

smtp:[1.2.3.4]
smtp:[1.2.3.4]:2025
smtp:[mail.anotherdomain.tld]  The square brackets prevent Postfix from doing lookups of the MX DNS record for the address in square brackets.
Makes sense for | P addresses.
.examplecom smtp:mail.anotherdomain.tid Mail for any subdomain of example.com is delivered to mail.anotherdomain.tld.
*  smtp:mail.anotherdomain.tid  All emails are delivered to mail.anotherdomain.tld.
joe@example.com  smtp:mail.anotherdomain.tid Emailsfor joe@example.com are delivered to mail.anotherdomain.tld.

See

man transport

for more details.
Please keep in mind that the order of entriesinthetransport tableisimportant! The entries will be followed from the top to the bottom.

I mportant: Postfix uses a caching mechanism for the transports, therefore it might take awhile until you changesinthetransport table take effect. If
you want them to take effect immediately, run

postfix rel oad

after you have made your changesin thetransport table.

14 Send A Welcome Email For Creating Maildir
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When you create a new email account and try to fetch emails from it (with POP3/IMAP) you will probably get error messages saying that the Maildir
doesn't exist. The Maildir is created automatically when the first email arrives for the new account. Therefore it's agood idea to send a welcome email to a
new account.

First, we install the mai | x package:

apt-get install mailx

To send awelcome email to sal es@xanpl e. com we do this:

mai | x sal es@xanpl e. com

Y ou will be prompted for the subject. Type in the subject (e.g. Wl cone), then press ENTER, and in the next line type your message. When the message is
finished, press ENTER again so that you are in a new line, then press CTRL+D; if you don't want to cc the mail, press ENTER again:

root @erver1l:/usr/local/sbhin# mail x sal es@xanpl e.com
Subj ect: Wl cone <-- ENTER
Wel cone! Have fun with your new mail account. <-- ENTER
<-- CTRL+D
Cc: <--ENTER
root @erverl:/usr/local/sbin#

15 Installing SquirrelMail

SquirrelMail isawebmail interface that will let your users send and receive emailsin a browser. This chapter shows how to install it and adjust it to our
setup so that users can even change their email account password from the SquirrelMail interface.

Toinstall SquirrelMail, we run:

apt-get install squirrel mail php-pear
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Next we copy the Apache configuration that comes with the SquirrelMail package to the/ et ¢/ apache2/ conf . d directory and restart Apache:

cp /etc/squirrel mail/apache. conf /etc/apache2/conf.d/squirrel mil.conf

/etc/init.d/ apache2 restart

SquirrelMail comes with some pre-installed plugins, unfortunately none of them is capable of letting us change our email password in our MySQL
database. But there's the Change SQL Password plugin which we can install manually:

The plugin depends on the Pear-DB package so we install it:

pear install DB

Then we install the Change SQL Passwor d plugin itself:

cd /usr/share/squirrel mail/plugins

wget http://ww. squirrel mail.org/countdl.php?fil eurl =http%BAYRF%2Fww. squi rrel mail.or g¥%2Fpl ugi ns%2Fchange_sql pass-3.3-1. 2. tar. gz
tar xvfz change_sql pass-3.3-1.2.tar.gz

cd change_sql pass

cp config. php. sanpl e confi g. php

Now we must edit conf i g. php and adjust it to our setup. Please adjust the $csp_dsn, $I ookup_passwor d_query, $passwor d_updat e_queri es,
$password_encryption, $csp_salt_static, and $csp_del i ni ter variables asfollows and comment out $csp_sal t _query:

vi config. php
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The complete file looks as follows:

This page s licensed under a Creative Commons License. HowtoForge Page 37 of 61




Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.com/

This page s licensed under a Creative Commons License. HowtoForge Page 38 of 61




Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.com/

This page s licensed under a Creative Commons License. HowtoForge Page 39 of 61




Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.com/

This page s licensed under a Creative Commons License. HowtoForge Page 40 of 61




Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.com/

This page s licensed under a Creative Commons License. HowtoForge Page 41 of 61




Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.com/

This page s licensed under a Creative Commons License. HowtoForge Page 42 of 61




Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.com/

This page s licensed under a Creative Commons License. HowtoForge Page 43 of 61




Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.com/

This page s licensed under a Creative Commons License. HowtoForge Page 44 of 61




Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS) http: //mww.howtofor ge.com/

The Change SQL Passwor d plugin also depends on the Compatibility plugin which we install as follows:

cd /usr/share/squirrel mail/plugins
wget http://ww. squirrel nail.org/countdl.php?fileurl=httpY¥%8A%R2F%2Fwwv. squi rrel nail . or g¥@2Fpl ugi ns¥%2Fconpati bility-2.0.11-1.0.tar.gz

tar xvfz conpatibility-2.0.11-1.0.tar.gz

Now we must go into the SquirrelMail configuration and tell SquirrelMail that we use Courier as our POP3 and IMAP server and enable the Change SQL
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Passwor d and the Conpat i bi | i ty plugins:

/usr/sbin/squirrel mail -configure

You'll see the following menu. Navigate through it as indicated:

Squirrel Mail Configuration : Read: config.php (1.4.0)
Main Menu - -

Organi zati on Preferences
Server Settings

Fol der Defaults

CGeneral Options

Thenes

Addr ess Books

Message of the Day (MOTD)
Pl ugi ns

Dat abase

Languages

© N Ok wWwDNE

=
©

o

Set pre-defined settings for specific | MAP servers

C Turn col or on
S Save data

Q Quit

Command >><--D

Squirrel Mail Configuration : Read: config.php

VWil e we have been building Squirrel Mail, we have di scovered sone
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preferences that work better with sone servers that don't work so
well with others. |If you select your | MAP server, this option wll
set sone pre-defined settings for that server.

Pl ease note that you will still need to go through and nake sure
everything is correct. This does not change everything. There are

only a few settings that this will change.

Pl ease sel ect your | MAP server:

bi nci map = Binc | MAP server

courier = Courier | NMAP server

cyrus = Cyrus | MAP server

dovecot = Dovecot Secure | MAP server

exchange = Mcrosoft Exchange | MAP server

hmai | server = hMail Server

MacosXx = Mac OS X Mail server

nmer cury32 = Mercury/ 32

uw = University of Washington's | MAP server
qui t = Do not change anyt hi ng

Command >> <-- courier

i map_server _type = courier
default _fol der_prefix = | NBOX
trash_fol der = Trash
sent _fol der = Sent
draft _folder = Drafts
show prefix_option = fal se
default _sub_of inbox = fal se
show_cont ai n_subf ol ders_option = fal se
optional delimter = .
del ete folder = true

This pageis licensed under a Creative Commons License. HowtoForge

http://mww.howtofor ge.com/

Page 47 of 61



Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS)

Press any key to continue... <--press some key

Squirrel Mail Configuration : Read: config.php (1.4.0)
Main Menu - -

Organi zation Preferences
Server Settings

Fol der Defaults

General Options

Thenes

Addr ess Books

Message of the Day (MOTD)
Pl ugi ns

Dat abase

Languages

© N Ok ®wNE

o
©

o

Set pre-defined settings for specific | MAP servers

C Turn col or on
Save data

Q Quit

2]

Command >><--8

Squirrel Mail Configuration : Read: config.php (1.4.0)

Pl ugi ns
Install ed Plugins

Avai | abl e Pl ugi ns:
1. abook_t ake
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adni ni strator
bug report

cal endar
change_sqgl pass
conpatibility
del et e_nbve_next
deno
filters

fortune

info

i st commands
mai | _fetch
nmessage_detail s
newnmai |

sent _subfol ders
spanctop

squi rrel spel

t est

transl ate

S S

NP R RRERRRERRRE R
CLOXNOOOR~WDNEO

Return to Main Menu
Turn col or on
Save data

Qui t

O nwoO=x

Command >> <-- 6 (or whatever number the compatibility plugin has - it's needed by the change saqlpass plugin)

Squirrel Mail Configuration : Read: config.php (1.4.0)

Pl ugi ns
Installed Plugins
1. compatibility

This pageis licensed under a Creative Commons License. HowtoForge

http://mww.howtofor ge.com/

Page 49 of 61



Virtual Users And Domains With Postfix, Courier, MySQL And SquirrelMail (Ubuntu 8.04 LTS)

Avai | abl e Pl ugi ns:
2. abook_take
3. administrator
4. bug_report
5. cal endar
6. change_sql pass
7. del ete_npve_next
8. deno
9. filters
10. fortune
11. info
12. |i st conmands
13. mail _fetch
14. message_details
15. newmai |
16. sent subfol ders
17. spantop
18. squirrel spel
19. test
20. translate

R Return to Main Menu
C Turn color on

S Save data

Q Quit

Command >> <-- 6 (the number of the change saqlpass plugin)

Squirrel Mail Configuration : Read: config.php (1.4.0)

Pl ugi ns
Installed Plugins
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1. compatibility
2. change_sql pass

Avai | abl e Pl ugi ns:
3. abook_take
4. administrator
5. bug_report
6. cal endar
7. del ete_npbve_next
8. deno

9. filters

10. fortune

11. info

12. |istcomuands

13. mail _fetch

14. message_details

15. newnmi |

16. sent _subfol ders

17. spantop

18. squirrel spel

19. test

20. translate

R Return to Main Menu
C Turn color on

S Save data

Q Quit

Command >><--S

Squirrel Mail Configuration : Read: config.php (1.4.0)
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Pl ugi ns
Installed Plugins
1. compatibility
2. change_sql pass

Avai | abl e Pl ugi ns:
3. abook_take
4. admnistrator
5. bug_report
6. cal endar
7. del et e_nove_next
8. deno

9. filters

10. fortune

11. info

12. li st conmands

13. mail _fetch

14. message_details

15. newnui

16. sent _subfol ders

17. spantop

18. squirrel spel

19. test

20. translate

R Return to Main Menu
C Turn color on

S Save data

Q Quit

Command >> S

Data saved in config. php
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Press enter to continue... <--press some key

Squirrel Mail Configuration : Read: config.php (1.4.0)
Pl ugi ns
Installed Plugins
1. conpatibility
2. change_sql pass

Avai | abl e Pl ugi ns:
3. abook_t ake
4. adm ni strator
5. bug_report

6. cal endar

7. del ete_move_next
8. denp

9. filters

10. fortune

11. info

12. listconmands

13. mail _fetch

14. nmessage _details
15. newni |

16. sent _subfol ders
17. spantop

18. squirrel spel

19. test

20. translate

R Return to Main Menu
Turn col or on
S Save data

@
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Q Quit
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Command >> <--Q

Now you cantypeinhttp://server 1. exanpl e. conf squirrel mail orhttp://192.168.0. 100/ squirrel mai | inyour browser to access SquirrelMail.

Log in with your email address (e.g. sal es@xanpl e. com) and your password:
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3 SpiirrelMail - Lagia - Hozilla Rrehos

Fe E6t Ve Hgloy [oomaks Tods Heb 0 QUsueble | fyIben B | Fsedior | Al v | L Favenites

@ - s @ L E oo )| hio192.168.0. 100/soumelmal roogn.pho [z] [z [cosoe ]
SquirrelMail

wabrmail
for
ruts

Sequmrrelviail version 1.4.13
By the Squemel{ail Progest Team
SquirrelMail Login

Name: |sales@example.comn

(Ll ]

_Logn |

Password: |

| Dore | gz 0% fofels) | @

Y ou should find the welcome email in your inbox:
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SauitrrelMail 1.4.13 - Mazilla Frelfos

W Ty "

Doge

Viewing Message: 1 (1 total)

[0 4
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;. SuiirreiMail 1.4.13 - Mazills Frebos

Be Edt Vew gy [ockeaks Took beb (-0 G swebh |y ke W | Fsendior L0 | A1 | L Faverites
@E-0 - @ L @ E e DL w192 168.0. 100/sameimal srcfrsbmal pho Lzl IClz coooe L]
ComestFolderINBOX ~ SignOw
Compose Addresses Folders Options Search Help SquiryelMail
Messagelise Defete  Previous Nem  Forward | Forward as Attachment | Reply| Reply All
Subject: Welcome

From: “root” <rootfserver] example com>
Date: Thu, May 15, 2008 1:57 am
To: salesfexample.com
Priority: Normal
Options: View Full Header| View Printable Version | Download this & a file

Welocome! Have fun with your new malil acoount.

[Rep:o%fols) | @ .

To change your password, go to Opt i ons and then select Change Password:
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; SuiirreiMail 1.4.13 - Mazills FRrebos

Yew Fgiry poonrds Took bep il Q) sumbel | @b IBeit @ | FSendior L | M e | b Faverites

Fle gt
E- 0 - @ L @ E o OO nwe.165.0.100/s0umemaljs rbmal.oho lzlme] [IClz] coooe =X

Options

This contans personal information about You can change the way that Squirrelviad

vourself such as voor name, your email looks and displays information to you, such
address, etc. as the colors, the language, and other
settings.
messages can have different background are displayed and mansgpulated.
colors in the message Bst. Ths helps to
easity distngash who the messages are
from, especially for mailing hsts.
The order of the message mdex can be Use this to change your emal password.
resrranged and changed to contain the
headers m any order vou want.
4

| Rep: 0% (0 foks) | &

Type in your current password and then your new password twice:
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R

New Password:
Verify New Password: |

_Submit | Cancel |

SquirrelMail will tell you if the password has been changed successfully:
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;. SiirreiMail 1.4.13 - Mazills Fnebos

Bookmacks Toos Heb (1 Q) Sweblel | @y thew W | Fsendtor |A|-[E':}

Fle  Edit
@ - - @ B o )| hep192 1690, 100 sreimad e faebmad pho lzhi| 1G]z 5oo0e

S SupnOw
Compose Addresses Folders Options Search Help

=

Options

Successfully Saved Options: Password changed successfullv.
Please use vour mew password to log in from mow omn.

This contams personal mformation about You can change the way that SquirrelMasd
yourself such as your name, vour emai looks and displays information to you, such
address, efc. as the colors, the language, and other

settmgs.
Message Highfighting ~~~ Folder Preferences
Based upon given criteria, mcoming These settings change the way vour folders
messages can have diferent background are displayed and mangpulated.
colors in the message Bst. Thas helps to
easily distmguish who the messages are
from, especially for mailing Bsts.

Rep: 0% Bfcks) [ @

SeuirrelMail

16 References

- Tutorial: |SP-style Email Service with Debian-Sarge and Postfix 2.1: http://workaround.org/articles/ispmail-sarge/

- Postfix + Quota: http://vhcs.net/new/modul es/newbb/viewtopic.php?topic_id=3496& forum=17

- Mail Passwords Encrypted using saslauthd: http://mwww.syscp.de/docs/public/contrib/cryptedmail pws
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17 Links

http://mww.howtofor ge.com/

- Postfix MTA: http://mww.postfix.org/

- Postfix Quota Patch: http://web.onda.com.br/nadal/
- phpMyAdmin: http://mww.phpmyadmin.net/

- SquirrelMail: http://www.squirrelmail.org/

- Ubuntu: http://mwww.ubuntu.com/
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