The Perfect SpamSnake - Ubuntu 8.04LTS

By Rocky (Contact Author) (Forums)
Published: 2008-05-01 18:45

The Perfect SpamSnake - Ubuntu 8.04 L TS Postfix w/Bayesian Filtering and Anti-Backscatter (Relay
Rec_l%ents), ABache, Mysqgl, Bind, MailScanner (Spamassassin, ClamAV, Pyzor, Razor, DCC-Client),
MailWatch, SPF Checks, uzz?/Ocr, PDF/XL S/Phishing Sanesecurity Signatures, Postfix-GL D (Greylisting
Optional), L ogwatch Statistical Reporting (Optional), Outgoing Disclaimer with alterMIME (Optional),
FireHOL (Iptables Firewall)

Version 2.0

Author: Mohammed Alli

This tutorial shows how to set up an Ubuntu Hardy Heron (8.04 LTS) based server as a spamfilter in Gateway mode. In the end, you will have a
SpamSnake Gateway which will relay clean emailsto your MTA. Y ou will also be able to view your incoming queue, train your SpamSnake and carry out
afew more advanced operations via MailWatch.

| cannot offer any guarantees that this will work for you, the same way it(TM)s working for me.
| will use the following software:

- Web Server: Apache 2.2 with PHP 5.2.4 and Ruby

- Database Server: MySQL 5.0

- Mail Server: Postfix

- DNS Server: BIND9

- PHP: PHP5

- MailScanner: Mail Scanner v4.68.8

- MailWatch: MailWatch v1.0.4

Credit goesto the guys at HowToForge and the devel opers of Mail Scanner and MailWatch.

1 Requirements
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Toinstall such a system you will need the following:

- The Ubuntu 8.04 LTS server CD, available here: ftp://r e eases.ubuntu.com/r el eases/har dy/ubuntu-8.04-ser ver -1386.is0
- A fast internet connection.

1.1 Preliminary Note

In thistutorial | use the hostname ser ver 1. exanpl e. comwith the IP address 192. 168. 0. 100 and the gateway 192. 168. 0. 1. These settings might differ
for you, so you have to replace them where appropriate.

1.2 The Base System

1. Insert your Ubuntu install CD into your system and boot from it. Select your language:
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Language

Arabic
Benapycran
Bvarapcewn
Bengall
Bosanski
Catala
Cestina
Dansk
Deutsch
Dzongkha
EAAALVLED
Esperanto
Espanol
Eesti
Euskaraz
Suomi
Francais
Galego
Gujarati
Hebrew

2. Select Install to the hard disk:

Hindi
Hrvatski
Hagyarul
Bahasa Indonesia
Italiano
B&E
Jobaype
Khmer

HED

Kurdi
Lietuviskal
Latviski
HakeaoHCKK
Malayalam
Norsk bokmal
Nepali
Nederlands
Norsk nynorsk

Punjabi (Gurmukhi)

Polski

Fortugués do Brasil
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Portugugs
Romana
PyCCKMA
Samegillii
Slovencina
Slovenscina
Shoip
svenska
Tamil

Thai
Tagalog
Turkge
YEpalHChKa
TiEng Viet
Holof

FRZ (] %)
PR
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Install Ubuntu

3. Theinstallation starts, choose your language again:
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4. Then select your location:
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[1!] Choose language |

Based on your language, you are probably located in one of these
countries or regions.

Choose a country, territory or area:

Australia
Botswana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Philippines
Singapore
South Africa
United Kingdom
United States
2 imbabuwe

= -
LT ES

<Go Back»

Tab> moves between items;

Choose a keyboard layout (you will be asked to press afew keys, and the installer will try to detect your keyboard layout based on the keys you pressed):
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[!] Ubuntu installer main menu |
¥ou can try to have uour keuboard lauout detected bu pressing a
series of keys. If you do not want to do this, you will be able to
select your keyboard layout from a list.

Detect keyboard layout?

<Go Back> ¢ves)] <No>

lgb> moves Detween 1TEems;

5. Theinstaller checksthe installation CD, your hardware, and configures the network with DHCP if there isa DHCP server in the network:
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scanning CD-ROM

Scanning /cdrom/poolsmainsd. ..
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| Loading additional components

Retrieving jfsutils-udeb
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Configuring the network with DHCP

This may take some time.

Enter the hostname. In this example, my system iscalled server 1. exanpl e. com so | enter server 1:
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[!1] Configure the network |

Please enter the hostname for this system.

The hostname is a single word that identifies uour system to the
network. If you don't know what your hostname should be, consult your
network administrator. If you are setting up your own home network,

you can make something up here.

Hostname :

<Go Back> <{Cont inue>

Tab> moves between items;

6. Now you have to partition your hard disk. For simplicity's sake | will create one big partition (with the mount point /) and a little swap partition so |
select Gui ded - use entire di sk (of course, the partitioning istotally up to you - if you like, you can create more than just one big partition, and you can
also use LVM):
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[1!] Partition disks |

The installer can guide vou through partitioning a disk (using
different standard schemes) or, if you prefer, you can do it
manually. Hith guided partitioning you will still have a chance later
to review and customise the results.

If you choose guided partitioning for an entire disk, you will next
be asked which disk should be used.

Partitioning method:

Guided = use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrupted LWM
Manual

{Go Back:

lgb> moves Detween 1TEems;

Select the disk that you want to partition:
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[1!] Partition disks |

Note that all data on the disk you select will be erased, but not
before you have confirmed that you really want to make the changes.

Select disk to partition:

GE VMuEre, YHMuare vVirtual

<Go Back}

When you're finished, hit Yes when you'reasked Wite the changes to di sks?:
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[t!] Partition disks |

If you continue, the changes listed below will be written to the
disks. Otherwise, you will be able to make further changes manually.

HARNING: This will destroy all data on any partitions you have
removed as well as on the partitions that are going to be formatted.

The partition tables of the following devices are changed:
SCSI3 (0,0,0) (sda)

The following partitions are going to be formatted:
partition #1 of SCSI3 (0,0,0) (sda) as ext3
partition #5 of SCSI3 (0,0,0) (sda) as swap

Hrite the changes to disks?

<i3o Back>»

moyes between items;

Afterwards, your new partitions are being created and formatted.

7. Create a user, for example the user Adni ni st r at or with the user name adni ni st rat or (don't use the user name adni n asit isareserved name on
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Ubuntu 8.04):
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[11] Set up users and passwords |

A user account will be created for you to use instead of the root
account for non-administrative activities.

Please enter the real name of this user. This information will be
used for instance as default origin for emails sent by this user as
well as any program which displays or uses the user's real name. Your
full name is a reasonable choice.

Full name for the new user:

<Go Back> <{Cont inue>

Tab> moves between items;
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[11] Set up users and passwords |

Select a username for the new account. Your first name is a
reasonable choice. The username should start with a lower-case

letter, which can be followed by any combination of numbers and more
lower-case letters.

Username for your account :
administrator

<Go Back>

<Cont inue>

fab> moves between items;
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<30 Back>»

1 [!!] Set up users and passwords |

A good password will contain a mixture of letters, numbers and
punctuation and should be changed at regular intervals.

Choose a password for the new user:

<Cont inue:

rab> moves between items:
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1 [!!] Set up users and passwords |

Please enter the same user password again to verify you have tuped it
correctly.

Re-enter password to verify:

<Go Back} <Cont inue>

rab> moves between items:

8. Theonly item | select here is OpenSSH server so that | can immediately connect to the system with an SSH client such as PUTTY after the installation
has finished:
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[1] Software selection |

At the moment, only the core of the sustem is Installed. To tune the
system to your needs, you can choose to install one or more of the
following predefined collections of software.

Choose software to install:

<Go Back: £Cont inues

Tab> moves between items;

9. The GRUB boot loader gets installed:
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{ Installing GRUB boot loader |

Looking for other operating sustems...

10. The base system installation is now finished. Remove the installation CD from the CD drive and hit Cont i nue to reboot the system:
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[!!] Finish the installation |
Installation complete
Installation is complete, so it is time 10 boot into your new system.

Make sure to remove the installation media (CD-ROM, floppies), so

that you boot into the new system rather than restarting the
installation.

<Cont 1nues

<Go Back>

laD> moves DETWeEen 1TEems;

1.3 Enable Theroot Account
After the reboot you can log in with your previously created username (e.g. adni ni st r at or ). Because we must run all the steps from this tutorial as root

Page 22 of 104
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user, we must enable the root account now. Run

sudo passwd root

and give root a password. Afterwards we become root by running

Su

1.4 Install vim-full (Optional)
I'll use vi as my text editor in thistutorial. The default vi program has some strange behaviour on Ubuntu and Debian; to fix this, we install vim-full:

apt-get install vimfull

(You don't have to do thisif you use a different text editor such as joe or nano.)
1.5 Configure The Network

Because the Ubuntu installer has configured our system to get its network settings via DHCP, we have to change that now because a server should have a
static |P address. Edit/ et ¢/ net wor k/ i nt er f aces and adjust it to your needs (in this example setup | will use the IP address 192. 168. 0. 100):

vi /etc/network/interfaces
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Then restart your network:

/etc/init.d/ networking restart

Then edit/ et ¢/ host s. Make it ook like this;

vi /etc/hosts
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Now run

echo serverl. exanpl e.com > /et c/ host nane
/etc/init.d/ hostnane.sh start

Afterwards, run

host name
host nane -f
Both should show ser ver 1. exanpl e. comnow.
1.6 Edit /etc/apt/sour ces.list And Update Your Linux Installation

Edit/ et c/ apt/sources. | i st. Comment out or remove the installation CD from the file and make sure that the universe and multiverse repositories are
enabled. It should look like this:

vi /etc/apt/sources.|list
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Then run

apt - get update

to update the apt package database and

apt - get upgrade

toinstall the latest updates (if there are any).

1.7 Change The Default Shell
/ bi n/ shiisasymlink to/ bi n/ dash, however we need / bi n/ bash, not / bi n/ dash. Therefore we do this:

I'n -sf /bin/bash /bin/sh
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1.8 Disable AppArmor
AppArmor is asecurity extension (similar to SELinux) that should provide extended security. In my opinion you don't need it to configure a secure system,
and it usually causes more problems than advantages (think of it after you have done a week of trouble-shooting because some service wasn't working as
expected, and then you find out that everything was ok, only AppArmor was causing the problem).

We can disableit like this:

/etc/init.d/ apparnor stop
update-rc.d -f apparnor renove

1.9 Install Some Software

Now we install afew packages that are needed later on. Run
apt-get install binutils cpp fetchnail flex gcc |ibarchive-zip-perl |ibc6-dev |ibconpress-zlib-perl |ibdb4.3-dev |ibpcre3 |ibpopt-dev |ynx m
make ncftp nmap openssl perl perl-nodules unzip zip zliblg-dev autoconf automekel.9 |ibtool bison autotools-dev g++ build-essential dpkg-dev
db4.3-util vim bzip2 perl-doc |ibwwperl |ibdbi-perl |ibconvert-binhex-perl |ibnail-spf-query-perl rblcheck |ibnet-ident-perl tnef pax
| i bber kel eydb- perl unzoo arj |zop nomarch arc zoo |ibdb-file-Iock-perl

(This command must go into one linel)

1.10 Install Unarj

cd /usr/src
wget http://http. us. debi an. or g/ debi an/ pool / mai n/ a/ arj/unarj _3.10.21-2_all.deb
dpkg -i unarj_3.10.21-2_all.deb

1.11 Install Perl Modules(Pre-requisites)
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Can beinstalled viaper! - MCPAN or Webmin. | find that doing this through Webmin is better.

perl -MCPAN -e shell

install Mdule::Build

install Mil::SPF (Needed for SPF Checki ng)

install NetAddr::IP (Needed for SPF Checki ng)

install MLDBM: Sync this should also install MDBM (Needed for Mail Watch)

apt-get install |ibdbd-nysql-perl |ibapache-dbi-perl (Needed for Mil Wt ch)
1.12 Webmin
apt-get install |ibauthen-pamperl |ibio-pty-perl |ibnmd5-perl |ibnet-ssleay-perl

Download latest webmin using the following command:

wget http://internap.dl.sourceforge. net/sourceforge/ webadm n/ webmi n_1. 410_al | . deb

Now we have webmin_1.410 all.deb package; you need to install it using the following command:

dpkg -i webmin_1.410_all. deb

If your server complains that there is some library it does not find, just run the following command

apt-get install -f

Y ou should now be able to login to Webmin at the URL ht t ps: //1 ocal host : 10000/
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1.13 Remove Programs

Now we also need to remove some programs, hopefully you don't need PCMCIA or printer support. This server will not need dial-up support either. You
will not necessarily have al of these programs installed.

Uninstall the following software (all one line):

apt-get renove pcntiautils ubuntu-m ni mal pppoeconf ppp pppconfig

1.14 Cleaning up services

Some services might still linger even after uninstalling the daemons. First we need to backup inet.d:

cp -R/etc/init.d /etc/init.d.backup

Now we can stop all of the services that might be running which we don't need:

letc/init.d/pcntiautils stop

update-rc.d -f pcntiautils renove

Disable all of the services we stopped:

updat e-inetd --disable tine

update-i netd --di sabl e daytinme

updat e-i netd --di sable echo
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updat e-i netd --disable chargen

updat e-i netd --disable ident

updat e-inetd --disable discard

The last one may ask you a question regarding "multiple entries’, answer yes (y).
Check that we got everything:

Isof -i | grep LISTEN

The only daemon you should see at thispoint is*: ssh and mi ni serv. You may have to run this again:

updat e-i netd --disable discard

If there are other programs shown, try rebooting and test again.

2 DNS Server
Run

apt-get install bind9

For security reasons we want to run BIND chrooted so we have to do the following steps:

/etc/init.d/bind9 stop
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Edit thefile/ et ¢/ def aul t/ bi nd9 so that the daemon will run as the unprivileged user bind, chrooted to/ var/1i b/ naned. Modify the line: OPTI ONS="-u
bi nd" so that it reads OPTI ONS="-u bind -t /var/lib/named":

vi /etc/defaul t/bind9

OPTIONS="-u bind -t /var/lib/named"

Create the necessary directoriesunder / var/ li b:
nkdir -p /var/lib/nanmed/etc
nkdir /var/lib/ named/ dev

nkdir -p /var/lib/named/var/cache/ bi nd
nkdir -p /var/lib/named/var/run/bind/run

Then move the config directory from/etc to/var/Ii b/ named/ etc:

mv /etc/bind /var/lib/naned/etc

Create a symlink to the new config directory from the old location (to avoid problems when bind gets updated in the future):

In -s /var/lib/naned/etc/bind /etc/bind

Make null and random devices, and fix permissions of the directories:

nknod /var/lib/nanmed/dev/null ¢ 1 3
nknod /var/li b/ naned/ dev/randomc 1 8
chnod 666 /var/lib/naned/ dev/ null /var/lib/nanmed/ dev/random

chown -R bind: bind /var/lib/named/var/*
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chown -R bind: bind /var/lib/named/ et c/ bi nd

We need to modify / et c/ def aul t/ sysl ogd so that we can still get important messages logged to the system logs. Modify the line: SYSLOGD="" so that it
reads SYSLOGD="-a /var/li b/ named/ dev/| og":

vi /etc/default/sysl ogd
SY SLOGD="-a/var/lib/named/dev/log"

Restart the logging daemon:

/etcl/init.d/sysklogd restart

Start up BIND, and check / var /1 og/ sysl og for errors:

/etc/init.d/ bind9 start

3MySQL
In order to install MySQL, we run

apt-get install nysql-server nysql-client Iibmysqglclient15-dev

Y ou will be asked to provide a password for the MySQL root user - this password is valid for the user r oot @ ocal host aswell as
root @er ver 1. exanpl e. com s0 we don't have to specify a MySQL root password manually later on (as was the case with previous Ubuntu versions):

New password for the MySQ. "root" user: <--yourrootsglpassword
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We want MySQL to listen on all interfaces, not just localhost, therefore we edit / et ¢/ nysql / ny. cnf and comment out the line bi nd- addr ess =
127.0.0. 1:

vi [etc/nysqgl/ny.cnf
#bind-address =127.0.0.1

Then we restart MySQL :

letc/init.d/ nysql restart

Now check that networking is enabled. Run

netstat -tap | grep nysql

The output should look like this:

tcp 0 0 *:nysqgl *.* LISTEN 5286/ nysqld
4 Apache with PHP5 and Ruby
Now we install Apache:

apt-get install apache2 apache2-doc apache2- npm prefork apache2-utils |ibexpatl ssl-cert

Next we install PHP5 and Ruby (both as Apache modules):

apt-get install |ibapache2-nod-php5 |ibapache2-npd-ruby php5 php5-common php5-curl php5-dev php5-gd php5-idn php-pear php5-i magi ck php5-i map
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php5-j son php5-ntrypt php5- mencache php5- mhash php5-mi ng php5-mysql php5- pspel | php5-recode php5-snnmp php5-sqglite php5-tidy php5-xmrpc php5-xsl
php5-sqglite php5-tidy php5-xmrpc php5-xsl

Y ou will be asked the following question:
Continue installing libc-client without Mildir support?<--Yes
Next we edit / et ¢/ apache2/ mods- avai | abl e/ di r. conf and change the following:

vi /etc/apache2/ nods-avail abl e/ dir. conf

Directorylndex index.html index.htm index.shtml index.cgi index.php index.php3 index.pl index.xhtml

Now we have to enable some A pache modules (SSL, rewrite, suexec, and include):

a2ennod ssl
a2ennod rewite
a2ennpd suexec

a2ennod i ncl ude

Reload the Apache configuration:

/etc/init.d/ apache2 force-rel oad

4.1 Fix for Imagick

Because of abug that causes the following error, the below must be done as a workaround:
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PHP Warning: PHP Startup: Unable to |oad dynanmic library '/usr/lib/php5/20060613/i magi ck.so' - |ibWand. so.9: cannot open
shared object file: No such file or directory in Unknown on line O

apt - get renove php5-inmagi ck

apt-get install |ibmagi ck9-dev

pecl install imagick

Edit / et ¢/ php5/ apache2/ php. i ni and add the following:

vi [/ etc/php5/ apache2/ php. i ni
extension=imagick.so
/etc/init.d/ apache2 restart

5 Synchronize the System Clock
It isagood ideato synchronize the system clock with an NTP (network time protocol) server over the internet. Simply run

apt-get install ntp ntpdate

and your system time will always be in sync.

6 Setting up Postfix
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apt-get install postfix postfix-pcre postfix-mysqgl postfix-ldap cabextract |ha unrar razor pyzor spamassassin

Y ou will be asked two questions. Answer as follows:

CGeneral type of mmil configuration: <--Internet Site
System nai | nane: <-- serverl.example.com

Stop Postfix:

postfix stop

6.1 Edit master .cf

BTW watch for the two Postfix configuration files, both located in the/ et ¢/ post f i x folder. More than one admin has gotten confused between
mast er . ¢f and mai n. cf !

First back up the current master.cf:

cp /etc/postfix/master.cf /etc/postfix/master.cf-orig

Edit master.cf:

vi /etc/postfix/master.cf
We need to add two items below the pickup service type. The pickup service "picks up” local mail (local meaning "on this machine") and deliversit. Thisis
away to bypass content filtering for mail generated by this machine.

Add thisjust below the 'pickup’ service type:
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It should look like this when you are done:

6.2 Edit main.cf
First we need to backup the main.cf file.

cp /etc/postfix/min.cf /etc/postfix/main.cf-orig

6.2.1 alias_ maps
We simply need to make a correction to the default setting here:

postconf -e "alias_maps = hash:/etc/aliases"

Create the dliasesfile:

newal i ases

Since our system will be configured not to store any local mails, thiswill be ignored.

6.2.2 myorigin
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The domain name that mail created on this machine appears to come from. For example, if cron sends mail to "mnight@secretgovagency.gov” it will
appear to come from "root@example.com".

postconf -e "myorigin = exanpl e. cont

Obvioudly, in the above, and all the following commands, replace my example parameters, like "example.com”, with your own specific values.
6.2.3 myhostname
The fully-qualified domain name (FQDN) of the machine running the Postfix system.

postconf -e "nyhostnane = server 1. exanpl e. cont

6.2.4 mynetworks

These are the machines | trust, and will relay mail for, to any destination. If you will be dealing with multiple internal mail servers, and/or want to alow
several machines and/or subnets to relay through this server (careful!), just add them to this parameter in CIDR format and seperate the networks like this:

postconf -e "mynetworks = 127.0.0.0/8, 192.168. 0.0/ 24"

The 127. 0. 0. 0/ 8 isthere to allow the local server to send, you need to at least put thisonein.

6.2.4.1 outbound trusted relay IP

If you'd like your SpamSnake to handle outgoing emails as well, be sure to add your local network to thelist e.g. 192. 168. 0. 0/ 24 172.16. 0. 0/ 16. If
your mailserver is172. 16. 5. 20 and you only want to trust only that IP, add 172. 16. 5. 20/ 32. Y ou just have to setup your mailserver to relay (smarthost)
to your SpamSnake.

6.2.5 message size limit
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Maximum size email that Postfix will let in the "front door".

postconf -e "nmessage_size_|limt = 10485760"

The above alows email up to 10MB, the value isin bytes (10* 1024* 1024). Mail larger than this may possibly get bypassed by the anti-virus scanner
(ClamAYV). You could increase thisif you also configure ClamAYV to scan files larger than 10MB. If you allow messages larger than 10MB, keep an eye on
RAM.

6.2.6 local _transport

Return an error message for local delivery attempts.

postconf -e "local transport = error:No |local nail delivery"

6.2.7 mydestination
An empty mydestination tells Postfix this machine is not the final destination.

postconf -e "nydestination ="

6.2.8 local_recipient_maps
An empty local_recipient_maps tells Postfix there are no local mailboxes.

postconf -e "local _recipient_nmaps ="

6.2.9 virtual_alias maps

Our spamfilter must be able to receive mail for postmaster@yourlP. Reportedly, some things actually expect this ability to exist. We will also allow mail to
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abuse@yourlP. Since we do not allow local mail delivery, mail addressed to our spamfilter's P address will get rejected with an error message. Setting up
virtual_alias_ maps allows email to these two accounts to be forwarded to an inside address. Make sure your Exchange server is set up to recelve messages
addressed to "root”, "postmaster” and "abuse".

Set up areference to the virtual file:

postconf -e "virtual _alias_maps = hash:/etc/postfix/virtual"

Then edit the virtua file:

vi [etc/postfix/virtual

Add these lines to the top of the virtual file:

postmaster postmaster@example.com
abuse abuse@example.com

root root@example.com

Save and exit the file, then create the binary file that Postfix will use:

post map /etc/ postfix/virtual

6.2.10relay_recipient_maps
We are going to build atable of every single user in every single domain that we accept mail for.
Set up areference to afile we will create to store the data:

postconf -e "relay_recipient_maps = hash:/etc/postfix/relay_recipients"
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Then edit relay_recipients:

vi /etc/postfix/relay_recipients

For the moment, we are going to accept mail for all usersin our domain(s) so enter each domain you accept mail for in the following format:

@example.com OK

@example2.com OK
Then create the binary file that Postfix will use:

postmap /etc/ postfix/relay_recipients
The entries above are temporary. They are wildcards that allow mail to your domains. Y ou MUST remove the entries above at some point in the near future
and replace them with every single one of your valid recipients email addresses. When you are ready to enter each user individually intherelay_recipients
file, you would first remove (or comment out) the data above that allows mail to all usersin the domain, and then list each user individualy in the form:

admin@example.com OK
admin@example2.com OK

6.2.11 transport_maps

Tells Postfix where to look for atransport file. We use the transport file to tell Postfix where to forward valid mail for our domain(s). Setting up transport is
similar to setting up relay_recipients.

Create areferenceto it in main.cf:

postconf -e "transport_maps = hash:/etc/postfix/transport"
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Then edit transport:

vi /etc/postfix/transport

Add 1 new line for each domain for which you will be handling mail, similar to the example below. The IP addressis that of whatever server isthe final
destination of messages addressed to our domain(s) (our Exchange server). It does not matter where you place these itemsin thefile, but | like to put them
at the top.

example.com smtp:[192.168.0.x]
example2.com smtp:[192.168.0.x]

Include the brackets on these lines!. Y ou can also use FQDN hostname instead of an IP address (i.e. snt p: [ exchangel. exanpl e. conj ).
Now to create the binary file Postfix will use:

post map /etc/ postfix/transport

6.2.12 relay_domains
What destination domains (and subdomains thereof) this system will relay mail for.

postconf -e "relay_domains = hash:/etc/postfix/relay_domai ns"

Edit relay_domains:

vi /etc/postfix/relay_domains

Add 1 new line for each domain for which you will be handling mail, similar to the example below:
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example.com OK

example2.com OK
Thisfile currently has avery similar format tor el ay_r eci pi ent s do not mistake the two. Thisfile cannot have'@' in front of the domain name. Just
thought 1'd mention it, some very smart people have been known to have done this...

Then create the binary file Postfix will use:

post map /etc/ postfix/rel ay_donmai ns

6.3 Postfix Anti-Spam Settings6.3.1 smtpd_helo_required
Make any connecting mail server do a proper smtp "handshake" and announce its name. Internet RFCs require this, so we do too.

postconf -e "sntpd_hel o_required = yes"

| also changed the smtpd_banner to "$myhostname ESM TP $mail _name SpamSnake".
Preface: Postfix' restriction stages are as follows, and are processed in the following order:
sntpd client restrictions

sntpd_helo restrictions

snt pd_sender _restrictions

sntpd_recipient_restrictions

sntpd _data restrictions

We are only going to place entries in the last three restriction stages. Restriction stages are processed in this order regardless of the order listed in main.cf.

6.3.2 smtpd_sender_restrictions
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This restriction stage restricts what sender addresses this system acceptsin MAIL FROM: commands (the envel ope sender). We will place three tests
(restrictions) in this restriction stage.

6.3.4 check _sender_access (Optional)

Here we ask Postfix to compare the envelope sender to entriesin an/ et ¢/ post fi x/ sender _access database and act upon those entries if amatch is
found. We also define what action is taken there (OK, DUNNO, REJECT etc.) on a sender by sender basis. If the sender is not listed in the file, the test
evaluates to DUNNO, and the next test is performed.

6.3.5rgect_non_fgdn_sender

Reject when the envelope sender mail addressis not in the proper format.

6.3.6 regject_unknown_sender _domain

Reject when the envel ope sender's domain part of the mail address hasno DNS"A" or "M X" record at all. On occasion, you will see in areport that
someone you wish to receive mail from has been regjected by this setting. One possible cause of thisis when legitimate senders deliberately use bogus
domain names so you will not reply to them. Thisiswhere the sender access list comesin handy. Y ou can give them an OK there, and this test will be
bypassed.

Now to implement these three restrictions:

post conf -e "snt pd_sender_restrictions = check_sender _access hash: / et c/ post fi x/ sender _access, rej ect _non_f qdn_sender,

rej ect _unknown_sender _donai n"

6.3.7 smtpd_recipient_restrictions

The access restrictions that the Postfix SMTP server appliesin the context of the RCPT TO: command. This refers to the "envel ope recipient” which is what
the client gave in the "RCPT TO:" line during the SMTP session, not the header "To:" line. Let's ook at those specific restrictions (tests) we placein
smtpd_recipient_restrictions:

6.3.8 permit_mynetworks
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Allows machines listed in "mynetworks" to skip the rest of the testsin this restriction stage (permit = OK). In other words, it exits this stage and is tested in
the next stage (smtpd_data restrictions). Because permit_mynetworks is placed in front of reject_unauth_destination, this means machines in $mynetworks
are allowed to relay mail to any domain. Without this, we would only be able to send mail to our own domain(s). If the IP address of the sender is not listed
in $mynetworks, the test evaluates to "DUNNQO" and continues on to the next test (reject_unauth_destination).
6.3.9rgect_unauth_destination & reect_unknown_recipient_domain
This, along with permit_mynetworks is used for relay control. This setting, in essence, means that mail bound for any domain that we have not configured
our machine to accept mail for will be rejected. In our case Postfix will use the relay_domains setting (or table) that we configured earlier to determine what
domains those are. If the domainislisted in relay_domains, this test evaluates to "DUNNO" and the session is allowed to go on to the next test (if any).
6.3.10 rgect_unauth_pipelining
Rejects bulk mailers that attempt to use pipelining to speed delivery, without checking if it is supported first (non-RFC, common among spammers).
Now to implement these three restrictions:

post conf -e "snt pd_recipient_restrictions = rej ect _non_f gdn_sender, rej ect _unknown_sender _donmai n, rej ect_non_fqgdn_recipi ent,

rej ect _unknown_r eci pi ent _domai n, per m t _mynet wor ks, rej ect _unaut h_desti nati on, rej ect _unaut h_pi pel i ni ng, rej ect _i nval i d_hel o_host namne,

rej ect _non_fgdn_hel o_hostnanme, reject_rbl_client zen.spanmhaus. org"

6.3.11 smtpd_data restrictions

Optional access restrictions that the Postfix SMTP server appliesin the context of the SMTP DATA: command. Like smtpd_recipient_restrictions, thisisa
restriction stage.

6.3.12 rgect_unauth_pipelining
| repeat this setting in smtpd_data restrictions asit is not always effective when placed in smtpd_recipient_restrictions. | includeit in

smtpd_recipient_restrictionsas | like to place it prior to any policy servers. Note that there are only a couple of restrictions that make good use of
smtpd_data restrictions.
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postconf -e "sntpd_data_restrictions = reject_unauth_pi pelini ng"

6.3.13 /etc/postfix/sender _access

We referenced thisfile in smtpd_sender_restrictions. We use this file to check the sender right at the front door. In thisfile, well list certain
senders/domaing/| Paddress ranges for special handling. Below are bogus examples, create your own as you see fit. Please read
/ etc/ postfix/sender_access for moreinformation. Although you could use thisfile for various purposes, considering the way we have set thisup in

smtpd_sender_restrictions, | suggest using it to either blacklist senders, or alow certain senders to bypass the remaining tests in
snt pd_sender _restrictions,

vi /etc/postfix/sender_access

Since thisis a hash table, you need to postmap it as usual:

post map / etc/ postfix/sender_access

6.3.14 Final Look at the Postfix I nstall
Review changes:

| ess /etc/postfix/main.cf
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Check the contents of the file for errors and repair if needed. Fire up Postfix:

postfix start

Check that Postfix responds:

telnet 127.0.0.1 25

Y ou should see:

220 [your FQDNhere] ESMIP Postfix (Ubuntu)

Hit [enter] afew times; then type qui t to exit.

If it does not reply in this manner, open another terminal window and stop Postfix:

postfix stop

Make sure you ran newal i ases and all the post map commands above. Check al the settingsin main.cf and master.cf. Any time you make changes to
master.cf or main.cf or to datatables, most (not all) of the time, it isrequired that you to reload Postfix with:

postfix rel oad

7 Pyzor, Razor, DCC, SpamAssassin and MailScanner Configuration7.1 Install MailScanner
Install Mail Scanner Dependencies by doing the following:

apt-get install Iibconvert-tnef-perl |ibdbd-sqlite3-perl |ibfilesys-df-perl |ibmailtools-perl |ibm me-tools-perl |ibmnme-perl |ibnet-cidr-perl
|'i bsys-sysl og-perl |ibio-stringy-perl |ibfile-tenp-perl
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Install Mail Scanner from the Debian .deb Source:

wget http://debi an.intergenia. de/ debi an/ pool / mai n/ m mai | scanner/ nai | scanner _4.68.8-1_al | . deb

dpkg -i nmil scanner_4.68.8-1_all.deb

7.2 Pyzor Configuration
We need to change some permissions on pyzor first:
chnod - R a+r X /usr/share/ doc/ pyzor /usr/bin/pyzor /usr/bin/pyzord

chnod - R a+rxX /usr/shar e/ pyt hon- support/ pyzor

Here we supply the IP address of the Pyzor server to Pyzor. Thiswill create the server's P address in a serversfile therein. Then it will test the connection.

If you are behind afirewall, open port 24441/udp in and out to your server. While you're at it also open up 6277/udp for DCC, 2703/tcp for Razor and
783/tcp for SpamAssassin:

pyzor --honedir /var/lib/Mil Scanner di scover

pyzor ping

7.3 Razor Configuration
Create the .razor configuration:

cd

rm/etc/razor/razor-agent.conf
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nkdi r /var/lib/ Mil Scanner/.razor

razor-admin -home=/var/|ib/ Mil Scanner/.razor -create
razor-adm n -honme=/var/li b/ Mil Scanner/.razor -discover
razor-adm n -home=/var/li b/ Mil Scanner/.razor -register
chown -R postfix: wwmdata /var/lib/Mil Scanner

chnod - R ug+rwx /var/li b/ Mil Scanner

Make the following changesto/ var/ i b/ Mai | Scanner/ . razor/razor-agent. conf:

vi /var/lib/ Mil Scanner/.razor/razor-agent.conf

Change debugl evel = 3 todebugl evel = 0 (yeszeronot"0"). Thiswill prevent Razor from filling up your drive with debug information. Those two
lines should look like this when done:

debuglevel =0

razorhome = /var/lib/Mail Scanner/.razor/

7.4 DCC Setup and Configuration
Install DCC from .deb source:
wget http://launchpadlibrarian. net/ 11564361/ dcc-server_1.3.42-5_i 386. deb

wget http://launchpadlibrarian. net/ 11564359/ dcc-common_1. 3. 42-5_i 386. deb
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dpkg -i dcc-comon_1. 3. 42-5_i 386. deb

dpkg -i dcc-server_1.3.42-5_i 386. deb

We are not running a DCC server, so we don't need to waste time checking ourselves.

Oncetheinstallation is done run:
cdcc "delete 127.0.0. 1"

cdcc "delete 127.0.0.1 Geylist"

Test our installation with:

cdcc info

Y ou should get 'requests ok’ from the servers.

8 Configuring MailScanner and ClamAV 8.1 Stop Postfix:

postfix stop

Install the packages:

apt-get install clamav cl amav-daenon

Update ClamAYV virus defenitions:

freshcl am
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Once that is done, we need to make a directory for SpamAssassin in the spool and give postfix permissionsto it, if you run sa-learn --force as root, bayes
databese that is stored in these directories will change to root:root and spamassassin will error looking at the db. Just keep an eye on the mail.log and you'll
remember to change the permissions back. Also disable the Mail Scanner default configs:

nkdir /var/spool / Mai | Scanner/ spamassassi n

Backup your Mai | Scanner . conf file:

cp /etc/ Mail Scanner/ Mai | Scanner. conf /etc/ Mail Scanner/ Mai | Scanner. conf . back

Edit Mai | Scanner. conf:

vi /etc/ Mail Scanner/ Mai | Scanner . conf

Change the following parametersin Mai | Scanner . conf :
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Thefirst 9 lines are basically required in order for everything to work, the rest are recommended.
8.2 header checks & body_ checks

Let's go ahead and put thisin main.cf. header _checksis required because it allows usto hold al incoming email in order for Mail Scanner to do its thing:

postconf -e "header_checks = regexp:/etc/postfix/header_checks"

Edit header_checks:

vi [etc/postfix/header_checks

Add thisline to the header_checks file, without it MailScanner will not work:

8.3 Fix to Disable Per mission Checks on MailScanner Directories
Comment out the lines that check directory permissionson/var/* in/etc/rc2. d/ S20mai | scanner .

Inthefile/ et c/ def aul t/ mai | scanner , make sure this parameter is at 1:

vi /etc/defaul t/ mil scanner
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run_mailscanner=1

8.4 MailScanner Webmin Plugin (Optional)

Loginto Webmin, htt ps: //1 ocal host : 10000, and install the Mail Scanner module for webmin found at
http://inter nap.dl.sour cefor ge.net/sour cefor ge/msfr ontend/webmin-module-1.1-4.wbm. After thisis done, you'll have to enter the following into your
mailscanner module to get it to work:

Full path to MailScanner program/ et c/ i ni t. d/ mai | scanner
Full path and filename of MailScanner config file/ et ¢/ Mai | Scanner / Mai | Scanner . conf
Full path to the Mail Scanner bin directory / usr/ sbi n
Full path and filename for the Mail Scanner pid file/ var/ run/ Mai | Scanner / Mai | Scanner . pi d
Command to start MailScanner / et c/ini t. d/ mai | scanner start
Command to stop MailScanner / et c/init. d/ nmai | scanner stop
8.5 You can now start the system

/etc/init.d/ mail scanner start

/etc/init.d/ postfix start

Check your logs for errors:

tail -f /var/log/mail .l og

9 MailWatch Installation I nstructions

This setup assumes you are using Apache v2.x and not Apache v1.x.

9.1 Before Starting
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Make sure that MailScanner is working before you continue with the MailWatch install!
Notes for Ubuntu:

Y ou must have aworking Mail Scanner set-up and running copies of MySQL, Apache, and PHP. Y ou must also have the Perl DBD-MySQL package
installed for the Perl portions of MailScanner to utilize the MySQL database.

The default php.ini set should have the following set correctly, you may want to check this:
- short_open_tag = On

- safe_mode = Off

- register_globals = Off

- magic_quotes gpc =0n

- magic_quotes_runtime = Off

- session.auto_start =0

These will be commented out you must remove the "#" to activate them:

- extension=mysql.so
- extension=gd.so

9.2 Installation

All commands below should be run as root.

9.3 Download the latest MailWatch release
wget http://downl oads.sourceforge.net/mailwatch/mailwatch-1.0.4.tar.gz?modtime=1178902008& big_mirror=0
tar xzvf mailwatch-1.0.4.tar.gz

cd mailwatch-1.0.4

9.4 Create the database

mysgl -p < create.sql
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NOTE: you will need to modify the above as necessary for your system if you have aroot password for your MySQL database (recommended!) - Debian
will ask for one.

9.5 Createa MySQL user and password & Set-up MailScanner for SQL logging

mysql -p
mysgl> GRANT ALL ON mailscanner.* TO mailwatch@localhost IDENTIFIED BY ‘password’;

Remember the password! Y ou need the single quotes ' to surround your password.

9.6 Edit and copy MailWatch.pm

Edit MailWatch.pm and change the $db_user and $db_pass values accordingly and move MailWatch.pm.

mv MailWatch.pm /etc/Mail Scanner/CustomFunctions/

9.7 Createa MailWatch Web User

mysgl mailscanner -u mailwatch -p

Enter password: ******

mysgl> INSERT INTO users VALUES (‘username’,md5('password’),'mailscanner’,'A','0','0','0",'0",'0");

9.8 Install & Configure MailWatch

From within the unpacked mailwatch directory move the directory called 'mailscanner' to the web server's root.

mv mailscanner/ /var/www/
cd /var/www/mailscanner

Make atemp directory:
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mkdir temp
chgrp www-data temp
chmod g+w temp

Check the permissions of /var/www/mailscanner/images and /var/www/images/cache - they should be ug+rwx and owned by root and in the same group as
the web server user.

chown root:www-data images
chmod ug+rwx images

chown root:www-data images/cache
chmod ug+rwx images/cache

Create conf.php by copying conf.php.example and edit the values to suit, you will need to set DB_USER and DB_PASS to the MySQL user and password
that you created earlier.

Change these values as shown below:

9.9 Set-up MailScanner
Next edit /etc/Mail Scanner/Mail Scanner.conf.
vi /etc/Mail Scanner/Mail Scanner.conf
Y ou need to make sure that the following options are set:

- Quarantine User = root

Copyright © 2008 Rocky (Contact Author) (Forums) All Rights Reserved. HowtoForge Page 57 of 104



The Perfect SpamSnake - Ubuntu 8.04 LTS http: //mww.howtofor ge.conv

- Quarantine Group = www-data

- Quarantine Permissions = 0660

- Quarantine Whole Message = yes

- Always Looked Up Last = & MailWatchL ogging
And check these as well:

- Quarantine Whole Message As Queue Files=no
- Detailed Spam Report = yes

- Include Scores In SpamA ssassin Report = yes

Spam Actions, High Scoring Spam Actions and No Spam Actions should also have 'store’ as one of the keywords if you want to quarantine those items for
bayes learning or viewing from within MailWatch.

9.10 Integrate SQL Blacklist/Whitelist (optional)
If you would like to manage the Mail Scanner whitelist and blacklist from within the MailWatch web interface perform the following steps.

1. Edit the MySQL connection values within the Createl ist subroutine of SQL BlackWhiteList.pm to match the values you entered previous into
MailWatch.pm. Both files should contain the same values. (Look for the following lines in SQL BlackWhiteList.pm and enter your own data.)

my($db_user) = 'mailwatch’;

my($db_pass) = 'password';
2. Copy SQLBlackWhiteList.pm to /etc/Mail Scanner/CustomFunctions/.
3. Edit MailScanner.conf and set:

- Is Definitely Not Spam = & SQLWhitelist
- Is Definitely Spam = & SQLBlacklist

9.11 Fix to allow MailWatch to work with Postfix nbound/Outbound Queue
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Download the patch from http://www.gbnetwor k.co.uk/mailscanner /postfixmail.tar.gz

cd /usr/src
wget http://www.gbnetwork.co.uk/mailscanner/files/postfixmail .tar.gz
tar xvfz postfixmail.tar.gz
cd postfixmail
cp postfix* /var/www/mailscanner
patch /var/www/mailscanner/functions.php functions.php.diff
9.12 SpamAssassin
First we need to disable the default SpamAssassin configuration file:
mv /etc/spamassassin/local .cf /etc/spamassassin/local .cf .disabled
Now let's backup the SpamA ssassin configuration file in Mail Scanner then edit:
cp /etc/Mail Scanner/spam.assassi n.prefs.conf /etc/Mail Scanner/spam.assassi n.prefs.conf.back
Add pyzor and razor paths:
Vi /etc/Mail Scanner/spam.assassin.prefs.conf

Add these lines to the top of spam.assassin.prefs.conf:

pyzor_options --homedir /var/lib/Mail Scanner/
razor_config /var/lib/Mail Scanner/.razor/razor-agent.conf

9.13 Move the Bayesian Databases and set-up per missions (skip thisif you don't use bayes)

Edit /etc/Mail Scanner/spam.assassin.prefs.conf and set:

Vi /etc/Mail Scanner/spam.assassin.prefs.conf
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Look for these lines and change them accordingly:

"Y OURDOMAIN-COM" should be replaced with whatever you used for "%org-name%" in the Mail Scanner.conf file. Leave the "X-" in place.
Thisis the same orgname used in the Mail Scanner.conf above.

Create the 'new' bayes directory, make the directory owned by the same group as the web server user and make the directory setgid:

mkdir /etc/Mail Scanner/bayes

chown -R root:www-data /etc/Mail Scanner/bayes
chmod -R ug+rw /etc/Mail Scanner/bayes

chmod g+s /etc/Mail Scanner/bayes

Copy the existing bayes databases and set the permissions (Note: This part can be skipped if bayes was not previously enabled because the bayes directory
would not have been created):

cp /var/lib/Mail Scanner/bayes * /etc/Mail Scanner/bayes
chown root:www-data /etc/M ail Scanner/bayes/bayes *
chmod g+rw /etc/Mail Scanner/bayes/bayes *

Make sure that "bayes auto_expire 0" is not commented out in spam.assassin.prefs.conf:
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Edit the SpamA ssassin v310.pre to enable Razor and DCC:
Vi /etc/spamassassin/v310.pre
Uncomment the following lines:

loadplugin Mail::SpamAssassin::Plugin::DCC
loadplugin Mail:: SpamA ssassin::Plugin::Razor2

If you want then you can test SpamA ssassin to make sure that it is using the new databases correctly:

spamassassin -D -p /etc/Mail Scanner/spam.assassin.prefs.conf --lint

and you should see something like:

debug: using "/etc/Mail Scanner/spam.assassin.prefs.conf” for user prefsfile
debug: bayes: 28821 tie-ing to DB file R/O /etc/Mail Scanner/bayes/bayes toks
debug: bayes: 28821 tie-ing to DB file R/O /etc/Mail Scanner/bayes/bayes seen
debug: bayes: found bayes db version 2

debug: Score set 3 chosen.

9.13.1 SpamAssassin Bayes Databaseto SQL Conversion
Pre-requisities

a. You'll need the perl-DBI and perl-DBD-MySQL modulesinstalled.
Assumptions and Variables:

SpamA ssassin Bayes Database Name: sa_bayes

SpamAssassin Bayes Database UserName: sa_user
SpamAssassin Bayes Database Password: sa_password
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Create the MySQL database:

First of all, create a database on the server where you intend on storing the bayesian information.
mysql -u root -p

mysql> create database sa_bayes,

mysgl> GRANT ALL ON sa bayes.* TO sa_user@localhost IDENTIFIED BY 'sa_password
mysgl> flush privileges,

Locate the bayes mysql.sql file:

find / -name bayes mysgl.sqgl
mysql -u sa_user -p sa_bayes < /path/to/bayes mysgl.sql

Backup your current bayes database:

sa-learn -p /etc/Mail Scanner/spam.assassin.prefs.conf --backup > sa_bayes backup.txt

Warning: The next command can completely wipe out your bayes database!

sa-learn -p /path/to/spam.assassin.prefs.conf --clear #(entirely optional, incase you want to rollback)

M ake some changes to your spam.assassi n.prefs.conf:

and comment out the following lines:
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#bayes path /etc/Mail Scanner/bayes/bayes
#bayes file_ mode 0660
Populate the Bayes SQL database.
Now for recovering the bayes dbm to bayes sql.
sa-learn -p /etc/Mail Scanner/spam.assassin.prefs.conf --restore sa_bayes backup.txt
This process may take some time depending on the size of your bayes database.
Also add thisto your crontab:

crontab -e

3001 * * * /path/to/sa-|earn --force-expire --sync -p /etc/Mail Scanner/spam.assassin.prefs.conf

9.14 Bring it all Together

Now that we have everything in there, set the correct permissions:
chown -R postfix:www-data /var/spool/Mail Scanner

chown -R postfix:www-data /var/lib/Mail Scanner

chown -R postfix:www-data /var/run/Mail Scanner

chown -R postfix:www-data /var/lock/subsys/Mail Scanner
chown -R postfix:www-data /var/spool/postfix/hold

chmod -R ug+rwx /var/spool/postfix/hold

Finally make sure you restart Mail Scanner.

fetc/init.d/mailscanner restart
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Test out the setup:

spamassassin -X -D -p /etc/Mail Scanner/spam.assassin.prefs.conf --lint

Check for lineslike:

debug: bayes: Database connection established

debug: bayes: found bayes db version 3

debug: bayes: Using userid: 2

and some more like

debug: bayes: tok_get_all: Token Count: 20

debug: bayes token 'somewhat’ ? 0.978

debug: bayes: score = 0.845189622547555

Y ou should see lines come up with DCC, Pyzor and Razor that say loading plugin and hopefully no errors.

Finishing up this part we need to add cron jobs that will clean/update, you probably saw the message about this after the Mail Scanner install script finished.
First edit conf.php and set 'QUARANTINE_DAYS TO_KEEP in conf.php and change the following line in do_clean.

#/usr/bin/php -gn

to

#!/usr/bin/php -q

Install quarantine clean up script:

cp /usr/src/mailwatch-1.0.4/tools/quarantine_maint.php /usr/bin/quarantine_maint.php
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cp /usr/src/mailwatch-1.0.4/tools/db_clean.php /usr/bin/db_clean.php
chmod +x /usr/bin/quarantine_maint.php
chmod +x /usr/bin/db_clean.php
Run
crontab -e
and add the following:
1510 * * 2 /usr/bin/quarantine_maint.php -clean &> /dev/null
5823 * * * Jusr/bin/db_clean.php &> /dev/null

Disable the mailscanner installed cron script /etc/cron.daily/clean.quarantine (Note: Do this only if the clean.quarantine script exists).

$disabled = 1;

9.15 Reboot

reboot

Check your mail.log again:

tail -f /var/log/mail.log

At this point you should have a functional spamfilter and should see something like:

Jun 13 12:18:23 hoshi Mail Scanner[26388]: Mail Scanner E-Mail Virus Scanner version 4.20-3 starting...
Jun 13 12:18:24 hoshi Mail Scanner[26388]: Config: calling custom init function MailWatchL ogging

Jun 13 12:18:24 hoshi Mail Scanner[26388]: Initialising database connection
Jun 13 12:18:24 hoshi Mail Scanner[26388]: Finished initialising database connection
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Congratulations - you now have Mail Scanner logging to MySQL.
9.16 Test the MailWatch interface

Point your browser to http://<hostname>/mailscanner/ - you should be prompted for a username and password - enter the details of the MailWatch web user
that you created earlier, and you should see alist of the last 50 messages processed by Mail Scanner.

If you're not able to see the mails, then you may have to set the following persmissions:
chgrp -R www-data /var/spool/Mail Scanner
Y ou may have to create the following to prevent an error in alint test:
mkdir /var/www/.spamassassin
9.17 Fix for Ubuntu 8.04 (kept removing directories upon reboot)
Edit /etc/rc.local and add the following before the exit line:
mkdir /var/run/Mail Scanner
mkdir /var/lock/subsys
mkdir /var/lock/subsys/Mail Scanner
chown -R postfix:www-data /var/run/Mail Scanner
chown -R postfix:www-data /var/lock/subsys/Mail Scanner

[etc/init.d/postfix restart
/etc/init.d/mailscanner restart

9.18 Update the SpamAssassin Rulestable
MailWatch keeps alist of all the SpamAssassin rules and descriptions which are displayed on the 'Message Detail’ page - to show the descriptions, you need

to run the updater every time you add new rules or upgrade SpamAssassin. Click on the 'Tools/Links menu and select 'Update SpamA ssassin Rule
Descriptions and click ‘Run Now'.
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9.19 Update the Geol P database
Change /var/www/mail scanner/geoip_update.php:

vi lvar/www/mailscanner/geoip_update.php

dbquery("LOAD DATA INFILE

to

dbquery("LOAD DATA LOCAL INFILE

Make sure you have allow_url_fopen = On in your php.ini set.
Click on the "Tools/Links menu and select 'Update Geol P database’ and click 'Run Now'.
9.20 Setup the Mail Queue watcher (optional)

Y ou can get MailWatch to watch and display your sendmail or exim queue directories - all you need to do is copy mailg.php (from the root of the
mailwatch tarball - not from the mailscanner directory - they are different!) to /usr/local/bin and set-up a cron-job to run it.

Edit mailg.php first to change the require line to point to the location of functions.php, then:

cp mailqg.php /usr/local/bin
crontab -e

0-59* * * * Jugr/local/bin/mailg.php

Note: mailg.php re-creates all entries on each run, so for busy sites you will probably want to change thisto run every 5 minutes or greater.
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9.21 Setup the Sendmail Relay L og watcher (optional)
Y ou can get MailWatch to watch your sendmail logs and store all message relay information which is then displayed on the 'Message Detail' page which
helps debugging and makes it easy for a Helpdesk to actually see where a message was delivered to by the MTA and what the response back was (e.g. the
remote queue id etc.).

cp tools/sendmail_relay.php /usr/local/bin
nohup /usr/local/bin/sendmail_relay.php 2>& 1 > /dev/null &

9.22 Fix to allow wildcardsin Whitdlist/Blacklist

Add the following to the bottom of the return 1 section in your SQL BlackWhiteList.pm:

9.23 Fix for the Reporting Function in M essage Oper ations
Change the following in /var/www/mail scanner/do_message _ops.php file:

vi /var/www/mailscanner/do_message _ops.php

to
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9.24 Fix to Allow Quar antine Release of M essages
Change the following in /var/www/mailscanner/conf.php:
defing(QUARANTINE_FROM_ADDR, 'postmaster @domain.tld');

*Y ou need to put the full email address or thiswill not work.

Also make sure the following string is set to true:
define(QUARANTINE_USE_FLAG, true);

If you'd like the message to be released in it's original form and not as an attachment, set the following line to true:

define{QUARANTINE_USE_SENDMAIL, true);

9.24.1 Dangerous Content:
Open /etc/Mail Scanner/Mail Scanner.conf and change the following:

Dangerous Content Scanning = yes

To

Dangerous Content Scanning = %rules-dir%/content.scanning.rules
Create /etc/Mail Scanner/rules/content.scanning.rules and add the following:

From: 127.0.0.1 no
FromOrTo: default yes
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9.24.2 Filename and Filetype Release:
Modify /etc/Mail Scanner/Mail Scanner.conf and set the following:

Filename Rules = %etc-dir%/filename.rules

Filetype Rules = %etc-dir%/filetype.rules

Then create the following files as shown in /etc/Mail Scanner:

/etc/Mail Scanner/filename.rules:;

From: 127.0.0.1 /etc/Mail Scanner/filename.rules.allowall.conf

FromOrTo: default /etc/Mail Scanner/filename.rul es.conf

/etc/Mail Scanner/filetype.rules:

From: 127.0.0.1  /etc/Mail Scanner/filetype.rules.allowall.conf
FromOrTo:  default /etc/Mail Scanner/filetype.rules.conf/etc/Mail Scanner/filename.rules.allowall.conf:
alow * - -

/etc/Mail Scanner/filetype.rules.allowall.conf:
alow * - -
9.24.3 Releasing Spam Messages

To allow MailWatch to release Spam messages without them being processed again, add 127.0.0.1 as awhitelist item in MailWatch/List interface. Make
sure to restart Mail Scanner after configuring these options. Below iswhat my entry looks like.

127.0.0.1defaultDelete

9.25 Fix to Allow Multiple Release of Messages in Message Operations
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Edit /var/www/mailscanner/do_message ops.php and make the following changes:
case'F':
$type="forget';
break;
case'R":
$type="release’;
break;
default:
continue;

break;

Then, find the following section and change it to look like this:
$itemnum = array($num);
if ($type == "release’{
if($quarantined = quarantine _list_items($id,RPC_ONLY)) {

$to = $quarantined[0]['to'];
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echo " <tr><td><a href=" detail .php?id=$id" >$id</a></td><td>$type</td><td>" . quarantine release($quarantined, $itemnum, $to, RPC_ONLY) .
" <ftd></tr>n";

}else{

echo " <tr><td><a href=" detail .php?id=$id" >$id</a></td><td>$type</td><td>" . quarantine_learn($items, $itemnum, $type, RPC_ONLY) .
" <ftd></tr>n";

}
}

echo " </TABLE>n";

}

}

echo" </TD>n";

Next we edit the /var/www/mailscanner/functions.php file and change:
$fieldname[$f] =" Ops<br>S H F";
To

$fidldname[$f] =" Ops<br>S H F R";
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Next change:

array_unshift($row, " <INPUT NAME=" OPT-REPLACEME" TYPE=RADIO VALUE="S"> <INPUT NAME="0OPT-REPLACEME" TYPE=RADIO
VALUE="H"><INPUT NAME="OPT-REPLACEME" TYPE=RADIO VALUE="F">"),

To:

array_unshift($row, " <INPUT NAME=" OPT-REPLACEME" TYPE=RADIO VALUE="S"><INPUT NAME="OPT-REPLACEME" TYPE=RADIO
VALUE="H"><INPUT NAME="OPT-REPLACEME" TYPE=RADIO VALUE="F"><INPUT NAME="OPT-REPLACEME" TYPE=RADIO
VALUE="R">");

Next find the block with the javascript function to handle radio buttons. Add athird value like so:

echo " function SetRadios(p) {n";

echo" var val;n";

echo" if (p=="S) {n";

echo" val =0;n";
echo" } elseif (p=="H") {n";
echo" val=1;n";
echo" } elseif (p=="F'") {n";
echo" val =2;n";
echo" } eseif (p=="R") {n";

echo" val =3;n";
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echo" }eseif (p=="C") {n";

echo" ClearRadios();n";

Now, add the text for the radios:

echo" <ahref="javascript: SetRadios('S')" >S</a>";
echo" <ahref="javascript: SetRadios('H")" >H</a>";
echo" <ahref="javascript:SetRadios('F')" >F</a>";

echo" <ahref="javascript:SetRadios('R')" >R</a>";

Finally, change:

echo " <P><b>S</b> = Spam <b>H</b>=Ham <b>F</b>=Forgetn";

To:

echo " <P><b>S</b> = Spam <b>H</b>=Ham <b>F</b>=Forget <b>R</b>= Releasen";
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9.26 Fix to Allow Correct ClamAV Status

Change the following in /var/www/mailscanner/clamav_status.php file:

<?passthru(get_virus_conf('clamav')." -V | awk -f ./clamav.awk"); ?>

to

<?passthru( &€ /usr/sbin/clamd a€“V | awk a€“f ./clamav.awka€™; ?>

10 Install and Configure SPF

Thepost fi x-pol i cyd- spf-per| package dependson the Mai | : : SPF and the Net Addr : : I P Perl modules.

We need to download post f i x- pol i cyd- spf - per| from http://www.openspf.org/Software to the/ usr/ src/ directory and install it to the
lusr/1ib/postfix/ directory likethis:

cd /usr/src

wget http://ww. openspf. org/ bl obs/ postfix-policyd-spf-perl-2.005.tar.gz
tar xvfz postfix-policyd-spf-perl-2.005.tar.gz

cd postfix-policyd-spf-perl-2.005

cp postfix-policyd-spf-perl /usr/lib/postfix/policyd-spf-perl

Then we edit/ et ¢/ post fi x/ mast er. cf and add the following stanza at the end:
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vi /etc/postfix/ master. cf

(The leading spaces before user =nobody are important so that Postfix knows that this line belongs to the previous one!)

Then open/ et ¢/ post fi x/ mai n. cf and search for the snt pd_r eci pi ent _restricti ons directive. You should haver ej ect _unaut h_desti nati onin
that directive, and right after r ej ect _unaut h_dest i nati on you add check_pol i cy_servi ce uni x: private/ policy likethis:

vi /etc/postfix/nain.cf

or like this:

It isimportant that you specify check_pol i cy_servi ce AFTER rej ect _unaut h_dest i nati on or else your system can become an open relay!

Then restart Postfix:
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/etc/init.d/ postfix restart

That'sit already.

11 Install and Configure FuzzyOcr

apt-get install netpbmgifsicle libungif-bin gocr ocrad |ibstring-approx-perl |ibm dbmsync-perl inmagemagi ck tesseract-ocr

Download and install the latest FuzzyOCR devel version from http://fuzzyocr.own-hero.net/wiki/Downloads:

cd /usr/src/

wget http://users. own-hero. net/~decoder/fuzzyocr/fuzzyocr-3.5.1-devel .tar. gz
Unpack FuzzyOCR and move all FuzzyCer * files and the FuzzyOcr directory (they are all inthe FuzzyCer - 3. 5. 1/ directory) to
/etc/ mail/spamassassi n:

tar xvfz fuzzyocr-3.5.1-devel .tar.gz

cd FuzzyQcer-3.5.1/

my FuzzyCcr* /etc/ mail/spamassassin/

wget http://ww. gbnet wor k. co. uk/ nai | scanner/ FuzzyQcr. words -O /etc/ mail/spamassassi n/ FuzzyCcr . wor ds

We will be storing the image hashes in a mysgl database to improve on performance such that images that we have already scanned do not get scanned
again as OCR is aresource intense activity.

11.1 Create MySQL Database

The sql script creates the database and tables and adds a user f uzzyocr with the password f uzzyocr :

nysql -p < /etc/ mail/spamassassi n/ FuzzyCcr. nysql
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Change the password:

nmysql adm n -u fuzzyocr -p fuzzyocr newpassword

11.2 MailWatch Fix
Do the following to prevent an error in MailWatch:

vi /etc/mail/spamassassin/ FuzzyCcr. pm

Change 'use POSIX;' to 'use POSIX qw(SIGTERM);'
11.3 FuzzyOcr Configuration

FuzzyOCR's configuration file is /etc/mail/spamassassin/FuzzyOcr.cf. In that file amost everything is commented out. We open that file now and make
some modifications:

vi [etc/mail/spamassassin/ FuzzyCcr . cf

Put the following line into it to define the location of FuzzyOCR's spam words file:

focr_global_wordlist /etc/mail/spamassassin/FuzzyOcr.words

/etc/ mail / spamassassi n/ FuzzyCQcr . wor ds is a predefined word list that comes with FuzzyOCR. Y ou can adjust it to your needs.
Next change:

# Include additional scanner/preprocessor commands here:
#
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to

Finally add/enable the following lines:
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Thisiswhat the FuzzyOCR developers say about image hashing:
"The Image hashing database feature allows the plugin to store a vector of image features to a database, so it knows thisimage when it arrives a second time

(and therefore does not need to scan it again). The special thing about this function isthat it also recognizes the image again if it was changed sightly
(which is done by spammers). "

11.4 Test FuzzyOCR

cd /usr/src/FuzzyCer-3.5. 1/ sanpl es
spamassassi n --debug FuzzyCcr < ocr-ani mated.em > /dev/null

Y ou see the following:

[ 14808] info: FuzzyCcr: Found Score <9.000> for Exact |mage Hash

[ 14808] info: FuzzyCcr: Matched [1] tinme(s). Prev match: 16 sec. ago
[ 14808] info: FuzzyCcr: Message is SPAM Wrds found:

[ 14808] info: FuzzyCcr: "price" in 1 lines

[
[
[
[
[ 14808] info: FuzzyQcr: "conmpany" in 1 lines
[
[
[

[ 14808] info: FuzzyCcr: "alert" in 1 lines
[ 14808] info: FuzzyCcr: "news" in 1 lines
[ 14808] info: FuzzyCcr: (6 word occurrences found)

[14808] dbg: FuzzyCcr: Renmobve DIR /tnp/.spanassassi n14808JZSvHBt np
[14808] dbg: FuzzyQcr: Processed in 0.104555 sec.

12 Apply Relay Recipients
The following directions are meant for people using Microsoft Exchange 2000 or Microsoft Exchange 2003.
This page describes how to configure your mail gateway to periodically get alist of valid recipient email addresses from your Exchange system. By doing
this, you can configure your server to automatically reject any email addressed to invalid addresses. Thiswill reduce the load on your exchange server,

since it no longer has to process non-delivery reports, and it will reduce the load on your postfix server since it won't have to perform spam and virus
scanning on the message.
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12.1 Install Dependencies
Install the perl module Net::LDAP:

perl -MCPAN -e shell
install Net::LDAP

12.2 Create the Get Email Address Script
Create and edit the script:

vi /usr/bin/getadsntp. pl

Copy and paste the code below into this new file.

Copyright © 2008 Rocky (Contact Author) (Forums) All Rights Reserved. HowtoForge Page 81 of 104



The Perfect SpamSnake - Ubuntu 8.04 LTS http: //Amww.howtofor ge.com/

Copyright © 2008 Rocky (Contact Author) (Forums) All Rights Reserved. HowtoForge Page 82 of 104




The Perfect SpamSnake - Ubuntu 8.04 LTS http: //Amww.howtofor ge.com/

Copyright © 2008 Rocky (Contact Author) (Forums) All Rights Reserved. HowtoForge Page 83 of 104




The Perfect SpamSnake - Ubuntu 8.04 LTS http: //Amww.howtofor ge.com/

Next set the permissions on the file to allow it to be executed:

chrmod 500 /usr/bin/getadsntp. pl
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Edit the file to customize it for your specific domain. Since the fileis read only, you will need to use :w! to save thefilein vi.
1. Set $dc1 and $dc2 to the fully qualified domain names or | P addresses of 2 of your domain controllers.

2. Set shgbase equal to the LDAP path to the container or organizational unit which holds the email accounts for which you wish to get the email
addresses.

3. Set suser and $passwd to indicate which user account should be used to access this information. This account only needs to be a member of the domain,
so it would be a good idea to setup an account specifically for this.

12.3 Run the Script

Try running the script. If it works correctly, it will create /etc/postfix/relay_recipients Note that if your postfix server is separated from your active directory
controllers by afirewall, you will need to open TCP port 389 from the postfix server to the ADCs. At this point, you can update your
/etc/postfix/ main.cf torelay_recipient_maps. Youwill also haveto postmap the file to create the database.

get adsnt p. pl

At this point, you may want to edit / et c/ post fi x/ rel ay_reci pi ents and edit out any unwanted email addresses as this script imports everything.

12.4 Createthe Table

postmap /etc/ postfix/relay_recipients

Finally, you may want to set up acron job to periodically update and build the/ et ¢/ post fi x/ rel ay_r eci pi ents. db file. Y ou can set up a script called
/ usr/ bi n/ updat e-r el ay-reci pi ents. sh: (Optional)

vi [usr/bin/update-rel ay-recipi ents. sh

#!/bin/sh
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Don't forget to make sure the following isin your / et ¢/ post fi x/ mai n. cf file:

Make the script excutable:

chrmod +x /usr/bin/update-rel ay-recipi ents.sh

Run crontab to add this script to the scheduled jobs:

crontab -e

Now add the following lines to the bottom of the file. Note that this cron job will run every day at 2:30 AM to update the database file. Y ou may want to
run yours more frequently or not depending on how often you add new email usersto your system.

13 Filtering PDF, XLS and Phishing Spam with ClamAV (Sanesecurity Signatures)

Thereis currently alot of spam where the spam "information” is attached as .pdf or .xIsfiles, sometimes also hidden inside a .zip file. While these spam
mails are not easy to catch with e.g. SpamAssassin or a Bayesfilter, the ClamAV virus scanner can catch them easily when it is fed with the correct
signatures as ClamAYV isbuilt to scan mail attachments.
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13.1 Create a Folder and Download the Script
Create afolder for sanesecurity and download and give the script the proper permission.

apt-get install curl

nmkdi r /usr/src/sanesecurity

cd /usr/src/sanesecurity

wget http://ww. sanesecurity. co. uk/cl amav/ ss-nsrbl . txt
mv ss-nsrbl.txt /usr/bin/ss_update.sh

chnod +x /usr/bin/ss_update. sh

Edit ss_updat e. sh and change the following variables to match your installation:

clam_sigs="/var/lib/clamav"

The variable cl amav_si gs contains the path to the directory where your ClamAV signatures are stored.

clam_user="clamav"

Now we run the update script to check if the download works:

./ ss_updat e. sh

The result should look similar to this:

SaneSecurity SCAM Dat abase Updat e
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% Tot al % Received % Xferd Average Speed Time Tinme Tine Current
Dl oad Upl oad Total Spent Left Speed
100 116k 100 116k O 0 65448 0 0:00:01 0:00:01 --:--:-- 139k

% Total % Received % Xferd Average Speed Tine Tine Tine Current
Dl oad Upl oad Total Spent Left Speed
100 179k 100 179k 0 0 216k O --:--:-- =--:--:1-- --:--:-- 216k

Nunber of files: 1

Nunber of files transferred: 1

Total file size: 228436 bytes

Total transferred file size: 228436 bytes
Literal data: 228436 bytes

Mat ched data: O bytes

File list size: 33

File Iist generation tine: 0.001 seconds
File list transfer time: 0.000 seconds
Total bytes sent: 101

Total bytes received: 228579

sent 101 bytes received 228579 bytes 26903. 53 bytes/sec
total size is 228436 speedup is 1.00

Nunber of files: 1
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Nunber of files transferred: 1

Total file size: 550503 bytes

Total transferred file size: 550503 bytes
Literal data: 550503 bytes

Mat ched data: O bytes

File list size: 35

File Iist generation tine: 0.001 seconds
File list transfer time: 0.000 seconds
Total bytes sent: 103

Total bytes received: 550688

sent 103 bytes received 550688 bytes 157368. 86 bytes/sec
total size is 550503 speedup is 1.00

Now we a add the script to the root crontab to be run once a day:

crontab -e

Add the following line at the end of the root crontab:

0004 * * * Jusr/bin/ss_update.sh &> /dev/null

14 GreyListing with Postfix-gld14.1 I nstalling Postfix-gld

apt-get install postfix-gld

Create MySQL Database:

nysql a€“u root a€“p
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nysqgl > create database gl d_db
nysql > GRANT ALL ON gl d_db.* TO gl d_user @ocal host | DENTI FI ED BY &€ gl d_passwor da€™
nysql > flush privil eges;

Import t abl es. nysql :

nysql a€“u gl d_user a€“p gld_db < /usr/share/gl d/tables. nysql

Import t abl e-whitelist.sql:

nysql &€“u gl d_user a€“p gld_db < /usr/share/gld/table-whitelist.sql

Y ou will have to enable it by configuring that in the/ et ¢/ def aul t/ gl d:

vi /etc/default/gld

14.2 Configuration

Edit/etc/ gl d. conf according to your needs. I'm using the following settings:

vi /etc/gld.conf
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Edit/ et c/ postfix/ mai n. cf and add the following to snt pd_r eci pi ent _restrictions:

vi /etc/postfix/nain.cf
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check _policy_service inet:127.0.0.1: 2525
Doa

tail a€“f /var/log/nmail.log

and check your log for the following:
Apr 28 09:07:03 serverl gld: Geylist activated for recipi ent =<xxx@xX.conr sender =<xXX@XX. CONMP i P=<XXX. XXX. XXX. XXX>
Y ou can set up acron job to keep your database clean. Below iswhat I'm using in crontab -e running at midnight.

@daily /usr/bin/mysql -ugld_user -pgld_password -e 'USE gld_db; DELETE FROM greylist WHERE n > 0;' &> /dev/null

15 Logwatch Statistical Reporting (Optional)

Logwatch is a customizable log analysis system. Logwatch parses through your system'slogs for a given period of time and creates a report analyzing areas
that you specify, in as much detail as you require.

We will be using Logwatch to give us daily reports for mailscanner. Thisisaway for usto see how effective mailscanner redlly is.
Install Logwatch:

apt-get install |ogwatch

Edit the/ usr/ shar e/ | ogwat ch/ def aul t. conf/ | ogwat ch. conf and set the options:

vi [usr/sharel/l ogwat ch/ def aul t. conf/| ogwat ch
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Mail To = youremailaddress
Service = mailscanner

Test Logwatch:

| ogwat ch

It should generate alog file and email it to the email you specified.

16 Automatically Add A Disclaimer To Outgoing Emails With alterMIME (Optional)

This tutorial shows how to install and use alterMIME. alterMIME is atool that can automatically add a disclaimer to emails. In thisarticle | will explain
how to install it as a Postfix filter on Ubuntu.

16.1 Installing alterMIME
aterMIME can beinstalled as follows:

apt-get install altermnm ne

Next we create the user fi | t er with the home directory / var/ spool / fil ter - dterMIME will be run as that user:

useradd -r -c "Postfix Filters" -d /var/spool/filter filter
nkdir /var/spool/filter

chown filter:filter /var/spool/filter

chnod 750 /var/spool /filter

Afterwards we create the script / et ¢/ post f i x/ di scl ai mer which executes alterMIME. Ubuntu's aterMIME package comes with a sample script that we
can simply copy to/ et ¢/ post fi x/ di scl ai ner:
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cp /usr/share/ doc/alterm nme/ exanpl es/ postfix_filter.sh /etc/postfix/disclainer
chgrp filter /etc/postfix/disclainer
chrmod 750 /etc/postfix/disclainer

Now the problem with this script is that it doesn't distinguish between incoming and outgoing emails - it simply adds a disclaimer to all mails. Typically
you want disclaimers only for outgoing emails, and even then not for all sender addresses. Therefore I've modified the/ et ¢/ post fi x/ di scl ai mer script a
little bit - we'll come to that in a minute.

Right now, we create thefile/ et ¢/ post fi x/ di scl ai mer _addr esses which holds all sender email addresses (one per line) for which alterMIME should
add a disclaimer:

vi /etc/postfix/disclainer_addresses

Now we open/ et c/ post fi x/ di scl ai mer and modify it asfollows (I have marked the parts that |'ve changed):

vi /etc/postfix/disclainmnmer
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Next we need the text file/ et ¢/ post fi x/ di scl ai mer . t xt which holds our disclaimer text. Ubuntu's alterMIME package comes with a sample text that
we can use for now (of course, you can modify it if you like):

cp /usr/share/doc/alterm me/ exanpl es/ di scl ai mer.txt /etc/postfix/disclainer.txt

Finally we have to tell Postfix that it should use the/ et ¢/ post fi x/ di scl ai nmer script to add disclaimers to outgoing emails. Open
/etc/postfix/master.cf andadd-o content filter=dfilt: tothesntp line

vi /etc/postfix/master.cf
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At the end of the samefile, add the following two lines:

Restart Postfix afterwards:

/etc/init.d/ postfix restart

That'sit! Now adisclaimer should be added to outgoing emails sent from the addresses listed in/ et ¢/ post fi x/ di scl ai mer _addr esses.

17 Firewalling the SpamSnake with Firehollntroduction

Firehol is astateful iptables packet filtering firewall configurator. It is abstracted, extensible, easy and powerful. It can handle any kind of firewall, but most
importantly, it gives you the means to configure it, the same way you think of it.

17.1 Install Firehol
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Install firehol by doing:

apt-get install firehol

17.2 Firehol Settings
Edit/etc/ defaul t/firehol and change the following:

vi /etc/default/firehol

to

Edit/etc/firehol /firehol . conf and add the following:

vi /etc/firehol/firehol.conf
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Be sure to comment out the default configuration before applying these settings. Thisfilters all incoming connections that are not related to the above
services.

If you want to be less polite, you can drop them by adding the following after 'protection strong': pol i cy drop

17.3 Updating RESERVED_|PS list

cd /usr/src

wget http://firehol.sf.net/firehol.tar.gz
tar xzvf firehol.tar.gz

cd firehol

nmv get-iana.sh /usr/bin/get-iana.sh

chnod +x /usr/bin/get-iana.sh

Run the script to update RESERVED _|PS:

get-i ana. sh

Make sure to select 'yes when asked if you would like to save RESERVED IPSto/etc/firehol / RESERVED. | PS.
Start Firehol:

/etc/init.d/firehol start

Now your server is set up to only accept connections for the services you allowed.

Congratulations!

Y ou should now have a complete working SpamSnake.

Copyright © 2008 Rocky (Contact Author) (Forums) All Rights Reserved. HowtoForge Page 100 of 104



The Perfect SpamSnake - Ubuntu 8.04 LTS http: //mww.howtofor ge.conv

Here are some Mailwatch screenshots:
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