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Thistutorial explains how you can set up MySQL master-master replication on four MySQL nodes (running on Debian Etch). The difference to atwo node
master-master replication (which is explained here) isthat if you have more than two nodes, the replication goesin acircle, i.e., with four nodes, the
replication goes from nodel to node2, from node2 to node3, from node3 to node4, and from node4 to nodel.

Since version 5, MySQL comes with built-in support for master-master replication, solving the problem that can happen with self-generated keys. In former
MySQL versions, the problem with master-master replication wasthat ~ conflicts arose immediately if node A and node B both inserted an
auto-incrementing key on the same table. The advantages of master-master replication over the traditional master-slave replication are that you don't have to

modify your applications to make write accesses only to the master, and that it is easier to provide high-availability because if the master fails, you till
have the other master.

| do not issue any guarantee that this will work for you!
1 Preliminary Note
In this tutorial | will show how to replicate the database exanpl edb on four MySQL nodes:
- server 1. exanpl e. cont IP address 192. 168. 0. 100
- server2. exanpl e. cont |P address 192. 168. 0. 101
- server3. exanpl e. con |P address 192. 168. 0. 102

- server4. exanpl e. con |P address 192. 168. 0. 103

Each node is a master and a slave at the same time. All four systems are running Debian Etch; however, the configuration should apply to almost all

Copyright © 2009 All Rights Reserved. HowtoForge Page 1 of 25


/mysql5_master_master_replication_debian_etch

Setting Up Master-Master Replication On Four Nodes With MySQL 5 On Debian Etch http: //mww.howtofor ge.com/

distributions with little or no modifications.

Replication will work inacircle, i.e., the replication goesfrom ser ver 1 to ser ver 2, from ser ver 2 to ser ver 3, from ser ver 3 to ser ver 4, and from
server 4 back toserver1:

--> serverl --> server2 --> server3 --> server4 --> serverl --> ...
2 Installing MySQL 5.0
If MySQL 5.0 isn't already installed on ser ver 1 to ser ver 4, install it now:

serverl/server2/server3/server4:

apt-get install mysqgl-server-5.0 nysql-client-5.0

To make sure that the replication can work, we must make MySQL listen on all interfaces, therefore we comment out the line bi nd- addr ess =
127.0.0.1in/etc/ nysql/ny.cnf:

serverl/server2/server3/server4:

vi /etc/nysql/ny.cnf

Restart MySQL afterwards:
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serverl/server2/server3/server4:

/etc/init.d/ nysqgl restart

Then check with

serverl/server2/server3/server4:

netstat -tap | grep nysql

that MySQL isreally listening on al interfaces:
serverl: ~# netstat -tap | grep nysql
tcp 0 0 *:mysql *ox LI STEN 2671/ nysqgl d

serverl: ~#

Afterwards, set aMySQL password for the user r oot @ ocal host :

serverl/server2/server3/server4:

nmysql admi n -u root password yourr oot sql password

Next we create MySQL passwords for r oot @er ver 1. exanpl e. com r oot @er ver 2. exanpl e. com r oot @er ver 3. exanpl e. com and
root @erver 4. exanpl e. com

serverl.

nysqgl adm n -h server1. exanpl e.com -u root password yourrootsql password
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server2:

nmysql adm n -h server 2. exanpl e.com -u root password yourr oot sql password

server3:

nysql adm n -h server 3. exanpl e.com -u root password yourr oot sql password

server4.

nysql adm n -h server4. exanpl e.com -u root password yourr oot sqgl password

Now we set up areplication user sl aveuser _f or _s2 that can be used by ser ver 2 to access the MySQL database on ser ver 1:

serverl:

mysql -u root -p

On the MySQL shell, run the following commands:
GRANT REPLI CATI ON SLAVE ON *.* TO 'sl aveuser_for_s2' @% | DENTI FI ED BY ' sl ave_user _for_server2_password';
FLUSH PRI VI LEGES;

qui t;

Then we set up areplication user sl aveuser _f or _s3 that can be used by ser ver 3 to access the MySQL database on server 2...
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serverz2:

nmysql -u root -p

GRANT REPLI CATI ON SLAVE ON *.* TO 'sl aveuser_for_s3' @% | DENTI FI ED BY ' sl ave_user _for_server3_password';
FLUSH PRI VI LEGES;

qui t;

... and areplication user sl aveuser _f or _s4 that can be used by ser ver 4 to access the MySQL database on ser ver 3...

server3:

nysqgl -u root -p

GRANT REPLI CATI ON SLAVE ON *.* TO 'sl aveuser _for_s4' @% | DENTI FI ED BY ' sl ave_user _for_server4_password';
FLUSH PRI VI LEGES;

qui t;

...and finally areplication user sl aveuser _f or _s1 that can be used by ser ver 1 to access the MySQL database on ser ver 4:

server4.

nysql -u root -p
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GRANT REPLI CATI ON SLAVE ON *.* TO 'sl aveuser_for_s1' @% | DENTI FI ED BY ' sl ave_user _for_server1l_password';
FLUSH PRI VI LEGES;

qui t;

3 Some Notes
In the following | will assume that the database exanpl edb isalready existing on ser ver 1, and that there are tables with recordsin it.
Before we start setting up the replication, we create an empty database exanpl edb on server 2, server 3, and ser ver 4:

server2/server3/servers:

nysqgl -u root -p

CREATE DATABASE exanpl edb;

qui t;

4 Setting Up Replication

Now we set up master-master replicationin/ et c/ nysqgl / my. cnf . The crucia configuration options for master-master replication are
aut o_i ncrement _i ncrenent and aut o_i ncrenent _of f set :

-aut o_i ncrement _i ncrenent controls the increment between successive AUTO _INCREMENT values.
- aut o_i ncrenment _of f set determines the starting point for AUTO_INCREMENT column values.

L et's assume we have N MySQL nodes (N=4 in this example), then aut o_i ncrement _i ncr enent has the value N on all nodes, and each node must have a
different value for aut o_i ncrenent _of fset (1, 2, ..., N).
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We also need to configure| og- sl ave- updat es because otherwise replication will work only, for example, from ser ver 1 to ser ver 2, but not to ser ver 3
and server 4,

Now let's configure our four MySQL nodes:
serverl:

vi /etc/nysql/ny.cnf

Search for the section that starts with [ mysql d] , and put the following optionsinto it (commenting out all existing conflicting options):
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Then restart MySQL :

/etc/init.d/ nysql restart

Now do the sameon server2...
server2:

vi /etc/nysqgl/ny.cnf
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/etc/init.d/ nysql restart

...server3...

server3:

vi /etc/nysqgl/ny.cnf
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/etc/init.d/ nysql restart

...and server4;:
server4:

vi /etc/nysql/ny.cnf
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/etc/init.d/ nysqgl restart

Before we continue, we must make sure that no slave processes are running on ser ver 1 to ser ver 4:

serverl/server2/server3/server4:

/usr/ bi n/ mysql adm n --user=root --password=yourrootsql password stop-sl ave

Next we lock the exanpl edb database on ser ver 1, find out about the master status of ser ver 1, create an SQL dump of exanpl edb (that we will import
into exanpl edb onserver 2, server 3, andserver4 sothat al four databases contain the same data), and unlock the database so that it can be used again:

serverl:

nysqgl -u root -p
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On the MySQL shell, run the following commands:
serverl:

USE exanpl edb;

FLUSH TABLES W TH READ LOCK;

SHOW MASTER STATUS;

The last command should show something like this (please write it down, we'll need it later on):

nysql > SHOW MASTER STATUS;

Fom e e e o Fomm e o - Fom e e o Fom e e e o +
| File | Position | Binlog_Do_DB | Binlog_|gnore_DB |
L L T T T e Fommmmaea L LT T L L T T T e +
| mysql - bin. 000010 | 98 | exanpl edb | |
. . e . +

1 rowin set (0.00 sec)

nysql >

Now don't leave the MySQL shell, because if you leave it, the database lock will be removed, and thisis not what we want right now because we must
create a database dump now. While the MySQL shell is still open, we open a second command line window where we create the SQL dump snapshot . sql
and transfer it to server 2, server 3, and server 4 (using scp):

serverl:

cd /tnp

nysql dunp -u root -pyourrootsql password --opt exanpl edb > snapshot. sql
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scp snapshot.sql root@92.168.0.101:/tnp

scp snapshot.sql root @92.168.0.102:/tnp

scp snapshot.sql root @92.168.0.103:/tnp
Afterwards, you can close the second command line window. On the first command line window, we can now unlock the database and leave the MySQL
shell:
serverl:

UNLOCK TABLES;

qui t;

4.1 Setting Up Replication On server?2
(This chapter isfor ser ver 2 only!)
On server 2, we can now import the SQL dump snapshot . sql likethis:
server2:
/ usr / bi n/ nysql adni n --user=root --passwor d=your r oot sql password st op- sl ave
cd /tnp

nysql -u root -pyourrootsgl password exanpl edb < snapshot. sql
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Afterwards, we must find out about the master status of ser ver 2 aswell and write it down:

nmysql -u root -p

USE exanpl edb;

FLUSH TABLES W TH READ LOCK;

SHOW MASTER STATUS;

nysql > SHOW MASTER STATUS;

Fom e e e o Fomm e o - Fom e e o Fom e e e o +
| File | Position | Binlog_Do_DB | Binlog_|gnore_DB |
L L T T T e Fommmmaea L LT T L L T T T e +
| mysql - bin. 000010 | 1067 | exanpl edb | |
. . e . +

1 rowin set (0.00 sec)
nysql >
Then unlock the tables:

UNLOCK TABLES;

and run the following command to make ser ver 2 aslave of ser ver 1 (it is important that you replace the values in the following command with the values you got
from the SHOW MASTER STATUS; command that we ran on serverl!):

CHANGE MASTER TO MASTER _HOST=' 192. 168. 0. 100", MASTER USER=' sl aveuser for_s2', MASTER _PASSWORD=' s| ave_user _for_server2_password',
MASTER LOG FI LE=' nysql - bi n. 000010’ , MASTER LOG POS=98;
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Finally start the dave:

START SLAVE;

Then check the Slave status:

SHOW SLAVE STATUS \ G

http: //mww.howtofor ge.conv

It isimportant that both Sl ave_I O_Runni ng and Sl ave_SQ._Runni ng have the value Yes in the output (otherwise something went wrong, and you should

check your setup again and take alook at / var /| og/ sysl og to find out about any errors):

nysql > SHOW SLAVE STATUS G

khkkkhkhkkhkhkhkhkhhkhkhkhkhkhkhkkhkhx*

Slave IO State:
Mast er Host :
Mast er _User:
Mast er _Port:

Connect _Retry:

Master Log_File:
Read_Mast er _Log_Pos:

Rel ay _Log File:

Rel ay Log Pos:

Rel ay Master Log File:
Sl ave_| O Runni ng:

Sl ave_SQ._Runni ng:
Replicate Do DB:

Repl i cate_I gnore_DB:
Repl i cate_Do_Tabl e:

Repl i cate_Il gnore_Tabl e:
Replicate_WId _Do_Tabl e:
Replicate_WId_Ignore_Tabl e:

Copyright © 2009 All Rights Reserved.

r ow khkkkhkhkkhkhkhkhkhkhhhkhkhkhkrkkhkhx*

Waiting for nmaster to send event
192. 168. 0. 100

sl aveuser _for_s2
3306

60
nysql - bi n. 000010
98

sl ave-rel ay. 000002
235
nysql - bi n. 000010
Yes

Yes

exanpl edb
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Last _Errno:

Last _Error:

Ski p_Counter:
Exec_Master _Log_Pos:
Rel ay _Log Space:
Until _Condition:
Until _Log File:

Until _Log Pos:

Mast er SSL_Al | owed:
Master SSL _CA File:
Mast er _SSL_CA Pat h:
Master SSL_Cert:
Mast er _SSL_Ci pher:
Mast er _SSL_Key:
Seconds_Behi nd_Mast er:

1 rowin set (0.01 sec)

nysql >

0

98
235
None

o

Afterwards, you can leave the MySQL shell on ser ver 2:

qui t

Now the replication from ser ver 1 to ser ver 2 is set up. Next we must configure replication from ser ver 2 to ser ver 3.

4.2 Setting Up Replication On server3

(This chapter isfor server 3 only!)

On ser ver 3, we can now import the SQL dump snapshot . sql likethis:

server3:
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[ usr/bin/ mysql adm n --user=root --password=yourrootsql password stop-slave
cd /tnp

nmysql -u root -pyourrootsgl password exanpl edb < snapshot. sql

Afterwards, we must find out about the master status of ser ver 3 aswell and write it down:

nysql -u root -p

USE exanpl edb;

FLUSH TABLES W TH READ LOCK;

SHOW MASTER STATUS;

nysql > SHOW MASTER STATUS;

oo ST Fom e oo +
| File | Position | Binlog Do DB | Binlog_Ilgnore DB |
oo T ok oo +
| mysql -bin. 000010 | 1067 | exanpl edb | |
Fom e e e oo oo oo R SRR R Fom e e e oo oo oo +

1 rowin set (0.00 sec)
nysql >
Then unlock the tables:

UNLOCK TABLES;

Copyright © 2009 All Rights Reserved. HowtoForge Page 17 of 25



Setting Up Master-Master Replication On Four Nodes With MySQL 5 On Debian Etch

http://mww.howtofor ge.com/

and run the following command to make ser ver 3 aslave of ser ver 2 (it is important that you replace the values in the following command with the values you got
from the SHOW MASTER STATUS; command that we ran on server2!):

CHANGE MASTER TO MASTER HOST=' 192. 168. 0. 101",

MASTER LOG FI LE=' nysq| - bi n. 000010' , MASTER LOG POS=1067;

Finally start the dlave:

START SLAVE;

Then check the slave status:

SHOW SLAVE STATUS \ G

MASTER_USER=' sl aveuser _for_s3',

MASTER _PASSWORD=' sl ave_user _f or _server 3_password',

It isimportant that both Sl ave_I O_Runni ng and Sl ave_SQL_Runni ng have the value Yes in the output (otherwise something went wrong, and you should

check your setup again and take alook at / var /| og/ sysl og to find out about any errors):

nysql > SHOW SLAVE STATUS G

EE R I I R I I R I R I O R

Slave | O State:
Mast er _Host :
Mast er _User:
Mast er _Port:

Connect _Retry:
Master Log File:
Read_Mast er _Log_Pos:
Rel ay_Log _Fil e:

Rel ay_Log_Pos:

Rel ay_Master_Log File:
Sl ave_I O _Runni ng:

Copyright © 2009 All Rights Reserved.

1

kokkkkkkkhkhkkkkkkkkhkkkkkkk k%
row

Waiting for master to send event
192.168. 0. 101

sl aveuser for_s3
3306

60
nysgl - bi n. 000010
1067

sl ave-rel ay. 000002
235
nysqgl - bi n. 000010
Yes
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Sl ave_SQ._Runni ng:
Replicate Do DB:
Replicate_l gnore_DB:
Replicate_Do_Tabl e:
Repl i cate_I gnore_Tabl e:
Replicate Wl d Do Tabl e:
Replicate WId I gnore_Tabl e:
Last _Errno:

Last_Error:

Ski p_Count er:
Exec_Master _Log_Pos:
Rel ay_Log_Space:

Until _Condition:

Until _Log File:

Until _Log_Pos:

Mast er SSL_Al | owed:
Master SSL_CA File:
Mast er SSL_CA Pat h:
Master _SSL_Cert:

Mast er _SSL_Gi pher:

Mast er _SSL_Key:
Seconds_Behi nd_Mast er:

1 rowin set (0.00 sec)

nysql >

Yes
exanpl edb

1067
235
None

o

Afterwards, you can leave the MySQL shell on ser ver 3:

qui t

Now the replication from ser ver 2 to ser ver 3 is set up. Next we must configure replication from ser ver 3 to ser ver 4.
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4.3 Setting Up Replication On server4
(This chapter isfor ser ver 4 only!)
On ser ver 4, we can now import the SQL dump snapshot . sql likethis:
server4:
/ ust/ bi n/ nysql adni n --user=root --passwor d=your r oot sql password st op- sl ave
cd /tnp

nysql -u root -pyourrootsgl password exanpl edb < snapshot. sql

Afterwards, we must find out about the master status of ser ver 4 aswell and write it down:

nysqgl -u root -p

USE exanpl edb;

FLUSH TABLES W TH READ LOCK;

SHOW MASTER STATUS;

nysql > SHOW MASTER STATUS;

| mysql - bi n. 000010 | 1067 | exanpl edb | |
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1 rowin set (0.00 sec)
nysql >
Then unlock the tables:

UNLOCK TABLES;

and run the following command to make ser ver 4 aslave of ser ver 3 (it is important that you replace the values in the following command with the values you got
from the SHOW MASTER STATUS; command that we ran on server3!):

CHANGE MASTER TO MASTER _HOST=' 192. 168. 0. 102", MASTER _USER=' sl aveuser for_s4', MASTER _PASSWORD=' s| ave_user _for_server4_password',
MASTER LOG FI LE=' nysql - bi n. 000010', MASTER LOG POS=1067;

Finally start the dave:

START SLAVE;

Then check the Slave status:

SHOW SLAVE STATUS \ G

It isimportant that both Sl ave_I O_Runni ng and Sl ave_SQ._Runni ng have the value Yes in the output (otherwise something went wrong, and you should
check your setup again and take alook at / var /| og/ sysl og to find out about any errors):

nysql > SHOW SLAVE STATUS G

LRk S R Rk Ik b S b 1 r ow LRk S R Rk Ik b O b

Slave IO State: Waiting for master to send event
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Mast er _Host :
Mast er _User:
Mast er _Port:

Connect _Retry:

Master Log_File:
Read_Mast er Log_Pos:
Rel ay Log File:

Rel ay Log Pos:

Rel ay Master Log File:
Sl ave_| O Runni ng:

Sl ave_SQ._Runni ng:

Repl i cate_Do_DB:

Repl i cate_I gnore_DB:
Repl i cate_Do_Tabl e:
Repl i cate_l gnore_Tabl e:
Replicate WId Do _Tabl e:
Replicate WId_Ignore_Tabl e:
Last _Errno:

Last _Error:

Ski p_Counter:
Exec_Master _Log_Pos:
Rel ay _Log Space:

Until _Condition:

Until _Log File:

Until _Log Pos:

Mast er SSL_Al | owed:
Master SSL CA File:
Mast er SSL_CA Pat h:
Master SSL_Cert:

Mast er _SSL_Ci pher:
Mast er _SSL_Key:
Seconds_Behi nd_Mast er:

1 rowin set (0.00 sec)
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192.168. 0. 102

sl aveuser for_s4
3306

60
nysql - bi n. 000010
1067

sl ave-rel ay. 000002
235
nysgl - bi n. 000010
Yes

Yes

exanpl edb

1067
235
None

o
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nysql >
Afterwards, you can leave the MySQL shell on ser ver 3:
qui t
Now the replication from ser ver 3 to ser ver 4 is set up. Finally we must configure replication fromserver4 toserver1 to close the replication
circle.
4.4 Setting Up Replication On serverl
(This chapter isfor server 1 only!)
To do this, we stop the lave on ser ver 1 and make it aslave of ser ver 4:

serverl:

nysqgl -u root -p

STOP SLAVE;

Make sure that you use the values of the SHOW MASTER STATUS; command that you ran on server4 in the following command:

CHANGE MASTER TO MASTER _HOST=' 192. 168. 0. 103", MASTER _USER=' sl aveuser _for_s1', MASTER_PASSWORD=' sl ave_user _for_server1l password',
MASTER LOG FI LE=' nysql - bi n. 000010' , MASTER LOG POS=1067;

Then start the ave on ser ver 1:

START SLAVE;
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Then check the slave status:

SHOW SLAVE STATUS \ G

It isimportant that both Sl ave_I O_Runni ng and Sl ave_SQL_Runni ng have the value Yes in the output (otherwise something went wrong, and you should
check your setup again and take alook at / var /1 og/ sysl og to find out about any errors):

nysql > SHOW SLAVE STATUS G
R R S b Sk S S S S S 1 r ow R R S b Sk S S S S S
Slave IO State: Waiting for master to send event
Mast er _Host: 192.168.0. 103
Mast er _User: slaveuser for_sl
Master _Port: 3306
Connect _Retry: 60
Master _Log_File: mysql -bin. 000010
Read_Master _Log_Pos: 1067
Rel ay_Log_File: slave-relay. 000002
Rel ay_Log_Pos: 235
Rel ay_Master _Log File: nysqgl-bin. 000010
Sl ave_| O Runni ng: Yes
Sl ave_SQ._Runni ng: Yes
Replicate Do DB: exanpl edb
Repl i cate_ | gnore_DB:
Replicate Do Tabl e:
Replicate_ I gnore_Tabl e:
Replicate Wl d Do Tabl e:
Replicate WId I gnore_Tabl e:
Last_Errno: O
Last_FError:
Ski p_Counter: 0
Exec_Master_Log_Pos: 1067
Rel ay_Log_Space: 235
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Until _Condition: None

Until _Log File:

Until _Log_Pos:

Master SSL_Al | owed: No
Master SSL CA Fil e:
Mast er SSL_CA Pat h:
Master SSL_Cert:
Mast er _SSL_Ci pher:
Mast er _SSL_Key:

Seconds_Behi nd_Master: 0

1 rowin set (0.00 sec)

o

nysql >
Afterwards you can leave the MySQL shell:

qui t

If nothing went wrong, MySQL master-master replication should now be working. If it isn't, please check / var /1 og/ sysl og for MySQL errors.

5Links

- MySQL: http://www.mysgl.com
- Debian: http://www.debian.org
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