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Secure Websites Using SSL And Certificates

This how-to will guide you through the entire process of setting up a secure website using SSL and digital certificates. This guide assumes that you have
already afully functional (and configured) server running Apache, BIND, and OpenSSL. Just as a side note, this guide was written based on a Fedora Core
6 distribution, but should be the same for most other distros out there.

I ntroduction

Today it is possible to create a secure website with relative ease by requiring a client to present adigitally signed certificate. A digitally signed certificateis
simply a piece of information that contains data about the subject, public key, dates of validity, identification of the Certificate Authority (CA), and the
digital signature. There are typically two ways to go about creating a secure website. First is by the use of a self-signed certificate. The second way is by
using a Trusted Certificate signed by a CA. The choiceis up to you, and this tutorial will show you how to do both. Go ahead and su into root and let's
begin!

Step 1: Preconfigure OpenSSL

We can preconfigure OpenSSL to fill in the fields of the certificate by modifying its configuration file. Doing this will save us afew steps during the
certificate creation process. First, navigate to the SSL directory and do alisting of files

# cd /etc/pki/tls
# 1s -al

In the listing you should see the file openssl . cnf . Go ahead and open up thisfile in your favorite editor and find the beginning of the [
req_di stingui shed_name ] section. Modify the count r yNane_def aul t, stateOr Provi nceName_defaul t, 0. organizati onNane_def aul t,
1. or gani zat i onName_def aul t values with the values that suit your needs. The section of the file you are looking for looks like this

[ req_distinguished_name]
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Once you have made the changes, save and quit the editor.

Step 2: Creating The Server CA

Now we must create the server's CA. You should till beinthe/ et c/ pki /t1s directory, if you are not sure just run aquick pwd to find out. We now need
to make sure that we have no other certificates in the system:

#rm-rf .. /../CA

Once that is done, we will use the shell scripts OpenSSL comes with to create a new CA:
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# m sc/ CA -newca

A dialog will appear saying:

CA certificate filename (or enter to create)

Go ahead and press enter. At this point the program will begin generating the CA. During this process you will be asked to enter a PEM pass phrase, create
one and write it down! Once you have entered the PEM and verified it you will be asked some questions about the Distinguished Name (DN). A lot of the
questions will have the correct values in them by default since we edited the openssl . cnf file. So press enter until it asks for the Common Nanme. When
asked for the common name you should put down the server's hostname. It should look like this:

#m sc/ CA - newca
CA certificate filename (or enter to create)
Maki ng CA certificate ..
Generating a 1024 bit RSA private key

............. ++++++
....................... ++++++

witing new private key to '../../CA private/./cakey. pemn

Ent er PEM pass phrase: )0, 0.9.9.0.9.9.0.4

Verifying - Enter PEM pass phrase: XXXXXXXXX
You are about to be asked to enter information that will be incorporated

into your certificate request.
What you are about to enter is what is called a D stinguished Nanme or a DN
There are quite a few fields but you can | eave sone bl ank
For some fields there will be a default val ue,
If you enter '.', the field will be left blank.
Country Name (2 letter code) [US]:
State or Province Nane (full name) [Berkshire]:
Locality Name (eg, city) [Berkshire Hlls]:
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Organi zati on Nane (eg, conpany) [My Secure Wbsite Conpany]:
Organi zational Unit Nane (eg, section) [Your |IT Departnent]:
Conmon Nane (eg, your name or your server's hostnane) []:hostnane
Ermai | Address []:admi n-email @our donmai n. com

The CA for the server has been created and placed inthe/ et c/ CA/ pri vat e/ cakey. pemfile.

Step 3. Creating A Server Certificate Request

Now that we have the CA established, we need to make a request to create the certificate. Once again, using the shell scripts included with OpenSSL we
want to run this command:

# m sc/ CA -new eq

Once the command has been entered, the program will being generating the request. When asked for the PEM, go ahead and enter it and press enter. Once
again you will be asked the same questions about the Distinguished Name (DN). Everything should be the same, except this time when asked for the
common name you should enter the complete address of the site you wish to secure (not just the hostname as this will cause internet browsersto see a
conflict!). Once you have entered the Common Name you will be asked to create a Challenge Password, create one and write it down. This process should
look like this:

#m sc/ CA - new eq
CA certificate filename (or enter to create)
Maki ng CA certificate ..
CGenerating a 1024 bit RSA private key
++++++

....................... ++++++
witing new private key to 'newkey. pen

Ent er PEM pass phrase: XXXKXXXKX

Verifying - Enter PEM pass phrase: XXXKXXXXX

You are about to be asked to enter information that will be incorporated
into your certificate request.
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What you are about to enter is what is called a D stingui shed Name or a DN

There are quite a few fields but you can | eave sonme bl ank
For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:

State or Province Nane (full nane) [Berkshire]:

Locality Nanme (eg, city) [Berkshire Hlls]:

Organi zati on Nane (eg, conpany) [My Secure Wbsite Conpany]:
Organi zational Unit Nane (eg, section) [Your |IT Departnent]:

Common Nane (eg, your name or your server's hostnanme) []:hostname. yourdomai n. com

Emai | Address []:adm n-email @our domai n. com
A chal | enge password []:
An optional conpany name []:
Request is in neweqg.pem private key is in newkey.pem

http: //mww.howtofor ge.conv

The certificate request has now been created and placed in thefile/ et ¢/ pki / t 1 s/ newr eq. pemand the private key isin/ et ¢/ pki / t| s/ newkey. pem

Step 4: Signing The Certificate

Before you move on to the next step you need to consider which of the two routes you are going to take - the self-signed certificate or trusted third-party
signed certificate. The choiceisentirely up to you. If your website is not for commercia use, you can probably get away with using a self-signed certificate,
however, most web browsers will not recognize it as a "trusted website" right away since it does not have the signature of atrusted CA. Alternatively to
both the self-signed or purchased methods, | recommend looking into using CACert.org. CACert.org is a completely public, community driven, and FREE

CA that is growing.
If you want to create a Self-Signed certificate go to Step 4A.
If you want to create a Trusted certificate thru athird party go to Step 4B.

Step 4A - The Self Signed Certificate

Thisisafairly simple process. Using the shell scripts we can sign our own certificate with ease by running the following command
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# m sc/CA -sign

Once executed the program loads the configuration file from the openssl . cnf file. Once it opensthe CA key information you will be prompted for the
PEM pass phrase, go ahead and enter it. Once the pass phrase is entered the program then verifies the integrity and validity of the data. Once it is done
checking, it will ask if you want to sign the certificate, enter "y" and continue. The whole result should look something like this:

# msc/ CA -sign
Using configuration from/etc/pki/tls/openssl.cnf
Enter pass phrase for ../../CA/private/cakey.pent XXXXXXXXX
Check that the request matches the signature
Si gnat ure ok
Certificate Details:
Serial Nunber: 1 (0x1)
Validity
Not Before: Dec 22 18:52:38 2006 GMI
Not After : Dec 22 18:52:38 2007 GVI

Subj ect :

count r yName = US

st at eOr Provi nceNane = Berkshire

| ocal i t yNane = Berkshire Hills

or gani zat i onNane = My Secure Wbsite Conpany
or gani zat i onal Uni t Nane = Your | T Depart nment
conmonNane = host nane. your donai n. com
emai | Addr ess = adm n-emai | @our donai n. com

X509v3 ext ensions:

X509v3 Basic Constraints:

CA: FALSE

Net scape Conmment :

penSSL CGenerated Certificate

X509v3 Subj ect Key ldentifier:

CA: D9: 9B: 01: D2: 9C: 15: 39: 96: 62: 53: 29: D6: 6E: D8: B8: 62: 9D: AO: BD
X509v3 Authority Key ldentifier:
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keyi d: DB: B6: B7: 15: 40: C4: 7B: 14: AE: F6: CB: A9: DF: 44: C3: 1E: 39: AE: EO: DD

Certificate is to be certified until Dec 22 18:52:38 2007 GMI (365 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y

Wite out database with 1 new entries

Dat a Base Updated

Certificate:

Dat a:

Version: 3 (0x2)

Serial Nunber: 1 (0x1)

Signature Al gorithm shalWthRSAEncryption

| ssuer: C=US, ST=Berkshire, O=My Secure Website Conpany, OU=Your |T Departnent,
CN=host nane/ emai | Addr ess=admi n- ermai | @ our domai n. com

Validity

Not Before: Dec 22 18:52:38 2006 GVI

Not After : Dec 22 18:52:38 2007 GVI

Subj ect: C=US, ST=Berkshire, L=Berkshire Hills, O=My Secure Website Conpany,
OU=Your | T Departnent, CN=hostname. yourdonai n. com enai | Addr ess=adni n- emai | @ our domai n. com
Subj ect Public Key Info:

Public Key Al gorithm rsaEncryption

RSA Public Key: (1024 bit)

Modul us (1024 bit):

00: cc: 91: db: ea: 95: ¢6: d3: 03: 75: cd: 74: b5: 58: 28:

b7: df : e5: 33: 4b: 82: 53: 90: b0: 98: 5f: 14: Ob: d1: 1a:

44: e4: 41: Ob: e8: 59: f6: f9: d1: 26: 6a: d9: 25: a5: ac:

8e:9d: f0:cd: 65:f2:3a:13: b7: 37: e2: 82: 3f: 02: e4:

fd: f6:0b: eb: 4d: 27: 97: 2b: ab: 74: 07: 8d: f a: Oc: 4b:

27:ea: c8:78:1f6: 1le: 60: b9: fc: 5f: 30: Of : 8f : 02: 4b:

d4: d1: b4: bc: al: bb: d6: €9: dd: 78: 2e: 76: 28: 21: b5:

5b: 76:88: f 7: cd: d3: 40: 26: 07: 33: 2e: 95: 71: 09: el

b4: 5f: b2:95:99: fd: 30: 17: 49

Exponent: 65537 (0x10001)
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X509v3 ext ensions:

X509v3 Basi c Constraints:

CA: FALSE

Net scape Conment :

penSSL CGenerated Certificate

X509v3 Subject Key ldentifier:

CA: D9: 9B: 01: D2: 9C: 15: 39: 96: 62: 53: 29: D6: 6E: D8: B8: 62: 9D: A0: BD
X509v3 Authority Key ldentifier:

keyi d: DB: B6: B7: 15: 40: C4: 7B: 14: AE: F6: CB: A9: DF: 44: C3: 1E: 39: AE: EO: DD

Signature Al gorithm shalWthRSAEncryption

69: a4:15:98: 77: 7e: fb: 38: 88: ¢3: a0: 2e: d8: 2b: 24: 51: 50: 2c:
cd: dc: a7:56:e0:f5:f3:01: 73: 47: b2: 67: 69: 4b: 94: 28: €9: 86:
51: fd: e0: 2f: a0: 30: 8a: 0d: Oc: 10: 3d: 5c: d5: 4a: 53: df : ea: Oc:
38:49:61: 1b: 92: 61: fe: 7f: 96: bb: 65: f4: f9: 14: 40: 52: 7d: aa:
8c: 0d: 07: el: 06: aa: fb: bf: 72: 6f: 7c: d1: 68: 6e: 78: d6: 30: 7c:
6b: f0: b9: ce: 57: 5b: f9: d2: cc: df : 2c: 42: f 3: e0: 42: cf: Ob: 5e:
57:ff:72:ac: 4a: 2b: b9: ac: df : b7: 23: 80: ea: e4: 37: 01: b3: 13:
9f : 73

----- BEG N CERTI FI CATE- - - - -

M | DI j CCAougAW BAgl BATANBgk ghki GOw0BAQUFADCBg DEL MAk GA1 UEBhMCVVIVK
ETAPBgNVBAg TCENv bG3y YWRv MOWOWY DVQRKEWRVQONT MRk wFwWYDVQQLExBDb 21w
dXRl ci BTY2! | brmNl MYAWDAYDVQQDEWDQWZj N EKMCI GCSqGSI h3DQEJARYVY2FA
ZmvRLnNzbmvOLNnVj Y3MUZWRLVBAXDTA2MI| yM E4ANTI zOFoXDTA3MTI yM E4ANTI z
OFowga8x Cz AJBgNVBAYTAI VTVREWDWYDVQQ EwhDb2xvcnFkbz EZMBc GA1UEBX MQ
@9sb3JhzGgU3ByaWsncz ENVAs GA1UECh MEVUNDUz EZVBc GA1UECX MQQ29t cHVO
ZXI gU2NpZWbj ZTEbMBK GALUEAXMSZMVRL Nz bmVOLNV] Y3MUIZWRLMSswKQYJKoZ|
hvcNAQKBFhx3ZWit YXNOZXIAZmVRLmNzbmVOLNnV] Y3MUZWRIM G MAOGCSqGSI b3
DQEBAQUAA4GNADCBI QKBgQDMkdv gl cbTA3SXNILVYKLT f 5TNLgl OQsJhf FAVRGK Tk
QQvoW b50SZg2SW r | 6d8MLI 8j oTt zf i gj 8C5P32C+t NJ5cr q3QH f oMByf qyHj 2
HNC5/ F8WD48CSOTRE Lyhu9bp3Xgudi ght Vt 2i Pf NOOABz Mul XEJ4bRf spWZ/ TAX
SQ DAQAB03swe TAJBgNVHRVEA] AAMOWGCWCGSAGGHEI BDQQF Fh1Pc GVuULNM Edl
bmVy YXRI ZCBDZXJ0aWZpY2FO0ZTAdBgNVHQUAEFgQUYt mbAdKe FTmAYl Mp1nv7 YuGKd
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oLOwHWYDVROj BBgwFoAU27a3FUDEex Su9sup30TDH) mnu4NOwDQYJKoZl hvc NAQEF
BQADg YEAaaQVMHd ++zi | w6 Au2Csk UVAs zdy nVuD1 8wz R7.JnaUu UKOTGEUf 3gL6AW
i gOMED1c1UpT3+0MOElI hG5Jh/ n+Wi2X0+RRAUN2qj AOH4Qaq+79yb3zRaGo41j B8
a/ C5z| db+dLM3yxC8+BCzwt eV/ 9yr Eor uazft yOA6U@BAbMIN3M=

----- END CERTI FI CATE- - - - -

Signed certificate is in newcert. pem

The certificate has now been self-signed and placed inthe/ et ¢/ pki / t | s directory. Both the private key and the certificate need to be renamed to better
identify what server they represent so do the following:

# mv newcert.pem host naneCert. prm
# mv newkey. pem host naneKey. pem

That isit! Continue on to step 5 to configure Apache to use the newly created information.

Step 4B - The Trusted Certificate

To get aserver certificate created by some third-party company like Thawte, VeriSign, GeoTrust, or CACert.org, look for the certification request file that
was created in step 3 (Thisfilecan befound in/ et c/ pki/tl s/ new eq. pem). Since each CA operates differently, you will have to research which way they
want you to submit the data (also called the CSR by some websites)held within this file; however, most places have a simple on-line copy-and-paste
procedure, or afile upload system. Once you have submitted the data held in the newr eq. pemfile you will be given back another batch of code similar to
what you submitted. This snippet of code is your new signed/trusted certificate.

Once you have that code you will need to save it back to the/ et c/ pki / t I s directory with afilename which makesit easily identifiable such as
host naneCert. pem

Once you have completed this step you are ready to move on to Step 5.

Step 5. Configuring Apache To Use Your Certificates

We must now configure the Apache server to utilize SSL. The first thing we will want to do is copy our newly made certificates to the proper location. Do
the following:
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# cd /etc/httpd/ conf
# 1s -al

In the listing, look for directories called ssl . key and ssl . crt. If they do not exist go ahead and make them:

# nkdir ssl.key ssl.crt

Once you have found or created the directories, it istime to copy our certificates over:
# cp /etc/pki/tls/hostnaneCert.pem ssl.crt/server.crt
# cp /etc/pki/tls/host naneKey. pem ssl . key/ server . key

Once you have copied over thefiles, it istime to configure the Apache server to use them. Do this:
# cd /etc/httpd/conf.d

# 1s -al

Y ou should see afile called ssi . conf . Go ahead and open thisfile with your favorite editor. There are two thing that need to be changed in thisfile. They
are around lines 112 and 119, it looks like this:
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# If the key is not combined with the certificate, use this

# directive to point at the key file. Keep in mind that if

# you've both aRSA and a DSA private key you can configure
# bothin paralléel (to also allow the use of DSA ciphers, etc.)
SSL CertificateK eyFile /etc/httpd/conf/ssl.key/local host.key

Changethe SSLCer ti fi cat eFi | e path to the new path of / et ¢/ ht t pd/ conf/ssl . crt/server. crt. Then, we need to change the
SSLCerti fi cat eKeyFi | e to the new path of / et ¢/ ht t pd/ conf/ ssl . key/ ser ver . key. Once these changes are made save and quit the editor.

If we leave the configuration just asit is now, the SSL will work with arestart of the apache server. However, thereis bit of abump - each time we restart
the httpd server it will ask usfor the PEM passphrase. Thisis ok if you are constantly able to monitor the system, but for the sake of saving you that
headache let's fix that problem. To fix thisissue do the following:

# cd /etc/ httpd/conf/ssl.key
# cp server.key server.key.orig

# openssl rsa -in server.key.orig -out server.key

Y ou will be asked to enter the PEM pass phrase, so go ahead and input it and press enter. The program will finish and will have created the key file that will
not require you to enter the PEM pass phrase on starting Apache. For security, we need to put security permissions on this file and restart the Apache
server:

# chrmod 700 server. key
# service httpd restart
If everything was done correctly, Apache will start with no problems. Now it istime to try out your new secure website. Open your browser and navigate to

htt ps: // host name. your domai n. com

If you decided to do a self-signed certificate, or one through CACert.org you may get a message about the certificate not being trusted. Thisis normal and
you should just tell the browser to accept the certificate. Once your on the website you should be able to view your certificate and the details on it.
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Congratulations - you have just set up up an SSL secure website!
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