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Thisisadetailed description about setting up an Ubuntu based server (Ubuntu 7.10) to act as file- and printserver for Windows(tm) workstationsin small
workgroups. This howto uses the tdb backend for SAMBA to store passwords and account information. Thisis suitable for workgroups for up to 250 users
and is easier to set up than an LDAP backend.

Installed Software:

- Samba as domaincontroller

- CUPS

- Foomatic printer drivers

| wanttosay  first that thisis not the only way of setting up such asystem. There  are many ways of achieving this goal but thisistheway | take. | do
not issue any guarantee that thiswill work for youl!

Requirements
Toinstall such asystem you will need the following:

- An Ubuntu server install CD (available here: http://www.ubuntu.com/download/)
- Aninternet connection since | will describe a network installation in this document.

Enable Theroot User
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Now | canlogin with the username "administrator" and password | entered above. | will enable the root user first for ease of installation. Y ou can disable
it later if you want.

sudo

passwd r oot

Su

Now we arelogged in asroot user.

Hint: Thisstepisoptional, if you dont want to enable the root user for security reasons, plese run the command "sudo su" to switch to root without enabling
the root user to log in directly.

Configure The Network

The Ubuntu installer has configured our system to get its network settings via DHCP, we will change that now because a server should have a static IP
address. Edit / etc/ network/interfaces and adjust it to your needs (in this example setup | will usethe IP address 192. 168. 0. 100):

vi /etc/network/interfaces
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Then restart your network:

/etc/init.d/ networking
restart

Edit/ et c/ hosts and add your new | P addresses:

vi /etc/hosts
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ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

Setting The Hosthame

echo serverl. exanpl e. com
> /et c/ host nanme

[etc/init.d/hostname.sh
echo '192.168.0.100 server 1.example.com' >> /etc/hosts

Install SSH Daemon

apt-get install ssh

openssh- server

The Next Steps...

Now you can log in to your server with an SSH client like PUTTY ( http://www.chiark.greenend.org.uk/~sgtatham/putty/). Its easier to follow
this howto if you connect to your server with PUTTY and copy and paste the commands. If you want to edit config files on the server, you can
use command line editors like vi, pico or joe or use aprogram like WinSCP (http://winscp.net/eng/docs/lang: en) to edit the files over your SSH

connection in a Windows client.

Quota

apt-get install quota
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Edit/etc/fstab tolook likethis (I added, usrquot a, gr pquot a to the partitions with the mount point /):

vi /etc/fstab

Then run:

touch /quota.user /quota.group
chnmod 600 /quota.*
nmount -o remount /
quot acheck -avugm

quot aon -avug

You will get aerror like this when you run the command quot acheck - avugmthefirst time.
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quot acheck: WARNING - Quotafile //quota.user was probably truncated. Cannot save quota settings...
quot acheck: WARNING - Quotafile //quota.group was probably truncated. Cannot save quota settings...

Thisis normal and nothing to worry about!

SAMBA Server

apt-get install |ibcupsys2 sanba sanmba- common sanba- doc snbclient w nbi nd cupsys-conmon

Edit / et ¢/ sanba/ snb. conf that it looks likethis;

vi [ etc/sanbal/ snb. conf

Copyright © 2007 All Rights Reserved. HowtoForge Page 6 of 15



SAMBA (Domaincontroller) Server For Small Workgroups With Ubuntu 7.10 http: //mww.howtofor ge.com/

Copyright © 2007 All Rights Reserved. HowtoForge Page 7 of 15




SAMBA (Domaincontroller) Server For Small Workgroups With Ubuntu 7.10 http: //mww.howtofor ge.com/

Copyright © 2007 All Rights Reserved. HowtoForge Page 8 of 15




SAMBA (Domaincontroller) Server For Small Workgroups With Ubuntu 7.10 http: //mww.howtofor ge.com/

Create the directories for domain logons and profiles:

nkdi r / honme/ sanba
nmkdi r / honme/ sanba/ net | ogon

nkdi r / home/ sanba/ profiles

chnod 777 /var/ spool / sanba/

chown -R root:users /hone/sanba/

chnod -R 771 / hone/ sanba/
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Now we restart Samba:

/etc/init.d/ sanba restart

Edit / et ¢/ nsswi t ch. conf . Change the line:

vi /etc/nssw tch. conf

hosts: files dns
to:
hosts: files w ns dns

Add all computersof your workgroup inthe/ et ¢/ host s file on the server.

vi /etc/hosts

Add the root user to the SAMBA password database. The root user (alias: Administrator) will be our domain Administrator. This account is needed to add
new computers to the SAMBA domain.

smbpasswd -a root
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Create thefilel et ¢/ sanba/ snbuser sand add the line by executing:

echo "root = Administrator”
> [ et c/ sanbal/ snbusers
Thiswill allow usto use the common Windows username "Administrator” as an alias for the Linux root user.

Now | will test if the setup is correct:

snbclient -L |ocal host -U%

The output shall look similar to this:

Domai n=[ MYWORKGROUP] OS=[ Uni x] Server=[ Sanmba 3. 0. 26a]

Shar enane Type Conmrent

| PC$ | PC | PC Service (sanmba server (Sanba, Ubuntu))
net | ogon Di sk Net wor k Logon Servi ce

print$ Di sk Printer Drivers

Domai n=[ MYWORKGROUP] OS=[ Uni x] Server=[ Sanba 3. 0. 26a]

Server Comrent

éé&bééi-- ;éhgg-;erver (Sanmba, Ubunt u)
Wor kgr oup Mast er

' WVIORKGROLP SERVERL

WORKGROUP FI LESERVER
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Set up the default domain groups for windows:
net groupmap add ntgroup="Domai n Admi ns" uni xgroup="root" type=domain -U root
net groupmap add ntgroup="Domai n Users" uni xgroup="users" type=domain -U root

net groupmap add ntgroup="Domai n Guests" uni xgroup="nogroup" type=domain -U root

Adding Users To Our SAMBA Domain

Now wewill add auser,e.g."tom", to our Samba domain. Y ou will have to add a user like thisfor each user account you want to connect to this SAMBA
domain server.

Add the user "tom" with password "secret” to the Samba and Linux user database:
net rpc user add tom -U root
net rpc user password tom “secret” -U root

snbpasswd -e tom

Adding Shares

Now | will add a share that is accessible by all users:
nkdir -p /honme/shares/allusers
chown -R root:users /hone/shares/all users/

chnod - R ug+rwx, o+r x-w / hone/ shar es/ al | user s/
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At the end of thefile/ et c/ sanba/ snb. conf add the following lines:

Now we restartSamba:

/etc/init.d/ sanba restart

Installing CUPS

apt-get install cupsys

cupsys-client cupsys-driver-ginpprint defom

fontconfig foomatic-db foomatic-filters |ibcupsimage2 |ibexpatl |ibfontconfigl
l'i bf reetype6 |ibjpeg62 |ibpaperl |ibpngl2-0 Iibslpl

libtiff4 patch perl perl-nodules ttf-bitstreamvera ucf

To get access to the webinterface from my workstation (IP 192. 168. 0. 70), | will configure CUPS to listen on the server IP and allow access from the IP
192. 168. 0. 70. You will have to change this I P to suit into your network configuration.

vi /etc/cups/cupsd. conf
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Changetheline:

Li sten | ocal host: 631

to:

Li sten 192.168. 0. 70: 631

and:

# Restrict access to the adm n pages...
<Locati on /adm n>

Order all ow, deny

Al l ow | ocal host

</ Locati on>

to:

# Restrict access to the admin pages...
<Locati on /adni n>

Order all ow, deny

Al l ow 192.168.0. 70
</ Locati on>

and restart theCUPS daemon:

/etc/init.d/ cupsys restart

The CUPS webinterface is now accessible with any webbrowserfrom my workstation:

http://192. 168. 0. 100: 631/
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Now | canlogin tothe CUPS interface with username root and my root password.

Please note: If thereisno Linux driver available for your printer and you want to use this printer only from your Windows workstations trough
SAMBA, you can use the printer manufacturer "RAW" and install the correct driver on your Windows workstation.

If you created anew printer in CUPS, you will haveto add it to Samba with the command:

cupsaddsnb -a

This howto is also available as aVVMware virtual machine image for all HowtoForge subscribers.

Links

- http://www.ubuntu.com
- http://mww.samba.org

- WWW.CUpS.org

All trademarksbelong to their respective owners.
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