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GreenSQL (or greensql - fw) isafirewall for MySQL databases that filters SQL injection attacks. It works as areverse proxy, i.e., it takes the SQL
gueries, checks them, passes them on to the MySQL database and delivers back the result from the MySQL database. It comes with a web interface (called
greensgl - consol e) so that you can manage GreenSQL through aweb browser. This guide shows how you can install GreenSQL and its web interface on
a Debian Etch server.

| do not issue any guarantee that this will work for you!

1 Preliminary Note

| have tested this on a Debian Etch server where MySQL and Apache are already installed. | will use the virtual host ww. exanpl e. comwith the document
root / var / ww/ web1/ web to install the GreenSQL web interface.

2 Installing greensgl-fw

The GreenSQL project provides binary packages for Debian Etch on http://www.gr eensgl.net/public/r eleases/Debian_Etch/ (you can find packages for
other distributions on http://www.greensgl.net/public/r eleases/). Download and install the latest .deb package like this:

cd /tnp

wget http://ww. greensql . net/ public/rel eases/ Debi an_Et ch/i 386/ greensql -fw_0.9. 2_i 386. deb

dpkg -i greensql-fw_0.9.2_i386. deb
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(Thisisfor ani 386 system.)
Y ou will see the following questions:

What is the name of the server used to store GreenSQ. configuration db (M/SQ server) ? <-- localhost
What is the database name for the G eenSQ. configuration? <-- greendb
Whul d you like to set up the database and tables automatically? <--Yes
VWhat is the usernane of the MySQL admi ni strator? <-- root
Enter the MySQ. adm ni strator password <-- yourrootsglpassword (replace this with your root MySQL password)
Confirmthis password <-- yourrootsglpassword (replace this with your root MySQL password)
What is the GreenSQ db usernanme? <-- green
VWhat is the GreenSQL user password? <-- greensglpassword (replace this with a password of your choice for the green MySQL user)

After theinstallation, greensgl-fw will run on 127. 0. 0. 1 on the port 3305 (the default MySQL port is 3306). Y ou can check that by running

netstat -tap | grep greensgl

serverl: ~# netstat -tap | grep greensq
tcp 0 0 | ocal host .| ocal dom 3305 *:* LI STEN 4499/ greensgl - fw
serverl: ~#

Totestif greensql - f wisworking ok, you can try to connect to MySQL through the GreenSQL proxy:

nysqgl -h 127.0.0.1 -P 3305 -u root -p

Typein your MySQL root password, and you should be logged in. gr eensgl - f wis now ready to be used.

If you want your web applications to connect to MySQL through greensgl-fw, you must change their MySQL settings. For example, if you have a PHP
application with the following linein its configuration file (e.g. config.php)...
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... Changeitto

(It isimportant that you connect to 127. 0. 0. 1 instead of | ocal host because gr eensql - f w supports TCP connections, but not Unix sockets!)

3 Installing greensgl-console

The GreenSQL web interface (gr eensql - consol e) can be downloaded from
http://sour cefor ge.net/pr oj ect/showfiles.php?group_id=199511& package id=236915. Toinstall itin/var/ ww/ webl1/ web, we proceed as follows:

cd /var/ww webl/ web
wget http://heanet.dl . sourceforge. net/sourceforge/ greensql/greensqgl -consol e-0.4.2.tar. gz

tar xvfz greensql-console-0.4.2.tar.gz

This creates the subdirectory gr eensgl - consol e in/ var / www/ web1/ web. Next we must adjust the gr eensgl - consol e configuration:
cd greensql -consol e

vi config. php
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Inconfig. php, make sure that you fill in the correct password for the gr een MySQL user (in the line $db_pass):
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Then make thet enpl at es_c/ directory world-writable:

chnod 777 tenpl ates_c/

Open abrowser and go to ht t p: / / wwv. exanpl e. cont gr eensql - consol e. Log in with the username adni n and the password pwd:
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YoreensgL - Mozilla Fircfox

He Edt Yew Hehry Dookmais Took beb i Qchmblel | @ INetl @ | @ P sedn- Dlh-l

m:l C X | L) | ntpe . example. comgreensg-cansale foginphp o 17 - ||IG)e] Geose F
Crreems0) L
Username
Password

_login |

GreenSQL Open Scurce Database Firewal
GreenSQL-Console ver. 040

| Done

In the GreenSQL web interface, you can now see which MySQL queries got blocked and with what score, you can whitelist MySQL queries, tell
gr eensql - f wwhat to block and what to allow for each individual database, watch the log or change the adni n password for the GreenSQL web interface:
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L) GreenSOL: Dashboard - Mozilla Firefox

e gdt Mew Hgtory [ookmarks Toos Hep ¢ Q) swmblel | @y Ihken B | @ Fsedto- O | ai-|

BRI 0- @ X L [ [rewsimmoexempie.comigresnsg-consolejdashbonrd.phovtoken=672 © 17 - |[G|*] Geose 2
GreenSQL —
Dashihoard | Alerts | Whitelis:s | Databasas | Liscepers | Viaew Log | Sectings | Clean ARI11 |
Dashboard
You can start by creatmg vour frst database here.

You can alter defanlt listener settings here,

Please change default password here.

Mumber of new alerts: &

Mumber of databases - |

Time DB Pattem Action

2008-10-01 16:26:12 db_ispconfig SELECT DATABASE() Ib]-ﬂdﬂ:d B

2008-10-01 16:26:12 mysgl jshow databases blocked

2008-10-01 16:26:12 mysqgl show tables Ib]-ﬂl.'!ctd

2008-10-01 16:25:59 SELECT DATABASED blocked

2008-10-01 16:25:39 db_ispconfig show databases Ib]m:ktd _

2008-10-01 16:25:59 db_ispeonfig show tables locked of
| Done £|

http://mww.howtofor ge.com/

If you want to change the points that greensgl-fw assigns for certain tests, you can do that by modifying the gr eensql - f w configuration file

/ etc/ greensql / greensqgl . conf . After you have changed the file, you must restart gr eensql - f w;
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/etc/init.d/greensql-fw stop

/etc/init.d/greensql-fw start

(Therestart command did not work on my system, it seemed to hang...)
You can find the GreenSQL log in/ var /| og/ greensql . | og.

4Links

- GreenSQL: http://www.gr eensgl.net/

- MySQL: http://www.mysgl.com/
- Debian: http://www.debian.or g/
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