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In thistutorial | will show how you can set up a Postfix mailserver as a backup mail exchanger for adomain so that it accepts mails for this domain in case
the primary mail exchanger is down or unreachable, and passes the mails on to the primary MX once that one is up again.

| do not issue any guarantee that this will work for you!
1 Preliminary Note

| want to set up abackup MX for the domain exanpl e. com In this example the primary MX for exanpl e. comis called nx1. exanpl e. com(IP address
1.2.3.4),s0| cal the backup MX mx2. exanpl e. com(IP address 1. 2. 3. 5).

| have created MX records for exanpl e. comthat look like this:

exanpl e. com 86400 IN MX 10 mx1. exanpl e. com
exanpl e. com 86400 IN MX 20 nx2. exanpl e. com

It's important that the primary M X has alower number (10) and therefore a higher priority than the backup MX (20).
I'm assuming that the Postfix on mx2. exanpl e. comis already installed and working.

2 Configuring Postfix On mx2.example.com

To make nx2. exanpl e. comabackup MX for the domain exanpl e. com all we have to do is change/add three linesto/ et ¢/ post fi x/ nai n. cf :
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vi /[etc/postfix/ min.cf

First make sure that snt pd_r eci pi ent _restri cti ons contains per mi t _nynet wor ks and r ej ect _unaut h_dest i nat i on, so something like this would be
ok:

Then we must add exanpl e. comto ther el ay_domai ns paramater; if there'snor el ay_domai ns paramater yet in/ et ¢/ post fi x/ mai n. cf , the following
will do:

And finally we add an empty r el ay_r eci pi ent _maps parameter to/ et ¢/ post f i x/ mai n. cf :

(That way we don't have to specify alist of valid email addresses to back up, which might be a daunting task if you have to manage hundreds of email
accounts.)

There's one important thing | have to add: Y ou must not list exanpl e. comin the following parametersin/ et ¢/ post f i x/ mai n. cf :
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- mydestination

- virtua_alias_domains

- virtua_mailbox_domains

That'sit already. All we have to do now isrestart Postfix:

/etc/init.d/ postfix restart

3 Testing

To test the new backup M X, we take down the MTA (Postfix, Sendmail, Exim, etc.) on nx1. exanpl e. comand send an email from some remote server to
an exanpl e. comaccount (e.g. soneuser @xanpl e. com).

If you have access to the mail log on the remote (sending) server, you should now find something like thisinit:

Jun 6 18:29:16 mail postfix/smp[1l7746]: AF814144146: to=<soneuser @xanple.conr, relay=nx2.exanple.confl.2.3.5], delay=1,
status=sent (250 2.0.0 Ck: queued as DCA5A1BF40F)

Asyou see, the mail has been sent to mx2. exanpl e. cominstead of mx1. exanpl e. combecause nx1. exanpl e. comis unreachable. Now, let's take alook at
the mail log of nx2. exanpl e. com

Jun 6 18:29:16 nx2 postfix/qgnmgr[3049]: DCASA1BF40F: fronme<fal ko@l abla.tld>, size=892, nrcpt=1 (queue active)
Jun 6 18:29:16 nx2 postfix/sntpd[3051]: disconnect fromnail.blabla.tld[1.2.3.6]
Jun 6 18:29:16 nx2 postfix/sntp[3057]: connect to nxl.testl.de[1l.2.3.4]: Connection refused (port 25)

Jun 6 18:29:16 nx2 postfix/sntp[3057]: DCASA1BF40F:. to=<soneuser @xanple.conm, relay=none, del ay=0. 07,

del ays=0.03/0.02/0.01/0, dsn=4.4.1, status=deferred (connect to nxl.testl.de[l.2.3.4]: Connection refused)

mx2. exanpl e. comhas accepted the mail and tried to connect to nx1. exanpl e. comto deliver it to the primary MX. Because the primary M X is down,
mx2. exanpl e. comcannot deliver the mail and keeps it in the mailqueue until mx1. exanpl e. comis available again.

Now we start the MTA on nx1. exanpl e. comagain. The backup MX will not immediately deliver the queued mail, but after some minutes you should see
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something like thisin the mail log of mx2. exanpl e. com

Jun 6 18:56:44 nx2 postfix/qgnmgr[3080]: DCASA1BF40F: frome<fal ko@l abla.tld>, size=892, nrcpt=1 (queue active)

Jun 6 18:56:45 nx2 postfix/sntp[3083]: DCASA1IBF40F: to=<soneuser @xanpl e.conp, relay=nxl.exanple.conil.2.3.4]:25, delay=1648,
del ays=1648/0.09/0.4/0. 12, dsn=2.0.0, status=sent (250 2.0.0 Ck: queued as 167995B0109)

The mail has been delivered to the primary MX where you can see this in the mail log:

Jun 6 18:56:45 nx1l postfix/local[4963]: 167995B0109: to=<soneuser @erverl. exanpl e.conr, orig_to=<soneuser @xanpl e. conp,
rel ay=Il ocal, del ay=0.54, del ays=0.08/0.02/0/0.43, dsn=2.0.0, status=sent (delivered to command: /usr/bin/procmail -f-)

So no mailswere lost while mx1. exanpl e. comwas down, and users can continue to retrieve their mails from nx1. exanpl e. com

4 Links

- Postfix: http://www.postfix.org
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