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In thisarticle | will describe how you can monitor your Debian Etch server with munin and monit. munin produces nifty little graphics about nearly every
aspect of your server (load average, memory usage, CPU usage, MySQL throughput, ethO traffic, etc.) without much configuration, whereas monit checks
the availability of serviceslike Apache, MySQL, Postfix and takes the appropriate action such as arestart if it finds a service is not behaving as expected.

The combination of the two gives you full monitoring: graphics that |ets you recognize current or upcoming problems (like "We need a bigger server soon,
our load average isincreasing rapidly."), and a watchdog that ensures the availability of the monitored services.

Although munin lets you monitor more than one server, we will only discuss the monitoring of the system whereit isinstalled here.
This tutorial was written for Debian Etch, but the configuration should apply to other distributions with little changes as well.

| want to say first that thisis not the only way of setting up such a system. There are many ways of achieving this goal but thisisthe way | take. | do not
issue any guarantee that thiswill work for you!

1 Preliminary Note

Our system's hostnameisser ver 1. exanpl e. com and we have aweb site ww. exanpl e. comon it with the document root
[ var / www/ www. exanpl e. com web,

2 Install And Configure munin

To install munin on Debian Etch, we do this:

Copyright © 2007 All Rights Reserved. HowtoForge Page 1 of 14



Server Monitoring With munin And monit On Debian Etch http: //Amww.howtofor ge.com/

apt-get install nunin nunin-node

Next, we must edit the munin configuration file/ et ¢/ muni n/ muni n. conf . We want munin to put its output into the directory
! var [ www/ www. exanpl e. cont web/ noni t or i ng, therefore we change the value of ht i di r, and we want it to use the name ser ver 1. exanpl e. cominstead
of | ocal host . | ocal domai n inthe HTML output, therefore we replace | ocal host . | ocal donai n with ser ver 1. exanpl e. com Without the comments, the

changed file looks like this:

vi [/ etc/ muni n/ muni n. conf

Next we create the directory / var / ww/ wwv. exanpl e. conf web/ noni t or i ng and change its ownership to the user and group muni n, otherwise munin
cannot placeits output in that directory. Then we restart munin:

nkdi r -p /var/ww ww. exanpl e. conf web/ noni t ori ng
chown muni n: muni n /var/ ww ww. exanpl e. coml web/ noni t ori ng

/etc/init.d/ munin-node restart
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Now wait a few minutes so that munin can produce its first output, and then go to ht t p: / / wwwv. exanpl e. coml noni t ori ng/ inyour browser, and you see
the first statistics. After afew days this could look like this:
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(Thisisjust asmall excerpt of the many graphics that munin produces...)

3 Passwor d-Protect The munin Output Directory (Optional)
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Now it isagood ideato password-protect the directory / var / www/ www. exanpl e. coml web/ noni t or i ng unless you want everybody to be able to see every
little statistic about your server.

To do this, we create an . ht access filein/ var / ww/ www. exanpl e. com web/ moni t ori ng:

vi /[ var/ww/ www. exanpl e. com’ web/ noni t ori ng/ . ht access

Then we must create the password file/ var / waww/ www. exanpl e. cont . ht passwd. We want to log in with the username adni n, so we do this:

ht passwd -c /var/ww/ ww. exanpl e. coni . ht passwd adni n

Enter a password for adni n, and you're done!

4 Install And Configure monit
To install monit, we do this:

apt-get install nonit
Now we must edit / et ¢/ moni t / nmoni t r c. The default / et ¢/ moni t / noni t r ¢ has lots of examples, and you can find more configuration examples on
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http://www.tildeslash.com/monit/doc/examples.php. However, in my case | want to monitor pr of t pd, sshd, nysql , apache, and post fi x, | want to

enable the monit web interface on port 2812, | want a https web interface, | want to log in to the web interface with the username adni n and the password
test, and | want monit to send email aertstor oot @ ocal host , so my filelookslike this:

cp /etc/nmonit/monitrc /etc/nmonit/monitrc_orig
cat /dev/null > /etc/nonit/monitrc

vi /etc/nonit/nonitrc
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that really exist on your server - otherwise monit won't start. l.e., if you tell monit to check Postfix, but Postfix isn't

installed on the system, monit won't start.)
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The configuration fileis pretty self-explaining; if you are unsure about an option, take alook at the monit documentation:
http://www.tildeslash.com/monit/doc/manual.php

In the apache part of the monit configuration you find this:

if failed host www.example.com port 80 protocol http
and request "/monit/token" then restart

which means that monit tries to connect to waww. exanpl e. comon port 80 and tries to access the file/ moni t / t oken which is
/ var / www/ www. exanpl e. comf web/ noni t / t oken because our web site's document root is/ var / ww/ www. exanpl e. comf web. If monit doesn't succeed it

means A pache isn't running, and monit is going to restart it. Now we must create the file/ var / www/ www. exanpl e. comf web/ noni t/ t oken and write some
random string into it:

nkdi r /var/ ww/ ww. exanpl e. cond web/ noni t

echo "hell 0" > /var/ww/ ww. exanpl e. comf web/ noni t/t oken

Next we create the pem cert (/ var/ cert s/ noni t . pem) we need for the SSL-encrypted monit web interface:

nkdir /var/certs

cd /var/certs

We need an OpenSSL configuration file to create our certificate. It can look like this:

vi /var/certs/nonit.cnf
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Now we create the certificate like this:

openssl req -new -x509 -days 365 -nodes -config ./nonit.cnf -out /var/certs/nonit.pem -keyout /var/certs/nonit.pem

openssl gendh 512 >> /var/certs/nonit.pem

openssl x509 -subject -dates -fingerprint -noout -in /var/certs/nonit.pem

chrmod 700 /var/certs/ nonit.pem

Afterwards we edit / et c/ def aul t / noni t to enable the monit daemon. Change st art up to 1 and set CHECK_| NTERVALS to the interval in seconds that you
would like monit to check your system. | choose 60 (seconds) so my file looks like this:

vi /etc/default/nonit
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Finally, we can start monit:

/etc/init.d/ nonit start

Now point your browser to ht t ps: / / www. exanpl e. com 2812/ (make sure port 2812 isn't blocked by your firewall), log in with admi n and t est , and you
should see the monit web interface. It should look like this:
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Monit Service Manager

Monl & nnning on serverl . example. comiith goGme. & and monitonng:

System

sarverl axample_com

Process Status

(Main Screen)
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Process status
Parameter Value
Harme apache
Pid fie fwar jrun/apache2. pid
Status rUnnirg
Group WY
Monitoring made active
Monitoring status monitored
Start program Jetc/initdfapache? start
Stop program Jetc/init.dfapachel stop
Check service every 1 cyce
Temenut If 3 restart within 5 cycles then unmonitor eise F recoversd then alert
Data colected Frioct 21 1623516 2005
Port REsponse time 0,008s to 127.0.0.1:80/monit/token [HTTP]
Process id 7561
Parent process id 1
Process uptime 18m
CPU usage 0.0%%
Memory usage 5.0% [9628KB)
Children 8
Total CPU usage (incl chidren) 0.0%
Total memany usage (indl. chidren) 46,8% [89976kE]
Port If faded 127.0.0.1:B0/monit/token [HTTP] with timeout 5 seconds ther
Pid If chamged then alert
Ppid If changed then alert
(Apache Status Page)
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Depending on your configuration in/ et ¢/ noni t/ moni t r ¢ monit will restart your servicesif they fail and send notification emails if process IDs of
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services change, etc.
Have fun!

5Links

- munin: http://munin.projects.linpro.no
- monit: http://www.tildeslash.com/monit/index.php
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