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Thistutorial explains how to set up PHPIDS on aweb server with Apache2 and PHP5. PHPIDS (PHP-Intrusion Detection System) is asimple to use, well
structured, fast and state-of-the-art security layer for your PHP based web application. The IDS neither strips, sanitizes nor filters any malicious input, it
simply recognizes when an attacker tries to break your site and reacts in exactly the way you want it to. Based on a set of approved and heavily tested filter
rules any attack is given a numerical impact rating which makes it easy to decide what kind of action should follow the hacking attempt. This could range
from ssimple logging to sending out an emergency mail to the development team, displaying a warning message for the attacker or even ending the
user(TM)s session.

| do not issue any guarantee that thiswill work for you!

1 Preliminary Note

| have tested this on a Debian Etch LAMP system with Apache2 and PHP5 and the | P address 192. 168. 0. 100. The Apache user and group on Debian Etch
isww dat a, so if you are on a different distribution, the Apache user and group might be different. The location of php. i ni (
/ et c/ php5/ apache2/ php. i ni on Debian Etch) might differ aswell.

I'm using avirtual host with the document root / var / ww/ web1/ web in this example.

2 Installing PHPIDS
For security reasons, | want to install PHPIDS outside of the document root, so | create the directory / var / ww/ web1/ phpi ds:

nkdi r /var/ww/ webl/ phpi ds
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Then | install PHPIDS as follows (at the time of this writing the latest version was 0.4.7) - of al the contents of the phpi ds- 0. 4. 7. t ar. gz file, we only
need thel i b/ directory:

cd /tnp

wget http://php-ids.org/files/phpids-0.4.7.tar.gz
tar xvfz phpids-0.4.7.tar.gz

cd phpids-0.4.7

mv |ib/ /var/ww webl/ phpi ds/

Now | change to the directory / var/ www/ webl/ phpi ds/ i b/ 1DS...

cd /var/ww webl/ phpi ds/lib/|DS

... and make thet np/ directory (which will hold the PHPIDS log file) writable for the Apache user and group:

chown - R www dat a: www dat a t np/

Next we configure the PHPIDS configuration file (Confi g. i ni ):

cd Confi g/

vi Config.ini

I'm using the default configuration here, al | did was to adjust the paths:

Copyright © 2008 All Rights Reserved. HowtoForge Page 2 of 13



Intrusion Detection For PHP Applications With PHPIDS http: //mww.howtofor ge.com/

Copyright © 2008 All Rights Reserved. HowtoForge Page 3 of 13




Intrusion Detection For PHP Applications With PHPIDS http: //mww.howtofor ge.com/

3 Using PHPIDS

Copyright © 2008 All Rights Reserved. HowtoForge Page 4 of 13




Intrusion Detection For PHP Applications With PHPIDS http: //mww.howtofor ge.com/

We will now create thefile/ var / www/ web1/ web/ phpi ds. php which will call PHPIDS for us (we will later on prepend that file to all our PHP files so that
our PHP files can make use of PHPIDS automatically):

vi /var/ww/ webl/ web/ phpi ds. php
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Now when you call that filein abrowser, (e.g. htt p: // 192. 168. 0. 100/ phpi ds. php), you will see ablank page. But if you try to append some malicious
parametersto the URL (e.g. htt p: //192. 168. 0. 100/ phpi ds. php?t est =9R29%BEXXXYBCscr i pt ¥8Eal ert (1) ¥%8C/ scri pt 98E), PHPIDS will detect this
and print its findings in the browser:
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Total mpact: 54
Affected tags: xss, corf, id, fe, B
Varable: REQUEST test | Value: V=X K <scrpt=alert( ] }</scrpt>
Impact 27 | Tags: xss, caf, id, rfe, B
Description: finds himl breaking mjections inchuding whitespace attacks | Tags: xss, cof
Description: Detects possible includes and typical script methods | Tags: xss, csef, id, rfe
Description: Detects very basic X535 probings | Tags: x5, csof, id, ofe
Description: Detects obfuscated seript tags and XML wrapped HTML | Tags: xss
Descrnption: Detects possibly maboious hitml elements mchiding some attnbutes | Tags: xss, cof i, ofe, B
Descrpbon: Detects unknown attack vectors based on PHPIDS Centrdfuge detection | Tags: xss, csrf, id, rie, I
Vanable: GET.test | Valos: "> XX <scrpt-alent] ] o scrpt>
Impact 27 | Tags: xss, corf, id, fe, B
Deserption: finds biml breaking mjections woludmg whitespace attacks | Tags: xss, cof
Descrption: Detects possible incledes and typical scnpt methods | Tags: xss, csef, id, ofe
Descrption: Detects very basic X55 probmgs | Tags: xss, ouf, i, fe
Description: Detects obfuscated seript tags and XML wrapped HTML | Tags: xss
Descrption: Detects possibly maboious html dlements mchuding some attnibutes | Tags: xss, caf, i, e, B
Descrpton: Detects unknown attack vectors based on PHPIDS Centrifuge detection | Tags: xss, csif, id, rfe,
| Do | Repc 0% (D fols) | &

http://mww.howtofor ge.com/

Now we have to find away to make our PHP scripts use PHPIDS. Of course, you don't want to modify all your PHP scripts (you could have hundreds of
them...). Fortunately, there's a better way: we can tell PHP to prepend a PHP script whenever a PHP script is called. For example, if we call the script

i nf o. php in abrowser, PHP would first execute phpi ds. php and theni nf o. php, and we don't even have to modify i nf o. php.

We can do thisby using PHP'saut o_pr epend_fi | e parameter. We can either set thisin our php. i ni (thisisaglobal setting whichisvalid for all PHP web
sites on the server), orinan . ht access file (thisis a setting valid only for the web site in question):php.ini
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Open your php.ini (e.g. / et c/ php5/ apache2/ php.ini ), and set aut o_prepend_fil e to/ var/ ww/ webl/ web/ phpi ds. php:

vi [/ etc/php5/ apache2/ php. i ni

Restart Apache afterwards:

/etc/init.d/ apache2 restart

.htaccess

Instead of modifying php. i ni (whichisaglobal change, i.e., the changeisvalid for all web sites that use PHP on the server), you can instead use an
. htaccess file (so the setting would be valid only for the web site for which you create the . ht access file):

vi /var/ww/ webl/web/ . ht access

Please make sure that the vhost for the web site in/ var / ww/ web1/ web contains something like this (otherwise the php_val ue lineinthe. ht access file
will be ignored) (if you have to modify the vhost, please don't forget to restart Apache):
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Now we create asimple PHP file, / var / ww/ web1/ web/ i nf o. php:

vi /var/ww/ webl/ web/ i nf o. php

Call that filein abrowser (htt p: //192. 168. 0. 100/ i nf 0. php), and you should see the normal phpi nf o() output.

Now append some malicious parametersto the URL (e.g. htt p: //192. 168. 0. 100/ i nf 0. php?t est =9R29BEXXXYBCscr i pt ¥8Eal ert (1) ¥8C/ scri pt 9BE),
and you should find a PHPIDS report before the phpi nf o() output (because/ var / www/ web1/ web/ phpi ds. php was executed before
/ var / www/ web1/ web/ i nf o. php):
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Descnption: Detects possible includes and typical script methods | Tags: xss, s, id, rf
Description: Detects very basic X35 probings | Tags: xss, csi, id, e

Descrption: Detects obfuscated script tags and XML wrapped HTML | Tags: xss
Description: Detects possibly malicious htmi elements including some attributes | Tags: xss, csif, id, rfe, ffi
Description: Detects unknown aftack vectors based on PHPIDS Centrifuge detection | Tags: xss, csif, id, rfe, Ifi

Variable: GET test | Value: "=XXX<script=aleri{1)=/script=

Impact 27 | Tags: xss, csif, id, fe, Hi

Descrption: finds himl breaking ingections including whitespace attacks | Tags: xss, cs

Description: Detects possible includes and typical script methods | Tags: xss, csif id, rfe

Descrption: Detects very basic XS5 probings | Tags: xss, csr, id, fe

Description: Detects obfuscated script tags and XML wrapped HTML | Tags: xss

Descnption: Detects possibly malicious htmi elements including some attributes | Tags: xss, csd, id, rfe, ffi
Description: Detects unknown attack vectors based on PHPIDS Centrifuge detection | Tags: xss, csif, id, rfe, Ifi

System | Linux servert example.com 2.6.18-4-485 w1 Mon Mar 26 16:3910 UTC 2007 i685
|BuildDate  |Mar7 2007 22:21:40 I |;|
]

| Done | Repco%(0fols) | @

PHPIDS logsto/ var / ww/ web1/ phpi ds/ | i b/ | DS/ t np/ phpi ds_| og. t xt , so you should see something in the log now:

cat /var/ww/ webl/ phpids/|ib/|DS/tnp/phpids_| og. txt

"192.168. 0. 200", 2008- 06- 04T17: 36: 08+02: 00, 54, "xss csrf id rfe
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Ifi","REQUEST. t est =96 CYR29BEXXXYBCscri pt ¥8Eal er t Y%R819%R299BCYRFscr i pt ¥BE

CET. t est =0 CY22YBEXXX¥BCscri pt ¥BEal ert ¥2819%29%38CY¥2Fscri pt ¥8E",

" 9R2Fi nf 0. phpYBFt est ¥BDYR5229%R53EXXX9%®R53Cscr i pt ¥%253Eal er t ¥%2819R29%R53C%2Fscr i pt 9%253E"

Now by observing that log you learn what hackers are trying to do to your PHP applications, and you can try to harden your applications.

To add another level of security, we can stop our PHP scripts from executing if PHPIDS find that they are under attack: we simply add something like
di e(' <h1>Go away! </ h1>'); totheif (!$result->i sEnpty()) {} section of the/var/ww/ webl/ web/ phpi ds. php script:

vi /var/ww/ webl/ web/ phpi ds. php
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If there's no attack, the scripts are executed, but if PHPIDS finds an attack, it prevents the scripts from being executed and displays a message to the
hackers:
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B Mazilla Firefox

Fle Edt Vew Hgtory Rookmarks Tools Hep i QU Seumblel |ﬁihm! F.‘SmdnvD|ﬂv| Frm-l

Er-B @ D E o D | aip192.168.0. 100/fo.oho%test=%22%30000% 3scrot? | | B | [G]w| bt studo

=

Vanable: EEQUEST test | Value: "> XXX <scnpt>alert(] }</scrpt>

Impact 27 | Tags: xss, csdf, id, fe, i

Descrption: finds hitml breaking injections mchding whetespace attacks | Tags: xss, csrf

Desenption: Detects possible mchsdes and typical serpt methods | Tags: 35, cof i, ofe

Descrnption: Detects very basic X85 probings | Tags: xss, caf, id, ife

Descrption: Detects obfuscated sorpt tags and XML wrapped HTML | Tags: x5

Deescription: Detects possibly maBcious hitml elements incloding some attributes | Tags: xss, csef, id, e, ii
Desenption: Detects unknown attack vectors based on PHPIDS Centrifuge detection | Tags: x3s, caf i, e, B

Vanable: GET .test | Value: \"=X X <scnpt=alert( 1 ='scrpt>

lmpact 27 | Tags: xss, curf, id, ofe, i

Desenption: finds hitml breakng mjectons mchiding whitespace attacks | Tags: xss, caf

Description: Detects possible mchades and typical script methods | Tags: 35, cuf, id, ofe

Description: Detects very basic X35 probags | Tags: xss, caf, i, rfe

Deseription: Detects obfuscated sorpt tags and XML wrapped HTML | Tags: xs3

Deescrption: Detects possibly mabcious btml elements mchodng some atinbutes | Tags: xss, csef, id, ofe, I
Description: Detects unknown attack vectors based on PHPIDS Centrifuge detection | Tags: xss, carf id, ofe,

Go away!

=l

| Done | Reco%infols) | & :5

4 Links

- PHPIDS: http://php-ids.orqg
- PHP: http://www.php.net
- Apache: http://httpd.apache.org
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