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Unbound isavalidating, recursive, and caching DNS resolver, released under aBSD license. Version 1.0.0 was released on May 20, 2008. Thistutorial
explains how to install and use it on Debian Etch, including the creation of zones for your own domains.

This document comes without warranty of any kind! | want to say that thisis not the only way of setting up such a system. There are many ways of
achieving this goal but thisisthe way | take. | do not issue any guarantee that this will work for you!

1 Installing Unbound
Because there's no Debian package available yet, we have to install Unbound from the sources. First we install the prerequisites:

apt-get install build-essential |ibssl-dev

Then we download and install Unbound as follows:
cd /tnp
wget http://ww. unbound. net / downl oads/ unbound- | atest . tar. gz
tar xvfz unbound-|atest.tar.gz

cd unbound- 1. 0. 0/
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./ configure
make

make install

Next we create a user and group called unbound:

gr oupadd unbound

useradd -d /var/unbound -m -g unbound -s /bin/fal se unbound
We will use the directory / var / unbound as the home directory of the Unbound name server - it will contain the Unbound configuration, and Unbound will
run chrooted in it for security reasons.
Next we download the list of root name servers:

cd /var/unbound

wget ftp://ftp.internic.net/domain/ named. cache
Then we create the directory / var / unbound/ var / r un which will hold the Unbound PID file, unbound. pi d, and create asymlink / var / r un/ unbound. pi d
toit:

nkdir -p /var/unbound/var/run

chown - R unbound: unbound /var/unbound

I'n -s /var/unbound/ var/run/unbound. pi d /var/run/unbound. pi d
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To start/stop/restart Unbound, we need an init script like this one:

vi /etc/init.d/ unbound
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Make the script executable and create the system startup links for it:
chnod 755 /etc/init.d/ unbound

updat e-rc.d unbound defaults

That'sit for the installation.

2 Configuring Unbound

Now we create the Unbound configuration file, / var / unbound/ unbound. conf . You can find a sample configuration filein
/ t mp/ unbound- 1. 0. 0/ doc/ exanpl e. conf which haslots of explanationsin it. You can also visit
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http://www.unbound.net/documentation/unbound.conf.html to learn more about the Unbound configuration.

In the following configuration, | add two zones for domains (exanpl e. comand exanpl e. net ) that | want to host on the Unbound name server. If you are
familiar with the BIND name server, you can learn the Unbound syntax very fast. Adjust the zones to your needs, or leave them out if you only need alocal
resolver:

vi /var/unbound/ unbound. conf
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I'veusedinterface: 0.0.0.0 herewhich meansthat Unbound listens on all network interfaces, and access-control : 0.0.0.0/0 al | owwhich means
that anybody can connect to Unbound. If you just want localhost to be allowed to connect, for example, you'd use

instead.
To check if the syntax of your Unbound configuration is correct, you can use the unbound- checkconf command:

unbound- checkconf /var/unbound/ unbound. conf
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server 1: ~# unbound- checkconf /var/unbound/ unbound. conf
unbound- checkconf: no errors in /var/unbound/ unbound. conf
serverl: ~#

If the syntax is ok, you can finally start Unbound:

/etc/init.d/ unbound start

To learn more about Unbound, please refer to the Unbound documentation.

3 Links

- Unbound: http://www.unbound.net/index.html
- Debian: http://www.debian.org
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