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This guide explains how to set up WebDAV with MySQL authentication (using mod_auth_mysqgl) on Apache2 on a Debian Etch server. WebDAV stands

for Web-based Distributed Authoring and Versioning and is a set of extensions to the HTTP protocol that allow users to directly edit files on the Apache
server so that they do not need to be downloaded/uploaded via FTP. Of course, WebDAV can aso be used to upload and download files.

| do not issue any guarantee that this will work for you!
1 Preliminary Note
I'm using a Debian Etch server with the hostname ser ver 1. exanpl e. comand the |P address 192. 168. 0. 100 here.

2 I nstalling Apache2, WebDAV, MySQL, mod_auth_mysql

Unfortunately | i bapache2- nod- aut h- nysql isavailable as a Debian package only for Debian Lenny (testing) and Sid (unstable), but not for Etch.
Therefore we will install thel i bapache2- nod- aut h- mysql package from Lenny. To do this, open/ et c/ apt/sources. | i st and add the line deb
http://ftp2.de. debi an. org/ debi an/ | enny mai n;your/etc/apt/sources.|ist couldthenlook likethis:

vi /etc/apt/sources.|list

deb http://ftp2.de.debian.org/debian/ etch main
deb-src http:/ftp2.de.debian.org/debian/ etch main
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Of course (in order not to mess up our system), we want to install packages from Lenny only if there's no appropriate package from Etch - if there are
packages from Etch and Lenny, we want to install the one from Etch. To do this, we give packages from Etch a higher priority in/ et c/ apt / pr ef er ences:

vi /etc/apt/preferences

(Thetermset ch and | enny refer to the appropriate termsin/ et c/ apt/ sour ces. | i st ; if you'reusing st abl e and t est i ng there, you must use st abl e
andtestinginstead of etch and! enny in/etc/ apt/preferences aswell.)

Afterwards, we update our packages database:

apt - get update

If you're getting an error like this:
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Segnentation faultsts... 96%

or this one:

E: Dynamic Mvap ran out of room

open/etc/ apt/apt.conf and add alinefor APT: : Cache- Li mi t with avery high value, e.g. likethis:

vi /etc/apt/apt.conf

APT::Cache-Limit "100000000";

Then run

apt - get update

again and upgrade the installed packages:

apt - get upgr ade

(If you see any questions, you can accept the default values.)
Toinstall Apache2, WebDAV, MySQL, and mod_auth_mysgl, we run:

apt-get install apache2 nysql -server nysql-client |ibapache2-nod-auth-nysql

Create a password for the MySQL user root (replace your r oot sql passwor d with the password you want to use):
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nmysql admi n -u root password yourr oot sql password

Then check with

netstat -tap | grep nysql

on which addresses MySQL islistening. If the output looks like this:

tcp 0 0 I ocal host. | ocal do: nysqgl *:* LI STEN 2713/ mysqgl d

which means MySQL islistening on | ocal host . | ocal domai n only, then you're safe with the password you set before. But if the output looks like this:
tcp 0 0 *:mysqgl *:* LI STEN 2713/ nysqgl d

you should set aMySQL password for your hosthame, too, because otherwise anybody can access your database and modify data:

nmysql adm n -h server1. exanpl e.com -u root password yourr oot sqgl password

Afterwards, enable the WebDAV and mod_auth_mysgl modules:
a2ennod dav_fs
aZ2ennod dav

a2ennod aut h_mnysql

Reload Apache:

/etc/init.d/ apache2 force-rel oad

Copyright © 2008 All Rights Reserved. HowtoForge Page 4 of 13



How To Set Up WebDAV With MySQL Authentication On Apache2 (Debian Etch) http: //mww.howtofor ge.com/
3 Creating A Virtual Host

| will now create a default Apache vhost in the directory / var / ww/ web1/ web. For this purpose, | will modify the default Apache vhost configuration in
/ et c/ apache?2/ sit es-avai | abl e/ def aul t . If you already have a vhost for which you'd like to enable WebDAV, you must adjust this tutorial to your
situation.

First, we create the directory / var / ww/ web1/ web and make the Apache user (ww+ dat a) the owner of that directory:
nkdir -p /var/ww webl/ web

chown wwwdata /var/ww/ webl/ web

Then we back up the default Apache vhost configuration (/ et c/ apache2/ si t es- avai | abl e/ def aul t) and create our own one:
nv /etc/apache2/sites-avail abl e/default /etc/apache2/sites-available/default_orig

vi /etc/apache2/sites-avail abl e/ def aul t
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</VirtuaHost>

Then reload Apache:

/etc/init.d/apache2 rel oad

4 Configure The Virtual Host For WebDAV

Y ou can find the documentation for mod_auth_mysql in the/ usr/ shar e/ doc/ | i bapache2- nod- aut h- nysql directory. To read it, you have to gunzip the
DI RECTI VES. gz and USAGE. gz files:

cd /usr/share/doc/|ibapache2- nod- aut h- mysql
gunzi p DI RECTI VES. gz

vi Dl RECTI VES

gunzi p USAGE. gz

vi USACE

Having read these two files, we create a MySQL database called webdav in which we will create the table nysql _aut h which will contain our users and
passwords. In addition to that we create the MySQL user webdav_adni n - this user will be used by mod_auth_mysgl to connect to MySQL later on:

nysqladm n -u root -p create webdav

nysql -u root -p
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GRANT SELECT, | NSERT, UPDATE, DELETE ON webdav.* TO 'webdav_adm n' @I ocal host' | DENTI FI ED BY ' webdav_admi n_password' ;
GRANT SELECT, | NSERT, UPDATE, DELETE ON webdav.* TO 'webdav_adm n' @l ocal host .| ocal domai n* | DENTI FI ED BY ' webdav_adm n_password' ;

FLUSH PRI VI LEGES;

(Replace webdav_adni n_passwor d with a password of your choice.)

USE webdav;

create table nysqgl _auth (
user nane char (25) not null,
passwd char (32),

groups char (25),

primary key (usernane)

(Of course, you can as well use existing tables holding your user credentials, and you can as well have additional fields in the table, such asafield that
definesif auser is active or not, for example.)

Now we insert the user t est into our nysql _aut h table with the password t est (MD5 encrypted); this user belongs to the group t est gr oup:

I NSERT | NTO “nysql _auth® (" usernane’, "passwd , “groups ) VALUES('test', MD5('test'), 'testgroup');
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We will later on usethe URL htt p://192. 168. 0. 100/ webdav to connect to WebDAV. When you do this on a Windows XP client and type in the user
namet est , Windows translates thisto 192. 168. 0. 100t est . Therefore we create a second user account NOwW:

I NSERT | NTO "nysql _auth® (" usernane’, “passwd’ , “groups’ ) VALUES('192.168.0.100\\test', MD5('test'), 'testgroup');

(We must use a second backslash here in the user name to escape the first one!)

Y ou don't have to do thisif you specify the port in the WebDAV URL, e.g. htt p: //192. 168. 0. 100: 80/webdav - in this case Windows will simply look
for theuser t est, not 192. 168. 0. 100t est .

Then we leave the MySQL shell:

quit;

Now we modify our vhost in/ et ¢/ apache2/ si t es- avai | abl e/ def aul t and add the following linesto it:

vi [etc/apache2/sites-avail abl e/ def aul t
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The Al i as directive makes (together with <Locat i on>) that when you call / webdav, WebDAYV isinvoked, but you can still access the whole document root
of the vhost. All other URLSs of that vhost are still "normal™ HTTP.

The Aut hBasi cAut horitative O f and Aut hUserFile /dev/null arethereto prevent that you get errors like these ones in your Apache error log (
/var /| og/ apache2/ error. | og):

[Wed Jun 11 17:02:45 2008] [error] Internal error: pcfg openfile() called with NULL fil enane
[Wed Jun 11 17:02:45 2008] [error] [client 127.0.0.1] (9)Bad file descriptor: Could not open password file: (null)

If you have additional fieldsin your MySQL table that define if auser isallowed to log in or not (e.g. afield called act i ve), you can add the
Aut h_MySQL_Passwor d_Cl ause directive, eg.:

(It isimportant that the string within the quotation marks begins with a space!)
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Therequire valid-user directive makesthat each user listed inthemysqgl _aut h table can log in as long as he/she provides the correct password. If you
only want certain usersto be allowed to log in, you'd use something like

instead. And if you only want members of certain groups to be allowed to log in, you'd use something like this:

The final vhost should look like this:
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Reload Apache afterwards:

/etcl/init.d/ apache2 rel oad

5 Testing WebDAV

We will now install cadaver , acommand-line WebDAYV client:

apt-get install cadaver
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Totest if WebDAV works, type:

cadaver http://Il ocal host/webdav/

http: //mww.howtofor ge.conv

Y ou should be prompted for auser name. Typeintest and then the password for the user t est . If al goeswell, you should be granted access which means

WebDAYV isworking ok. Type qui t to leave the WebDAYV shell:

server l: ~# cadaver http://|ocal host/webdav/
Aut hentication required for webdav on server °“|ocal host':
User name: test
Passwor d:
dav:/webdav/ > quit
Connection to “local host' closed.
serverl: ~#

Now test again with the username 192. 168. 0. 100t est (thisisthe format that Windows XP needs):

cadaver http://I| ocal host/webdav/

server l: ~# cadaver http://|ocal host/webdav/
Aut hentication required for webdav on server "|ocal host':
Username: 192.168. 0. 100t est
Passwor d:
dav: /webdav/> quit
Connection to “local host' closed.
serverl: ~#

6 Configure A Windows XP Client To Connect To The WebDAV Share

This is described on http://mwww.howtof or ge.com/setti ng-up-webdav-with-apache2-on-debian-etch-p?2.
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If Windows keeps asking and asking about the username and password, you should specify the port in the WebDAV URL, e.g. htt p: //192. 168. 0. 100: 80
/webdav (see chapter four).

7 Configure A Linux Client (GNOME) To Connect To The WebDAV Share

Thisis described on http://www.howtof or ge.com/setti ng-up-webdav-with-apache?2-on-debian-etch-p3.

8 Troubleshooting

It's agood ideato watch the Apache error log (/ var /| og/ apache2/ error. | og) while you're trying to connect to WebDAYV, e.g. with this command:

tail -f /var/log/apache2/error.|og

If you get an error like this:
[Wed Jun 11 15:39:04 2008] [error] [client 192.168.0.46] (13)Perm ssion denied: Could not open property database. [500, #1]
thismeansthat / var / | ock/ apache2 isnot owned by the Apache user (ww+ dat a on Debian). Y ou can fix this problem by running:

chown wwwdata /var/| ock/ apache2

If Windows keeps asking and asking about the username and password, you should specify the port in the WebDAV URL, e.g. http: //192. 168. 0. 100: 80
/webdav (see chapter four).

9 Links

- WebDAV: http://www.webdav.org

- Apache: http://httpd.apache.org

- Debian: http://www.debian.org

- mod_auth_mysqgl: http://modauthmysqgl.sourceforge.net
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