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Getmail isaprogram for retrieving emails from remote servers; it isvery similar to fetchmail, but more flexible. For example, it can be configured to
deliver mails directly to aMaildir or mbox mailbox without the need for an MTA such as Postfix, but of course it can aso pipe the mailsthrough an MTA
if you want. Getmail can use so called filters such as SpamAssassin and ClamAYV to scan the mails, and you can even tell getmail to delete mails on the
original server only after a certain number of days.

| do not issue any guarantee that this will work for you!

1 Preliminary Note

| have tested getmail on a Debian Etch system with alocal user called f al ko who has the local email addressf al ko@xanpl e. com

2 Install getmail

In order to install getmail, all we haveto doisrun

apt-get install getmail 4

as root.

3 Configure getmail
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Getmail can be configured through per-user configuration files, and getmail can then be run by that very user. To make getmail run automatically, we can
create a cron job for that user.

In this chapter I'm assuming that you're logged in as the user falko, not root!

Getmail islooking for the configuration file ~/ . get mai | / get mai | r ¢, so first we have to create the directory ~/ . get mai | with permissions of 0700:

nkdir -m 0700 ~/.getmail

Then we create the ~/ . get mai | / get mai | r c configuration file. A get mai | r ¢ file must at least have one[retri ever] section and one[ desti nati on]
section.

vi ~/.getnmil/getnuilrc

The above example assumes that f al ko has a mail account with the usernamef al ko@onepr ovi der . t | d and the password secr et at the server
pop. sonmepr ovi der . t 1 d, and that he has a Maildir account on this server, with ~/ Mai | di r/ being his Maildir directory.

That's already enough to configure getmail. f al ko could now retrieve emails from the remote server smply by running
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get nai |

Of course, f al ko doesn't want to start the retrieval manually every few minutes, so we create a cron job for him. Still asthe user f al ko, we run

crontab -e

and create acron job like this one (which would start getmail every five minutes):

Now let's assume f al ko doesn't have a Maildir account, but an mbox account on this server (/ var/ mai | / f al ko). All we have to do is modify the
[destination] sectionin~/.getnail/getmailrc,eg.likethis:

vi ~/.getnuil/getnuilrc

In the next example we want to pipe the emails that we retrieve from the remote server through an MTA such as Postfix (I assume that Postfix is already
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installed and working). Postfix can then take care whether it has to deliver the mails to Maildir or mbox, and it can aso invoke spam and virus scanners,
e.g. through amavisd-new.

vi ~/.getmail/getnuilrc

(Asyou see, wetell getmail that f al ko'slocal email addressisf al ko@xanpl e. com)
3.1 Options
We can also add an [ opt i ons] sectionto~/ . get mai | / get mai | r ¢ where we can change getmail's default behaviour, e.g. like this:

vi ~/.getnuil/getnailrc

Copyright © 2007 All Rights Reserved. HowtoForge Page 4 of 19


http://www.howtoforge.com/amavisd_postfix_debian_ubuntu
http://www.howtoforge.com/amavisd_postfix_debian_ubuntu

Retrieving Emails From Remote Servers With getmail (Debian Etch)

http: //mww.howtofor ge.com/

The above options tell getmail to print messages about retrieved messages, to retrieve only new messages, to delete messages from the remote server after
retrieval, and to log to the syslog.

If you'd like to delete only mails older than ten days, you could change the [ opt i ons] section asfollows:

vi ~/.getnuil/getnailrc

Y ou can learn more about all available options on http://pyr opus.ca/softwar e/getmail/configur ation.html#conf-options.

4 Integrating SpamAssassin I nto getmail
If you'd like getmail to invoke SpamAssassin, you can do it as follows:
First we must install SpamAssassin. Asroot, we run

apt-get install spamassassin spant
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Then we must configure SpamAssassin. This can be donein thefile/ et c/ mai | / spamassassi n/ 1 ocal . cf. A valid file could look like this:

vi /etc/mail/spamassassin/local . cf

(The commentsin/ et ¢/ mai | / spamassassi n/ | ocal . cf will tell you more about the above settings.)

If you enable Bayes (use_bayes 1), it isimportant that you put the line

bayes ignore_header X-getnmail-filter-classifier

into/ et c/ mai | / spamassassi n/ | ocal . cf so that Bayesignores headers added by getmail.

Finally we must enable the SpamA ssassin daemon by setting ENABLEDto 1 in/ et ¢/ def aul t/ spanassassi n:

vi /etc/defaul t/spanassassin
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Then we start the SpamA ssassin daemon:

/etc/init.d/ spamassassin start

Now log in asf al ko again on the command line and open ~/ . get mai | / get mai | r ¢ and add the following [fi | ter] section:

vi ~/.getnuil/getnailrc

(If thisisnot your first [fi | ter] section, you must renamethefirst[filter] sectionto[filter-1],thesecondoneto[filter-2], andsoon.)
That'sit. SpamAssassin is now integrated into getmail.
5 Integrating ClamAV

ClamAYV isaproject that publishes new releases very often, and once a new release is published, old versions will print out warnings. Therefore we must
make sure that we install the latest ClamAYV release by adding the following lineto/ et c/ apt/ sour ces. | i st (asroot):

vi /etc/apt/sources.|list
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Afterwards we update our packages database:

apt - get update

(- if you get GPG warnings, you can ignore them -)
and install ClamAV:

apt-get install clamav cl amav-base cl amav- daenon cl amav-freshcl am

Thenlogin asthe user f al ko again and edit ~/ . get nai | / get mai | r . If you want getmail to delete virus emails, add the following filter:

vi ~/.getmail/getmuilrc
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If you want getmail to deliver infected messages, add the following filter instead:

vi ~/.getmail/getnuilrc

Again, keep in mind what | said about multiple[filter] sectionsin the previous chapter:
If thisisnot your first [fil ter] section, you must renamethefirst[filter] sectionto[filter-1],thesecondoneto[filter-2], and soon.

That'sit for the ClamAV integration.

6 A Sample Configuration File
Thisishow my ~/ . get mai | / get mai | r ¢ file looksin the end:

vi ~/.getnmil/getnailrc
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7 Further Configuration Examples

Y ou can find further configuration examples on http://pyr opus.ca/softwar e/getmail/configur ation.html and in the get mai | r c- exanpl es file that comes
with the getmail . t ar . gz file that you can download from http://pyr opus.ca/softwar e/getmail. Here's the contents of that file:
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#
# This file contains various exanples of configuration sections to use
# in your getmail rc file. You need one file for each mail account you
# want to retrieve mail from These files should be placed in your
# getmai|l configuration/data directory (default: $HOVE/ .getnmil/).
# If you only need one rc file, nane it getmamilrc in that directory,
# and you won't need to supply any conmandl i ne options to run getnail
#
#

# Exanple 1: sinplest case of retrieving mail from one POP3 server and
# storing all nmessages in a maildir.
#

[retriever]
type = Sinpl ePOP3Retri ever
server = pop.exanpl e. net
usernanme = jeff.plotzky
passwor d mai | password

[destination]
type = Maildir
path = ~jeffp/Maildir/

#
# Exanple 2: same as (1), but operate quietly, delete nessages from
# the server after retrieving them and log getmail's actions to a file.
#

[ options]
verbose = 0
delete = true
nessage_log = ~/.getmail /| og
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[retriever]
type = Sinpl ePOP3Retri ever
server = pop. exanpl e. net
usernanme = jeff.plotzky
password = mmi |l password

[ destination]
type = Maildir
path = ~jeffp/Maildir/

#
# Exanple 3: same as (1), but the mail account is accessed via | MAP4 instead
# of POP3.
#

[retriever]
type = Sinpl el MAPRetri ever
server = nail.exanpl e. net
usernanme = jeff.plotzky
password = mai | password

[destination]
type = Maildir
path = ~jeffp/Maildir/

#
# Exanple 4: same as (3), but retrieve mail fromthe I NBOX, |NBOX.spam and

# mailing-lists.getmail-users mail folders.
#

[retriever]

type = Sinpl el MAPRet ri ever
server = mail.exanpl e. net
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usernanme = jeff.plotzky
password = mai | password
mai | boxes = ("1 NBOX", "INBOX. spant, "mmiling-lists.getnmail-users")

[destination]
type = Maildir
path = ~jeffp/Maildir/

# Exanple 5: same as (3), but npbve nessages to the mamil folder "sent-mil"
# after retrieving them Note that you do this by setting delete and

# nmove_on_del ete options.

#

[options]
delete = true

[retriever]
type = Sinpl el MAPRet ri ever
server = nail.exanpl e. net
usernanme = jeff.plotzky
password = mai | password
nove_on_del ete = sent-nmil

[destination]
type = Maildir
path = ~jeffp/Maildir/

#
# Exanple 6: same as (1), but deliver the nessages to an nboxrd-format nbox
# file as user "jeffp".
#
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[retriever]
type = Sinpl ePOP3Retri ever
server = pop. exanpl e. net
usernanme = jeff.plotzky
password = mmi |l password

[ destination]

type = Mooxrd
path = ~jeffp/Mil/inbox
user = jeffp

#
# Exanple 7: same as (1), but deliver the nessages through an external NDA
# whi ch takes several argunents.
#

[retriever]
type = Sinpl ePOP3Retri ever
server = pop. exanpl e. net
usernanme = jeff.plotzky
password = mmil password

[destination]

type VDA ext er na

path = /usr/local/bin/ ny-nda

argunents = ("--nessage-fromstdin", "--scan-nmessage", "--to-maildir",
"~jeffp/Maildir/")

#
# Exanple 8: retrieve mail from a corporate POP3-SSL donmai n mail box,
# sort messages for several local users and deliver to maildirs in their
# home directories (except Sam who |ikes nbox files, and Christina, who
# uses procmail for further sorting), and deliver all other mail to
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# Joe, who serves as postmaster for the conpany. Sam al so needs

# to receive mail for "saml", "sanR3", etc, so we use a regular expression
# matching "sam' plus zero or nore decinal digits.
#

[retriever]
type = MultidropPOP3SSLRetriever
server = pop.exanpl e. net
user nane = conpanyl ogi n
password = mai |l password
# Qur domain mail box mail host records the envel ope recipient address in a
# new Del i vered-To: header field at the top of the nessage
envel ope_recipient = delivered-to:1

[destination]
type = Multi Sorter
default = [postnaster]

locals = (

("jef fk@onpany. exanpl e.net", "[jeff]"),

("marti nh@onpany. exanple.net", "[martin]"),

(r"sanD* @onpany. exanpl e. net", "[sam"),

("c.fell ones@onpany. exanpl e.net", "[christina-procnail]")
)

[ post nast er]
type = Maildir

path = ~j oe/ Mai | / post nast er/
user = joe
[jeff]
type = Maildir
path = ~jeffp/ Mildir/
user = jeffp
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[martin]
type = Maildir
path = ~martinh/ Maildir/
user = martinh

[sani
type = Mooxrd
path = ~sam Mai | /i nbox
user = sam

[christina-procmail]

type = MDA externa
path = /usr/| ocal / bi n/ procmai
# procmail requires either that the nmessage starts with an nmboxrd-style
# "From" line (which getmail can generate by setting "unixfrom' to True),
# that the -f option is provided as bel ow
argunents = ("-f", "% sender)", "-nf', "/home/christinal/.procmailrc")
user = christina
#

# Exanple 9: same as (3), but use SpamAssassin to filter out spam

# and ClamAV to filter out MS worns.

#

[retriever]

type = Sinpl el MAPRet ri ever
server = nail.exanpl e. net
usernane = jeff.plotzky
password = mail password

[filter-1]

type = Filter_externa
path = /usr/Il ocal/bin/spanc
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[filter-2]
type = Filter_classifier
path = /usr/local/bin/clanmscan
argunents = ("--stdout", "--no-sunmary",
"--nmbox", "--infected", "-")
exi tcodes_drop = (1,)

[destination]
type = Maildir
path = ~jeffp/Maildir/

#
# Exanple 10: sane as (3), but deliver all mail to two different |oca
# mai | boxes.
#

[retriever]
type = Sinpl el MAPRetri ever
server = nail.exanpl e. net
usernanme = jeff.plotzky
password = mmil password

[destination]
type = MultiDestination
destinations = (
"~jeff/Maildir/",
“/var/log/ mail-archive/current"”,

)

#
# Exanple 11: retrieve mail froma sinple (non-nultidrop) POP3 mail box.
# Then extract addresses fromthe nessage header (see docunentation for which
# fields are exanm ned), and deliver mail containing the address
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# <listl@omnain. exanple.net>to ~/Mail/lists/listl/, mail containing the

address <list2@therdonai n. exanpl e.conm> to ~/Mail/lists/list2/,

#

# mai | containing the address <ot hernane@xanple.org> to ~/Mil/other/,
# and all other mail gets delivered through the external MDA program
#
#

"my-nda" with sone default argunents.

[retriever]
type = Si npl ePOP3Retri ever
server = pop. exanpl e. net
username = jeff.plotzky
password = mail password

[destination]
type = Multi Guesser
default = [ny-nda]

locals = (
("listl@onain. exanple.net", "~/Mil/lists/listl/"),
("l'ist2@therdonai n. exanpl e. cont', "~/ Mail/lists/list2/"),
("ot hernamre@xanpl e. org", "~/ Mail/other/"),
)

[ ny- nda]

type = MDA external

path = /path/to/ ny-nda

arguments = ("-f", "% sender)", "${HOVE}/. nmyndarc")
Also take alook at the getmail man page:

man get nai |

to learn more about available command line parameters that you can pass to getmail.
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8 Links

- Getmail: http://pyr opus.ca/softwar e/getmail

- SpamAssassin: http://spamassassin.apache.org
- ClamAV: http://www.clamav.net

- Débian: http://www.debian.org
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