How To Enable Multiple HTTPS Sites For One | P On Debian Etch Using TL S Extensions

By John Spinuzzi
Published: 2007-11-16 16:24

How To Enable Multiple HTTPS Sites For One | P On Debian Etch Using TL S Extensions

This how-to is Debian specific but could be ported to other distributions since the concept is the same.In order to use TL S Extensions we have to patch and
recompile apache2 and recompile OpenSSL with the enable-tlsext directive.Since TLS Extensions are relatively new, some internet browsers will not work
so the apache2 server will deliver just the default site as http 1.0 does on an http 1.1 server.

This how-to assumes you have followed the perfect setup_debian_etch to completion.1. Preparing pbuilder

Install pbuilder.
apt - get update

apt-get install pbuilder fakeroot sudo devscripts apt-utils

Next edit / et ¢/ pbui | der/ pbui | der r c on line 11 to reflect a site closest to you. Thisisthe site that apt will use to resolve dependencies.

MIRRORSI TE=http://http.us.debian.org/debian

In the samefile go to line 20 and set DI STRI BUTI ON=et ch
Finally create your pbuilder image.

pbui |l der create --distribution etch

2. Patching and recompiling apache2.

First we must create a directory to store the sources in and download them.
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nmkdi r /usr/src/apache2
cd /usrsrc/apache2

apt - get source apache2

Copy and save this patch to/ usr/ src/ apache2/ apache2- 2. 2. 3/ htt pd- 2. 2. 3-sni . patch

cat > /usr/src/apache2/ apache2-2. 2.3/ httpd-2.2.3-sni.patch
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Use ctrl+d to exit
cd apache2-2.2.3/

patch &€“pl < httpd-2.2.3-sni.patch

Change the version.

cd debi an/

dch a€“i

And modify lines 1-5 so it looks like this:

Recompile the source package.

cd ../..

dpkg- source a€“b apache2-2.2.3/ apache2_2.2.3.o0rig.tar.gz
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Compile apache2 with pbuilder.
pbui | der buil d apache2_2. 2. 3- 4a+et ch. dsc
3. Compiling OpenSSL-0.9.8¢
Edit /etc/apt/sources.Ist with your favorite editor and add a new line using sid for the distrobution

deb-src http://ftp.debian.org/debian/ sid main

apt - get update
nkdir /usr/src/openssl
cd /usr/src/openssl/

apt - get source openssl

Edit the file /usr/src/openssl/openssl-0.9.8g/debian/rules and add enable-tlsext on line 22 so it looks like this:
CONFARGS = --prefix=/usr --openssldir=/usr/lib/ssl no-idea no-mdc2 no-rc5 zlib enable-tlsext

cd openssl - 0. 9. 8g/ debi an/

dch -i

Change the version on lines 1-5 so it look like this:
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Recompile the source package.
cd ../..

dpkg- source a€“b openssl-0.9.8g/ openssl_0.9.8g.orig.tar.gz

compile OpenSSL with pbuilder.

pbui | der build openssl_0.9.8g-1. dsc

Installing the newly built packages.
cd /var/cache/ pbuil der/resul t
dpkg a€“i apache2_2.2.3-4a+etch_all . deb
dpkg a€“i apache2. 2-common_2. 2. 3- 4a+et ch_i 386. deb
dpkg a€“i apache2-mpm prefork_2. 2. 3-4at+et ch_i 386. deb
dpkg a€“i libssl 0.9.8_0.9.8g-1_i 386. deb

dpkg a€“i openssl _0.9.8g-1_i 386. deb
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Run this command to fix any dependencies.

apt-get install a€“f

4. Configure | SPConfig to allow multiple secure websites on one | P address

Edit / home/ adni spconfi g/ i spconfig/lib/classes/ispconfig_i sp_web.|ib.php and search for the following:

Comment it out so it looks like this;
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Search again in the same file and comment those out.
Create adefault secure site that users will see if they are using a non RFC 4366 compliant browser.
nkdi r /var/ww/ shar edi p/ ssl
cd /var/ ww shar edi p/ ssl
openss| genrsa -des3 -passout pass:yourpassword -out 192.168.1.2.key2 1024
openssl req -new -passin pass:yourpassword -passout pass:yourpassword -key 192.168.1.2.key2 -out 192.168.1.2.csr -days 365
openssl req -x509 -passin pass:yourpassword -passout pass:yourpassword -key 192.168.1.2.key2 -in 192.168.1.2.csr -out 192.168.1.2.crt -days 365
openssl| rsa -passin pass:yourpassword -in 192.168.1.2. key2 -out 192.168. 1. 2. key
chnod 400 192.168. 1. 2. key
Be sure to enter your own p&NOFd.
Also, | would use an asteric "*" for the common name.

Edit/ et c/ apache2/ apache2. conf and placethisabovel ncl ude /et c/ apache2/ vhost s/ Vhosts_i spconfi g. conf
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</VirtuaHost>

Test creating multiple sites with SSL enabled.
Y ou must have an RFC 4366 compliant browser to be ableto view the sites correctly.
To test your browser go to https://dave.sni.velox.ch/ and check if your browser works.L INKS:;

http://edseek.com/~jasonb/articles/pbuilder backports/index.html
https://dave.sni.velox.ch/
http://www.edelweb.fr/Edel K ey/
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