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This tutorial shows how to install M ySecur eShell on a Debian Etch system. MySecureShell isan SFTP server that is based on OpenSSH and can be
configured in many ways, e.g. it has support for chrooting users into their homedirs or for limiting upload-/download bandwidths. MySecureShell makes
SFTP available for users that do not have shell access so that these users do not have to use the insecure FTP protocol anymore.

This document comes without warranty of any kind! | do not issue any guarantee that this will work for you!

1 Preliminary Note

| have tested this on a Debian Etch server with the P address 192. 168. 0. 100 and the existing user ashl ey. | will create a second user f el i x and show
how both users can use SFTP with MySecureShell.

2 Installing M ySecur eShell
MySecureShell has afew requirements, so we install these first:

apt-get install libssl0.9.7 ssh openssh-server

Afterwards, we download and install MySecureShell as follows:

cd /tnp
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wget http://ovh. dl.sourceforge. net/sourceforge/ nysecureshel | / mysecureshel | _0.95_i 386. deb

dpkg -i nysecureshel | _0.95_i 386. deb

(Make sure you download the latest version from Sour ceFor ge.)
That's it already, MySecureShell is now installed and running.

3 Preparing Users For MySecureShell

Before users can use SFTP with MySecureShell, we must change their shell to / bi n/ MySecur eShel | . For existing users (e.g. ashl ey), we can do it like
this:

usernod -s /bin/ MySecureShel | ashl ey

In order to create anew user with the/ bi n/ MySecur esShel | shell (e.g. f el i x), use acommand like this:

useradd -m -s /bin/ MySecureShel |l felix

Specify a password for the new user like this:

passwd felix

There's another way of creating MySecureShell users using the utilities that come with MySecureShell. | will describe these tools later on.

Now you can open an SFTP client (like WinSCP or Filezilla for Windows, gETP for Linux, Cyberduck for MacOS; alist of clientsis available here:
http://mysecur eshell.sour cefor ge.net/fr/clients.html) and connect to the server. I'm using WinSCP here.

Fill in the hostname, username, and password; the Port nunber is 22 (aswith SSH); asPr ot ocol you can either select SFTP or SFTP (al | ow SCP
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fal | back) . Then click on the Logi n button:
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WinSCP Login
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Afterwards, you should find yourself in your home directory. Try to go up one directory, and you should be denied permission which means you are

chrooted to your home directory:
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4 Configuring MySecur eShell

MySecureShell isworking well in its default configuration, however, you might want to take alook at the configuration to change afew things. The
configurationisinthefile/ et ¢/ ssh/ sft p_confi g which isvery well commented so | don't have to explain that here. Y ou can specify upload- and
download bandwidths, chroot users, the max. amount of connections, etc., and you can do all this globally or for certain user group or based on the clients
I P addresses, etc. MySecureShell is very flexible. Y ou can find out more about possible configurations here:

http://mysecur eshell.sour cefor ge.net/fr/confman.html

Right now, | just want to turn off the download bandwidth limit which isin MySecureShell's configuration by default. Therefore | set G obal Downl oad and
Downl oad to O:
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vi /etc/ssh/sftp_config
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After our changes, we must restart MySecureShell:

/etc/init.d/ nysecureshell restart

5 MySecureShell Utilities

MySecureShell comes with afew utilities that ease the management and control of SFTP accounts and MySecureShel| itself.

sft p-who

shows the SFTP users that are currently connected:

server 1l: ~# sftp-who

--- 1/ 10 clients ---

A obal used bandwith : O bytes/s / 0 bytes/s

PI D. 2256 Nanme: felix I P. 192.168.0. 24
Horme: /home/felix
Status: idle Pat h: /home/felix
File:
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Connected: 2007/09/18 17:24:01 [since 04nmins 07s]
Speed: Downl oad: O bytes/s [unlimted] Upload: O bytes/s [unlimted]
Total : Downl oad: 587 bytes Upl oad: 89 bhytes

serverl: ~#

With sft p-ki I | you can disconnect currently connected SFTP users from the server:

sftp-kill felix

serverl: ~# sftp-kill felix
Kill felix on PID 2160
No | aner to kill ?

serverl: ~#

The command sf t p- st at e shows the state of the MySecureShell server:
sftp-state

serverl: ~# sftp-state

Server is up

serverl: ~#

The command sf t p- veri f checks the existance and the permissions of the various MySecureShell files. Y ou should run it once to fix permissions:
sftp-verif

serverl: ~# sftp-verif

HERHHHHH TR H T H R R
# MySecur eShel | Verification Tool #
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** Verifing file existance **

Verifing
Verifing
Verifing
Verifing
Verifing
Verifing
Verifing

** Verifi

Verifing
Verifing
Verifing
Verifing

Do you want to repair /usr/bin/sftp-state rights ? (y/n)

<--y

file
file
file
file
file
file
file
ng ri
file
file
file
file

ex
ex
ex
ex
ex
ex
ex

ghts **

rights
rights
rights
rights

stance
stance
stance
stance
st ance
st ance
st ance

of
of
of
of

of /bi n/ MySecur eShel |

of /usr/bin/sftp-who

of /usr/bin/sftp-Kkil

of /usr/bin/sftp-state

of /usr/bin/sftp-admn

of /usr/bin/sftp-verif

of /etc/ssh/sftp_config

/etc/ssh/sftp_config
[ usr/ bin/sftp-who
[usr/bin/sftp-verif
/usr/bin/sftp-state

Verifing file rights of /usr/bin/sftp-Kkil

Do you want to repair /usr/bin/sftp-Kkil

<--y

Verifing file rights of /usr/bin/sftp-admn

Do you want to repair /usr/bin/sftp-admn rights ? (y/n)

<--y

Verifing file rights of /bin/MSecureShel

Do you want to repair /bin/MSecureShel

<--y
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X ]
X ]
X ]
Failed ]

Fail ed ]

Fail ed ]

Fail ed ]
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** Verifing rotation |ogs **
MySecur eShel | rotation | ogs [ OK]

** \erifing server status **
Verifing server status (ONLINE) [ OK]
serverl: ~#

sftp-user |ist

shows all SFTP-enabled user accounts:
serverl: ~# sftp-user list

ashl ey

felix
serverl: ~#

With sft p-user del et e you can delete an SFTP user account:

sftp-user delete felix

And with sf t p-user creat e you can create anew SFTP user account (including password):

sftp-user create felix

serverl: ~# sftp-user create felix
Ent er password:
serverl: ~#
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6 Links

- MySecureShell: http://mysecur eshell.sour cefor ge.net/fr/index.html
- Debian: http://www.debian.org
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