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This tutorial shows how you can back up Linux and Windows systems with BackupPC. BackupPC acts as a server and isinstalled on a Linux system, and
from there it can connect to all Linux and Windows systems in your local network to back them up and restore them without interfering with the user's work
on that system. On the clients minimal to no configuration is needed. BackupPC supports full and incremental backups, and it comes with a neat web
frontend for the administrator and normal user so that backups and recoveries can be managed through a web browser. It should be noted, however, that
BackupPC does file-based backups, not bit-wise backups like Ghost4Linux, for example, so it is not made for disk/partition imaging.

BackupPC comes with a clever pooling scheme that minimizes disk storage and disk 1/0. Identical files across multiple backups of the same or different
PCs are stored only once resulting in substantial savingsin disk storage and disk I/O.

| want to say first that thisis not the only way of setting up such a system. There are many ways of achieving this goal but thisisthe way | take. | do not
issue any guarantee that thiswill work for you!

1 Preliminary Note

In thistutorial | will set up BackupPC on a Debian Etch server with the static |P address 192. 168. 0. 100 and the hostname ser ver 1. exanpl e. com The
procedure should be similar or the same on Debian Sarge and Ubuntu.

BackupPC stores the backupsin/ var/1i b/ backuppc, so I've made that an extra partition of about 90 GB on the BackupPC server. It should be noted that
thisisstill very small, especialy if you want to back up lots of machines, so bigger is better. Also, you should consider using LVM for the

/var/1i b/ backuppc partition so that you can enlarge it whenever you need it. Y ou can learn more about LVM in this tutorial:

http://www.howtofor ge.com/linux_lvm

Copyright © 2007 All Rights Reserved. HowtoForge Page 1 of 45


http://www.howtoforge.com/linux_lvm

Back Up Linux And Windows Systems With BackupPC http: //mww.howtofor ge.conv

| will show how to back up and restore a Ubuntu Edgy Eft desktop system with the hosthame/NetBIOS name f al ko- deskt op and a Windows XP |laptop
with the NetBIOS name not ebook. Both get their network settings through DHCP.

BackupPC supports three transfer methods, snb, rsync/ rsyncd, and t ar . r sync isthe recommended method for Linux systems, so | will use that for the
Ubuntu desktop, and snb is the preferred method for Windows systems, so | use it for the Windows | aptop.

2 Install BackupPC

Onserver 1. exanpl e. com we run this command as root to install BackupPC:

apt-get install backuppc rsync libfile-rsyncp-perl par2 snbfs

Y ou willl be asked afew questions:

Wor kgr oup/ Domai n Nane:
Modi fy snb.conf to use WNS settings from DHCP? <-- No

Then you will see this message:
Web admi nistration default user created
BackupPC can be managed through its web interface:
http://serverl. exanpl e. com backuppc/
For that purpose, a web user naned 'backuppc' with 'dAantQ H as password has been created. You can change this password by

runni ng ' ht passwd /et c/ backuppc/ ht passwd backuppc'

P ease make a note of the web frontend password (dAancQ Hin this case) for the user backuppc. If you don't like the password, you can change it by
running
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ht passwd / et c/ backuppc/ ht passwd backuppc

Then open abrowser and typeinhtt p: //192. 168. 0. 100/ backuppc/ (or http://server 1. exanpl e. con backuppc/ if you have a proper DNS record
for server 1. exanpl e. comin your network). If you get alogin prompt, everything isfine, if not (like on my installation), run this command:

dpkg- reconfi gure backuppc

Y ou will see this question:
Add al i ases for /backuppc/ to your apache config files ?

Afterwards, gotohttp://192. 168. 0. 100/ backuppc/ again and log in with the username backuppc and backuppc's password:
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} 404 Not Found - Mozilla Firefox

File Edit View History Bookmarks Tools Help

@ - - @ 2t | [ http://192.168.0. 100/backuppc

Authentication Required

9 Enter username and password for "BackupPC admin” at http://192. 163.0. 100
i"‘j User Name;

backuppc

Password:

EEEEEEEEEE

[T Use Password Manager to remember this password.

Ok I Cancel

3 The BackupPC Web Interface

Now that you are logged in to BackupPC's web interface, you should browse the menu to become familiar with it. The entry page isthe St at us page:
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¥ BackupPC Server Status - Mozilla Firefox

Fle [Edit Yew Hglory Bookmarks Tools Hep i Qsuenier aie 1| Gyiw
@ - - @ 0 G| ntp:y152.168.0. 100badapnc/

Backuprc BackupPC Server Status

THGSES I General Server Information

= + The servers PID is 3706, on host server! example com, version 2
|Select host. [¥] + This status was generated at 1/19 15:27.
+ The configuration was last loaded at 1119 1522
| _Go | + PCs will be next queued at 1/19 16:00.
+ Other info:
~ Server ¢ 0 pending backup requests from last scheduled wakeup,
Status ¢ 0 pending user backup requests,
Admin Options & 0 pending command requests,
Host Summary ¢ Pool is 0.00GB compnsing files and directonies (as of 1/19
LOG file o Pool hashing gives repeated files with longest chain |,

e Mightly cleanup removed 0 files of size 0.00GB (around 1/1£

Old LOGs o Pool file system was recently at % (1/19 15:27), today's ma

Email surmmary

Config file Currently Running Jobs

Hosts file .
Current queues Host | Type |User | Start Time Command |PID | Xfer PID
Cocumentation '

;ﬂ_ﬂ ; Failures that need attention
gurce nrge

Host |Type |User |Last Try |Details |Error Time | Last error (other than no ping)

Adni n Options allowsyou to reload the server configuration:
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¥ BackupPC Server Admin Options - Mozilla Firefox

Fe Edt Wew Hstory Bookmaks Toos Hep i Qsumbier air | @y1w
@ - 0 - @ L 0 [ ntio:/192.168.0. 100 bacappcindex. coifaction =adminOpts

Y Admin Options
Backup e
PHests Y gerver Control

| Selectahost.. =| Reload the server configuration: _Reload |

I _Go |

Server
Status
Admin Options
Host Summary
LOG file
Did LOGs
Email summary

Config file
Hosts file

Curmant gusues
Documentation
FAQ

SourceF orge

Host Summary showsasummary of al configured clients and their backup status. Currently only | ocal host isconfigured as aclient for backups. We will
removel ocal host later on because we don't want to back it up.
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J BackupPC: Host Summary - Mozilla Firefoos

He Edt Wew Hgtry Bookmaks Took Heb Ol Qsumvier sar 1| §pw

G- 0 - @ . 0 [ ntio://192.168.0. 100 backuppcfindex.cpifaction =summary

Backuprc
"Hosts

| Selectahost. =|

| _Go |
Cserver

Status

Admin Oplions
Host Summary
LOG file

Did LOGs
Email summary
Config file
Hosts file
Currant quéues
Documentation
FAQ

SourceForge

This status was generated at 1/19 15:29.
Hosts with good Backups

There are 0 hosts that have been backed up, for a total of;

+ 0 full backups of total size 0.00GB (prior to pooling and compress
+ 0incr backups of total size 0.00GB (prior to pooling and compres:

(Host |User #Full Full Ageidays Full Size/GB | Speed MB/sec #incr Incr Ageida

Hosts with no Backups

There are 1 hosts with no backups.

Host User |#Full |Full Ageidays Full Size/GB | Speed MBisec |#incr In
lacalhost | backuppe | 0 . 0.00 _ 0

Under LOG fi | e you can find the latest log entries:
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J BackupPC: File [var/lib/backuppc /log fLOG - Mozidla Firefos

Fle Edt Vew Hgtory Bookmarks Took Hep D Psumber e b | Gyow
@ - @ - @ o 0| nto://192.168.0. 100 baduppcfindex.cpitaction=view Stype =LOG

Backuprc File ivarfib/backuppeflogloG

_ Contents of file /var/lib/backuppe/log/LoG, modified 2007-01-1¢

2007-01-19 15:20:58 Reading hosts file

| Selecta host.. x| 2007-01-19% 15:20:58 Added host locahost to backup lis
2007-01-1% 15:20:58 BackupPC atarted, pid 3588
| Go I 2007-01-19 15:20:58 Running BackupPC trashClean (pit

2007-01-19 15:20:58 Next wakeup i=s 2007-01-19 1l6:00

_ 2007-01-19 15:22:42 Got signal TERM... cleaning up

Status 2007-01-19 15:22:53 Reading host= file

- : 2007-01-19 15:22:53 BackupPC atarted, pid 3706

D Lt 2007-01-19 15:22:53 Running BackupPC_trashClean (pic
Host Summary 2007-01-19 15:22:53 Next wakeup is 2007-01-19% 16:00
LOG file

Oid LOGs

Email summary
Config file
Hosts file
Currant quaues
Documentation
FAQ

SourceF orge

a d LOGs showswhich log files are available. BackupPC has a built-in log rotation mechanism, so there will be more than one log file over time. The max.
amount of log files can be specified in/ et c/ backuppc/ confi g. pl .
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¥ BackupPC: Log File History - Mozilla Firefos

Be Edt Wew Hgtory Bookmads Toos Heb Dl Psumber a1 | §y1w
@ - - @ O L nip:/f192.168.0. 100/baduppc/index. cpidacton =L OGist

Backuprc LogFileHistory

fvar/lib/backuppe/log/LOG

| Selectahost. =|

I _Go |

Status

Admin Options
Host Summary
LOG file

d LOGs
Email surmmary
Config file
Hosts file
Current gueues
Documentation
FAQ

SourceF orge

Emai | summary shows alist of backup reports that have been sent by email. Currently it is empty:
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i BackupPC: Email Summary - Mozilla Firefox

Be Edt Vew Hglory Bookmarks Took Heb D Qsumbier air | 1w
@ - - @ L 8 [ nto://192.168.0. 100/bacuppcfindex. cgitaction memalSummary

Backuprc Recent Email Summary (Reverse time order)
o Recpen T —

| Selectahost. =|

I _Go |

Server
Status
Admin Options
Host Summary
LOG file
Did LOGs
Email summary

Config file
Hosts file

Curment guauas
Documentation
FAQ

Sourcef orge

Config fil e showsthe contents of BackupPC's main configuration file, / et ¢/ backuppc/ confi g. pl :
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i BackupPC: Fike [etcfbackuppe/config.pl - Mozilla Firefosx

Fe Edt Vew Hgtory Bookmarks Took Heb 0 Qsumbier aav 1| §ow
@ - - @ L niw://192.168.0.100 baduppcindex ctactonsviewtype sconfiy

Backuprc File /etclbackuppe/configpl

Hosts Contents of file /ece/backuppe/config.pl, modified 2006-06-07 2

.*ﬂﬂ EEEOT T T T T T N E T,
| Selecta host.. =] 2
§ Configuration file for BackupPC.
| _Go| :
§ DE3CRIPTION
Server
$8 This is the main configuration file for BackupP
Status H
Admin Options $# This file must be valid perl scurce, so make su
Host Summary £  guotes, and other syntax are valid.
LOG file £
Old LOGs z This file is read by BackupPC at startup, when |
Ernail summary 4 ia sent to Bnn:'.lltuch nnd_ala? at esach wakeup tim
z modification time of this £ile changes.
Config file 3
Hosts file -4 The configuration parameters are divided inte £
Current queves 3 The first group (general server configuration) j
Documentalion z configuration for PackupPC. The next two group:
FAQ F to backup, when to do it, and how long to keep :
SourceForgs : group are ssttings for the CGI http interface.
g Configuration ssttings can also be specified on
H

S8imply put the relesvant settings in a config.pl

Hosts fil e showsthe contents of / et c/ backuppc/ host s (the file where the backup clients are specified):
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i BackupPC: File [etcfbackuppec/hosts - Mozilla Firefosx

He Edt Vew Hgtory Bookmaks Took Hep O Qsumbier v 1| §pw

@ - 0 - @ 0 0 [ ntio:/192.168.0. 100 bacuppcfindex. cpitaction=viewStype =hosts

Backuprc
“Hosts

| Selectahost. =|

| _Go |

Server
Statys
Admin Options
Host Summary
LOG file
Did LOGs
Email surmmary
Config file
Hosts file
Current gueues
Documentation
FAQ

SourceFarge

Contents of file /ece/backuppe/hosts, modified 2006-06-07 23:07:1

§oe

Host file list for BackupPC.

DESCRIPTION

This file lists all the hosts that should be bas
BackupPC.

Each line in the hosts file contains thres fiel:
by white space:

= The host name. If this host 15 a static IP
must the machine's IP host name (ie: someth:
be looked up using nslookup or DNS). If th:
hoat then the host name must be the netbica
machine. It is poasikble to have a host nam
apaces, but that is diascouraged. PEacaps a :

craiga', pc

- DHCP flag. Set to 0 if thi= is a atatic IP
or if the machine can be found using nmblool

O R R e e e e e e R b R B R B

Current queues shows requests that currently aren't processed:
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¥ BackupPC: Queue Summary - Mozilla Firefosx

Fe Edt Wew Hgtory Bookmads Toos Hep Cid @sumber aar | @yw
G- 0 - @ L 0 [ ntio:/192.168.0. 100 bacuppcfindex. cpifaction=queue

Backuprc Backup Queue Summary
Hows

| Selectahost. =|

l _Go |
server

Status
Admin Options Background Queue Summary
Host Summary

LOG fite The following background requests are currently queued:
Did LOGs

Ermail summary Host Req Time
Config file
Hosts file

Current queues Command Queue EI.II'I'II'I'IIHJ'
Documeantation

FAG The following command requests are currently queued:
SourceForge

User Queue Summary

The following user requests are currently queued:

Host Req Time

Host ‘Req Time User

Docunent at i on contains the whole BackupPC documentation. Y ou should consider studying it later on:
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¥ BackupPC: Documentation - Mozilla Firefox

Fle Edt Wew Hgtory Bookmarks Took Hep o @sumbier air 1| 1w
@ - 0 - @ L @ L bit:/192.168.0.100/backuppc index. cgifaction sviewitype =docs

P — BackupPC
aackuch
+ BackupPC Introduction
(Hosts = Overdew

¢ Backup basics

|Selecta host j ¢ Resources
¢ Road map
| Go I ¢ You can help

+ |nstalling BackupPC

Csever * Roguiements
Status ¢ How much disk space do | need?
s e Step 1: Getting BackupPC
Admin Options o Step 2. Installing the distribution
Hest Summary o Step 3: Setting up config.pl
LOG file o Step 4. Setting up the hosts file
Old LOGs o Step 5. Client Setup
[ o Step 6. Running BackupPC
CMmai summary >
E:n:l :L::ma o Step 7: Talking to BackupPC
L o Slep B CGlinterface
Hosts file ¢ How BackupPC Finds Hosts
Current queues ¢ Other instaliation topics
Documentation ¢ Fixing installation problems
FAC + Restore functions
T e ¢ CGI reslore options

¢ Command-line restore oplions
+ Archive funchons
¢ Configuring an Archive Hast

FAQand Sour ceFor ge are external links to the BackupPC FAQ and BackupPC's SourceForge project site.

In the drop-down menu under Host s you find all backup clients that are currently configured. | ocal host isin there by default, but as | said before, we will
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) BackupPC Server Status - Mozilla Firefox

Fe Edt Yew Hgtory Bockmarks Toos Help O Yswmver v 1| @pw
G - @ - @ 0| O nti:192.168.0. 100 baduppcfindex. oo

Backupp BackupPC Server Status
ackup PC
THests i General Server Information
[ host. | = + The servers PID is 3706, on host serveri.example.com, version z
I: EI “: ahw: =l + This status was generated at 1/19 15:33.
W « The configuration was last loaded at 1/19 15:22.
Bl Go | + PCs will be next queued at 1/19 16:00.

+ Other info:
- Server ¢ 0 pending backup requests from last scheduled wakeup,

Siatus ¢ 0 pending user backup requests,
Admin Oplions ¢ 0 pending command requests,
Host Summar = Pool is 0.00GB compnising files and directories (as of 1119
LOG file ¢ Pool hashing gives repeated files with longest chain |

@ Mightly cleanup removed 0 files of size 0.00GB (around 1/1¢
Oid LOGs o Pool file system was recently at % (1/19 15:33), today's ma
Email summary
Config file Currently Running Jobs
Hosts file
Current queves [Host [Type User [Start Time |Command [PID Xfer PID |
Documentation '
FAQ Failures that need attention
SourceForge

|Host |Type |User |Last Try Details Error Time | Last error (other than no ping)
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J BackupPC: Host lacalhost Backup Summary - Mozilla Firefax

Fle Edt Wew Hglory Bookmarks Teos e O Qsumber v | @ ow
@ - @ - @ 0 [ nto:/192.168.0. 100/badkuppc index.cpithost localbost

Backuprc Hostlocalhost Backup Summary

locathost This PC has never been backed up!!

locaihost Home + This PC is used by backuppc.
Browse backups + Last status is state "idle” as of 1/19 15:33
LOG file

LOG files User Actions

Config file
‘Hests = | _SwdFullBackup | Stop/Dequeue Backup |

|localhost = Backup Summary

| Go | Click on the backup number to browse and restore backup files,

"Server  [Backup# Type FilleStariDate |Duratonimins Ageidays |Server Backup Pat
Status
Admin Oplions

Host Summary
LOG file Xfer Error Summary

Oid LOGs

Ermail surmmary
Config file | Bockup¥ | Type | View | #Xferems o

.

4 The BackupPC Configuration Files

BackupPC's configuration filesare in the/ et ¢/ backuppc directory. The most important ones are/ et ¢/ backuppc/ confi g. pl and/ et ¢/ backuppc/ host s.
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Y ou should open them now to become familiar with al configuration options. Both files are heavily commented, so by reading them you should understand
what they do. For example, in/ et c/ backuppc/ confi g. pl you can define how often and when BackupPC wakes up to back up the clients, when/how often
it does full or incremental backups, how many log filesit should keep, etc.

vi [/ etc/backuppc/ confi g. pl
vi [ etc/backuppc/hosts

Don't modify them now - most default values are ok to get started.

5 Add The Ubuntu System falko-desktop As A Backup Client

To add a client to BackupPC, we must add it to / et ¢/ backuppc/ host s. That file has the following format:

host dhcp user nor eUser s
host nanel 0 userl anot her user, at hi rduser
host nanel 1 user 2 stil |l anot heruser

The first column contains the hostname/NetBIOS name of the client (e.g. f al ko- deskt op), the second column whether the client is configured through
DHCP, the third column contains a user that is alowed to log into the BackupPC web interface to manage that backup client, and the fourth (optional)
column contains additional users that can do the same.

Although f al ko- deskt op is configured through DHCP, dhcp should only be set to 1 if the following testsfail:

nnbl ookup fal ko- deskt op
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If the test is successful, it should display f al ko- deskt op's current |P address:

qgueryi ng fal ko-desktop on 192. 168. 0. 255

192. 168. 0. 213 f al ko- deskt op<00>

http: //mww.howtofor ge.conv

Now that you know f al ko- deskt op's current |P address, run the same test in the other direction:

nnbl ookup - A 192. 168. 0. 213

If successful, the output should look like this:

Looki ng up status of 192.168

FALKO- DESKTOP
FALKO- DESKTOP
FALKO- DESKTOP

. __VBBROWBE__.

VSHOVE
VSHOVE
VSHOVE

<00>
<03>
<20>
<01>
<00>
<1d>
<le>

.0.213

o o W

<GROUP> B
<GROUP> B

B
<GROUP> B

MAC Address = 00-00- 00- 00- 00- 00

<ACTI VE>
<ACTI VE>
<ACTI VE>
<ACTI VE>
<ACTI VE>
<ACTI VE>
<ACTI VE>

Both tests were successful, so we can set dhep to 0, and we put f al ko- desktop 0

| ocal host line

vi [ etc/backuppc/ hosts

Copyright © 2007 All Rights Reserved.
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(-]
falko-desktop 0  falko
#localhost 0  backuppc

If the tests had not been successful, we would have put f al ko- desktop 1 fal ko into/ et ¢/ backuppc/ host s instead, and in addition to that we
would have had to change the variable $Conf { DHCPAddr essRanges} in/ et ¢/ backuppc/ confi g. pl .

We have added the user f al ko to the hosts file. That's the system user whom BackupPC will send email reports regarding f al ko- deskt op, so we should
create that user on the BackupPC server now:

useradd -m fal ko

passwd fal ko

In addition to that we must create a password for f al ko for the BackupPC web interface:

ht passwd / et c/ backuppc/ ht passwd f al ko

(If you like you can now open a second browser and log in asf al ko onhtt p: //192. 168. 0. 100/ backuppc/.)

Now we must edit / et ¢/ backuppc/ confi g. pl . The backup method for f al ko- deskt op will ber sync, so we set $Conf { Xf er Met hod} = 'rsync';.
f al ko- deskt op hasjust one (big) partition (/ ), So we set $Conf { RsyncShar eNane} = '/'; . If you have multiple partitions to backup, you'd specify
something like $Conf { RsyncShareNane} = ['/', '/var', '/data', '/boot']; instead.

rsync will be tunneled through SSH (port 22). SSH needs to know the hostname or 1P address of the client. Unless you have a DNS server that resolves
f al ko- deskt op to its |P address, SSH will not be able to resolve the namef al ko- deskt op. Therefore we replace $host with $host | P in
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$Conf {RsyncCl i ent Cmd} and $Conf { Rsyncd i ent Rest or eCnul} .

vi /etc/backuppc/config. pl

(Y ou might wonder now how we can specify options for multiple clients because the options for not ebook will be different from those for f al ko- deskt op.
It works like this: the optionsin/ et ¢/ backuppc/ confi g. pl are global valuesthat are valid for al clients unless they have their onw configuration filein
/ et c/ backuppc, named after their hostname. So for not ebook we will create/ et ¢/ backuppc/ not ebook. pl , and it will contain only the values that are
different from the onesin/ et ¢/ backuppc/ confi g. pl . In fact, we could have created / et c/ backuppc/ f al ko- deskt op. pl for f al ko- deskt op instead of
modifying / et ¢/ backuppc/ confi g. pl .)

Next restart BackupPC:

/etc/init.d/backuppc restart

5.1 Configure The SSH Tunnel
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Ther sync backup will be tunneled through SSH. The backup is run as the user backuppc, therefore this user must be able to login to f al ko- deskt op as
root without being prompted for a password. Therefore we must exchange public keys to allow password-less logins for backuppc.

First we must log in on f al ko- deskt op on the shell and create aroot login (if you don't use Ubuntu you most probably have one already):

falko-desktop:

sudo passwd root

sudo su

Now that you're logged in as root, install OpenSSH and rsync:

apt-get install rsync ssh openssh-server

Then create a private/public key pair:

ssh-keygen -t rsa

Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id rsa):
Created directory '/root/.ssh'.
Ent er passphrase (enmpty for no passphrase):
Enter sanme passphrase again:
Your identification has been saved in /root/.ssh/id rsa.
Your public key has been saved in /root/.ssh/id_rsa. pub.
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The key fingerprint is:
0f : 95: 00: 4b: fd: ¢3: cc: Ob: 1f: 2b: 00: c9: 29: bf : ca: 4e root @ al ko- deskt op

If you don't have a DNS record for ser ver 1. exanpl e. com you should add ser ver 1. exanpl e. comto/ et ¢/ host' s nOwW:

vi /etc/hosts

Next we create a private/public key pair on ser ver 1. exanpl e. com We must do this as the user backuppc!

serverl.example.com:

su backuppc

ssh-keygen -t rsa

Generating public/private rsa key pair.
Enter file in which to save the key (/var/lib/backuppc/.ssh/id_rsa):
Created directory '/var/lib/backuppc/.ssh'
Ent er passphrase (enpty for no passphrase):
Ent er sane passphrase agai n:
Your identification has been saved in /var/lib/backuppc/.ssh/id_rsa.
Your public key has been saved in /var/lib/backuppc/.ssh/id_rsa. pub.
The key fingerprint is:
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74:20:65:73: 47: 1c: cb: ba: 5d: 9b: 5d: 56: cf: 91: 1a: 1a backuppc@erver 1. exanpl e. com

Then we copy the public key to f al ko- deskt op. Make sure you usef al ko- deskt op's current |P address in the scp command:

cp ~/.ssh/id_rsa.pub ~/.ssh/BackupPC_ i d_rsa. pub

scp ~/.ssh/ BackupPC_id_rsa.pub root @92.168.0.213:/root/.ssh/

The authenticity of host '192.168.0.213 (192.168.0.213)' can't be established.
RSA key fingerprint is 9b:66:3e:ce: b4: 8d: 63: 00: ba: 87: 14: b2: 94: 03: cb: a8.
Are you sure you want to continue connecting (yes/no)?
War ni ng: Permanent|ly added ' 192.168.0.213" (RSA) to the list of known hosts.
root @92. 168. 0. 213' s passwor d:
BackupPC_i d_rsa. pub 100% 410 0. 4KB/'s 00: 00

Next we append backuppc's public key to ~/ . ssh/ aut hor i zed_keys2 onf al ko- deskt op (we do this as root):

cat ~/.ssh/BackupPC_ id_rsa.pub >> ~/.ssh/authorized_keys2

If you have a proper DNS record for ser ver 1. exanpl e. comor added it to f al ko- deskt op's/ et ¢/ host s file, you can now open

http: //mww.howtofor ge.conv

~/ . ssh/ aut hori zed_keys2 and add f r om=" ser ver 1. exanpl e. cont' at the beginning of thefile. Thus only ser ver 1. exanpl e. comcan enjoy

password-lesslogins. (If server 1. exanpl e. comcannot be resolved on f al ko- deskt op, then don't add f r on¥" ser ver 1. exanpl e. cont')

vi ~/.ssh/authorized keys2
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Page 24 of 45



Back Up Linux And Windows Systems With BackupPC http: //mww.howtofor ge.conv

from="serverl.example.com" ssh-rsa AAAAB3]...]FMZpdAj8Hs9107tZ97Rq200/Zw== backuppc@serverl.example.com

Then copy r oot @ al ko- deskt op's public key to ser ver 1. exanpl e. com(make sure you use the correct | P address):

scp ~/.ssh/id_rsa. pub root @92. 168. 0. 100: / var/ | i b/ backuppc/.ssh/client_id_rsa. pub

The authenticity of host '192.168.0.100 (192.168.0.100)' can't be established.
RSA key fingerprint is 29:40:1c:c0:40:f8:el:4c:68:47:36: b3:f3:53: bl: 38.
Are you sure you want to continue connecting (yes/no)?
Warni ng: Permanent|ly added ' 192.168. 0.100" (RSA) to the list of known hosts.
root @92. 168. 0. 100' s passwor d:
i d_rsa. pub 100% 400 0. 4KB/s 00: 00

Back on ser ver 1. exanpl e. com we append r oot @ al ko- deskt op's public key to ~/ . ssh/ known_host s. Make sure you're still logged in as the user
backuppc!

serverl.example.com:

cat ~/.ssh/client_id_rsa.pub >> ~/.ssh/known_hosts

Then we switch back to the root user and delete/ var / 1'i b/ backuppc/ . ssh/ client_i d_rsa. pub:

sSu
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rm-f /var/lib/backuppc/.ssh/client_id_rsa.pub

Then become backuppc again and change the permissions of the ~/ . ssh directory:

su backuppc

chnod -R go-rwx ~/.ssh

Do the same on f al ko- deskt op (as root):

falko-desktop:

chmod -R go-rwx ~/.ssh

Then go back to ser ver 1. exanpl e. comand make sure you're still logged in as backuppc. Run the following test command to seeif f al ko- deskt op
prompts you for a password. If you did everything right, it shouldn't. (Make sureto usef al ko- deskt op's current | P address!)

serverl.example.com:

ssh -1 root 192.168.0.213 whoam

The output should ssmply be

r oot

6 Our First Backup
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Now that our SSH tunnel is working, we can reload the BackupPC web interface at ht t p: //192. 168. 0. 100/ backuppc/ . Y ou should now see
f al ko- deskt op inthelist of hosts, and | ocal host has gone:
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) BackupPC Server Status - Mozilla Firefox

Fle Edt Yew Hgtory Gockmarks Tools Hep O Yswmvier e 1| @paw
G- @ - @ 0| O nti:192.168.0. 100 bacduppcindex. oo

NackupP BackupPC Server Status
ackup PC
B | eneral Serverinformation
| tast B + The servers PID is 2151, on host server1 example.com, version 2
|55£'I “:ah:it = + This status was generated at 1/19 16:50.
W + The configuration was last loaded at 1/19 168:50.
il Go | + PCs will be next queued at 1/19 1700,

+ Other info:
- Server ¢ 0 pending backup requests from last scheduled wakeup,

Siatus ¢ 0 pending user backup requests,
Admin Oplions ¢ 0 pending command requests,
Host Summar ¢ Pool is 0.00GB compnising files and directories (as of 1119
LOG file ¢ Pool hashing gives repeated files with longest chain |

@ Mightly cleanup removed 0 files of size 0.00GB (around 1/1¢
Oid LOGs o Pool file system was recently at 1% (1/19 16:00), today's m
Email summary
Config file Currently Running Jobs
Hosts file
Current queves [Host [Type User |Stant Time | Command [PID Xfer PID |
Documentation '
FAQ Failures that need attention
SourceForge

|Host |Type User |Last Try Details Error Time | Last error (other than no ping)

Y ou can wait until BackupPC startsits first backup of f al ko- deskt op (in the default configuration it does so at the first full hour), or you start it manually
through the web interface.
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While the backup isin progress, the Host  Summary page looks like this:
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O

ds  Heb O Psumbler Ae 1| Garskew ® | 0 O | pages (% share
2. 168.0. 100 backauppc index. ogi?action ssummary | A | |

This status was generated at 1/19 18:51.
Hosts with good Backups

There are 0 hosts that have been backed up, for a total of:

# 0 full backups of total size 0.00GB (prior to pooling and compression),
+ 0 incr backups of total size 0.00GB (prior to pooling and compression).

'Host |User |#Full [Full Ageidays | Full Size/GB | Speed MBisec |#incr Incr Ageidays | State | Last attempt.

Hosts with no Backups

There are 1 hosts with no backups.

When the backup is finished, it looks like this:

Copyright © 2007 All Rights Reserved. HowtoForge

http: //mww.howtofor ge.com/

Page 30 of 45



Back Up Linux And Windows Systems With BackupPC http://mww.howtofor ge.com/

s

ols  Help O Poumber Mr | @iskews @ || 7 Poges [ share
12, 1648.0. 100 backuppc index, cgi?action ssummary | ./ | b

This status was generated at 1/19 17:33.

Hosts with good Backups

There are 1 hosts that have been backed up, for a total of

+ 1 full backups of total size 3 4GB (prior to pooling and compression),
+ 0 incr backups of total size 0.00GB (prior to pooling and compression).

Host User |#Full Full Ageidays Full Size/GB Speed MBisec Sincr Incr Ageidays | State  Lastattempt
falko-desktap |fatko | 1 00 | 364 146 | 0 link running | backup done

Hosts with no Backups

There are 0 hosts with no backups.
Host User #Full Full Ageidays Full Size/GB | Speed MBisec #incr Incr Ageidays |Current State  Last backup attempt

7 Our First Recovery

For testing purposes we can now do our first recovery of files. Goto f al ko- deskt op Hone and click on the number of the backup under Backup Sunmary
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(inthis case 0):
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 BackupPC: Host falke-desktop Backup Summary - Mozilla Firefos

Fle Edt Yew Hglory Dockmarks Toos el D Ysumver e 1| fpw
G - 0 - @ o 0| [ nto://192.168.0. 100 baduppc findex. cgithost =falko-desktop

Backuprc Host falko-desktop Backup Summary

falko-desktop ¢ This PC is used by falko.

+ Last status is state "wdle" (backup done) as of 1/19 17:35.
falko-deskiop Home + Pings to falko-desktop have succeeded 1 consecutive imes
Browse backups
LOG fite User Actions
LOG files

THosts ] StartinerBackup | _StanFull Backup | _Stop/Dequeue Backup |

| falko-desktop *| Backup Summary

| Go | Click on the backup number to browse and restore backup files,

“Server "' |[sackupt Type Filed StartDate |Duraonmins |Ageidays s
Status |0 | full | yes [11916:51 | 415 0.0 /var/lib/back
Admin Options ) '

Host Summary

LG fika

Old LOGs Xfer Error Summary

Email summary

Config file

Hosts file Backup# Type | View | ®Xfer errs
Curent gueuss o full Wer OG, Emors 11042

On the next page you will see atree of files and directories from f al ko- deskt op. Browse the tree and select the files/directories you want to restore, then
click onRestore selected files:
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#  Hep 0 aseambie Al | Byreew W |00 | Peges 5 Sharew @ Friends Menu~
£ 168.0. 300 backuppe fndex. cpfaction =brouse Shost = falln desktopSrum =0 kshare = B = hame Falis jghost nu - e -

* You are browsing backup &0, which started around 119 16:51 (0.0 days ago),
* Select the backup you wish to view: [#0-{1/13 1651) =|

» Enter drectory: | home/falko/ghostlin: Gao |

+ Chck on a direciory below 1o navigate into that direciory,

+ Clhick on a file below to restore that file,

+ You can view the backup history of the current directory

Contents of lhome/falko/ghostdlinux
7. | Mome | Type | Made [#] Size ] |
ekt F g files3 @ 0755 0 4096
e P (g flesdtaraz fie | 0644 0 4520656
o F g 2021 devel & 075 0 4096
s Select all Restore selected files

The next page shows you three different methods to restore the files/directories. In this case | select thefirst one (Di rect Restore) and click on St art
Rest or e
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I BackupPC: Restore Options for falko-desktop - Mozilla Firefox

Fle Edt Vew Hglory Bookmaks Toos e i Qsumbier M 1| §ow

- @ - @ o 0|0 nti:192.168.0. 100 bacuppcindex. oo

Backuprc
falko-desktop

faiko-deskiop Home

Browse backups
LOG file

LOG files
Hosts

| falko-desktop |

| _Go |
Server

Status

Admin Options
Host Summary
LOG file

Qid LOGs
Email summary

Config file
Hosts file

Current queues

You have selected the following files/directories from share /, backup nu

+ [homeffalko/ghostdlinux/files3
+ homeffalko/ghostdlinuxfiles3 tar gz
+ [homeffalko/ghostdlinux/gdl-v0.21 devel

You have three choices for restoring these files/directories. Please sele
Option 1: Direct Restore

You can start a restore that will restore these files directly onto falko-des

Warning: any existing files that match the ones you have selected will b

Restore the files to host | falko-desktop =]
Restore the files to share |/

Restore the files below dir |home/falko/ghostHinux
(relative to share)

Start Restore

Option 2: Download Zip archive

You can download a Zip archive containing all the files/directories you hz

Confirm this by clicking on Rest or e:
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re Confirm on falko-desktop - Mozilla Firefoo

4story Bookmarks Tooks Heb D0E Qsnmber v 1| frsen ®
W 0 Eu http: 192. 168.0. 100 /backuppc index. opi

PC Areyousure?
I You are about to start a restore directly to the machine falko-desktop. The following files v

ne

(Criginal file/dir |Will be restored to
hako-deskmp:.fmamﬂalhumrmstﬂinux Hako-desldop::mamﬂalhwgmmlinuﬂ

R Do you really want to do this? Ft-n:nl Nul
I

6o
[—

The recovery begins:
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wsted on falko-desktop - Mozilla Firefox

Bookmaks Took Heb Ot Qsumbel Ale 1| @yken ® | | fre
| [} http://192.168.0. 100 backuppc findex.cgi

7 Reply from server was: ok: requested restore of falko-desktop

Go back to falko-deskiop home page.
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ook Hep i qshetle atr ! @rmew @ | 0 | 7 pages (% shan
92, 168.0. 100/backuppc index, cpi7acton =summary B

This status was generated at 1/19 17:38.
Hosts with good Backups

There are 1 hosts that have been backed up, for a total of:

+ 1 full backups of total size 3.64GB (pnor to pooling and compression),
# 0 incr backups of total size 0.00GB (prior to pooling and compression).

Host \User #Full |Full Ageidays |Full Size/iGB |Speed MBisec |#incr IncrAgeidays  State  Lastatt
_|falku-deshlap éfalku | 1 | 0.0 Jed 1.46 | 1] | restore in progress

Hosts with no Backups
There are 0 hosts with no backups.

‘Host |User | #Full |Full Ageidays |Full Size/GB | Speed MBisec #incr |Incr Ageidays Current State Last backup attempt

8 Add The Windows System notebook As A Backup Client

To make backups of Windows systems using snb, we must share the folder that we want to back up. In this case | want to backup the whole C: drive, so |
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right-click on it in the Windows Explorer and go to Shar i ng. As share name | specify C.
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@ C:\Virtual Machines\Ubuntu 6.10 Desktop

Bearbeiten  Ansicht Favoriten Extras  ?

Datei

v

@Eurud{ - O - @ |p5ucher1 E?Drdner
=

Ordner Mame
@ Desktop == =
= r) Arbeitsplatz
=] &e* Lokaler Datentréger (C:) ,Iq
Allgemein I Extras I Hardware
Freigabe | Kontingert | MNerton Ghost

 Lokale Freigabe und Sicherheit

= HMicken Sie auf diesen Ordner, und ziehen Sie ihn in den
g-l Ordner Gemeinsame Dokumente, um den Ordner nur far
Benutzer dieses Computers freizugeben.
Alktivieren Sie folgendes Kontrollkastchen, um den
Ordner und dessen untergeordnete Ordner nicht
freizugeben.
™ Diesen Ordner nickt freigeben

- Metzwerdreigabe und -sicherheit
Alctivieren Sie das erste Kontrollkastchen, und geben
li t Sie einen Freigabenamen ein, um diesen Ordner flir
andere Benutzer dieses Computers und im Metzwerk
freizugeben.

¥ Diesen Ordner im Netzwerk freigeben

Freigabename: |C

¥ Metzwersbenutzer diifen Dateien verdndem

Weitere Informationen (ber Freigabe und Sicherheit

OK | Abbrechen | Obemehmen |

http://mww.howtofor ge.com/

Next, on ser ver 1. exanpl e. com | add aline for not ebook to/ et ¢/ backuppc/ host s (I do thisasroot). Inthiscase | usef al ko again asthe user. If you

use a different username than before, make sure you create it on the system and for the BackupPC web interface, as shown in chapter 5.
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serverl.example.com:

vi /etc/backuppc/ hosts

Then create thefile/ et c/ backuppc/ not ebook. pl and add all options that are different from the onesin/ et c/ backuppc/ confi g. pl . In this case we add
$Conf { Xf er et hod} = 'snb' ;. Our share nameis C, so we put $Conf { SnhShar eName} = ' C ; intoit aswell asthe username and password for the
Windows share:

vi [ etc/backuppc/ not ebook. pl

Then restart BackupPC:

/etc/init.d/backuppc restart
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Then reload the BackupPC web interface again. Y ou should now find not ebook in thelist of clients:
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¥ BackupPC: Host Summary - Maozilla Firefos

Fe Edt Wew Hgtory Bookmaks Toos Hep O Qsumber ar | @1w
@ - 0 - @ L 0 [ nti://192.168.0. 100 /baduppcfindex. cpifaction=summary

Backuprc BackupPC: Host Summary

_ This status was gE."-I'IEFE’tEd at 119 17:41.
Hosts with good Backups

| Selecta host.. |=|

‘Selecta host.
falko-deskio Go

There are 1 hosts that have been backed up, for a total of;

+ 1 full backups of total size 3.84GB (prior to pooling and compress

- Server + 0 incr backups of total size 0.00GB (prior to pooling and compres:
Status
Admin Options Host |User |#Full|Full Apeidays |Ful SizeGB | Speed MBisec @incr |Inc
Host Summary falko-desktop |falko | 1 0.0 364 | 146 . 0 |_
LOG file
Did LOGs

E"ﬂ:ﬂﬁw Hosts with no Backups
onfig file

Hosts file There are 1 hosts with no backups.
Currant quéues
Documentation Host  User #Full Full Ageidays |Full Size/GB | Speed MB/sec #incr Incr Ag

FAQ nu1Ehanh_@| 0 0.00 0 |
SourceForge

Y ou can start the first backup of not ebook manually or wait until BackupPC startsiit:

Copyright © 2007 All Rights Reserved. HowtoForge

http://mww.howtofor ge.com/

Page 43 of 45



Back Up Linux And Windows Systems With BackupPC

5 ook Hep i Psumbler ate 1| fyrskein @ | | rages (2
toe /192, 168.0. 100 /backuppc firndex. cgiaction =summary E

This status was generated at 1/19 17:42.
Hosts with good Backups

There are 1 hosts that have been backed up, for a total of:

+ 1 full backups of total size 3.64GB (prior to pooling and compression),
+ 0 incr backups of total size 0.00GB (prior to pooling and compression).

Host |User [#Full |Full Ageidays |Full Size/GB | Speed MBIsec #incr |Incr Ageidays |State | Last attempt.
|falku—deaktug|falku 1 | 0.0 34 1.46 0 | idle |reslure done
Hosts with no Backups

There are 1 hosts with no backups.

\User #Ful Full Ageidays | Full Size/GB | Speed MB'sec | Wincr Incr Ageidays | Current State | Last ba

That's it already for Windows clients.

Happy backupping! ;-)
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9Links

- BackupPC: http://backuppc.sour cefor ge.net
- BackupPC Documentation: http://backuppc.sour cefor ge.net/fag/BackupPC.html

Copyright © 2007 All Rights Reserved. HowtoForge Page 45 of 45


http://backuppc.sourceforge.net
http://backuppc.sourceforge.net/faq/BackupPC.html

