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Since Apache 2.1, anew module called nod_pr oxy_bal ancer isavailable which lets you turn a system that has Apache installed into aloadbalancer. This
loadbal ancer retrieves requested pages from two or more backend webservers and delivers them to the user's computer. Users get the impression that they
deal with just one server (the loadbalancer) when in fact there are multiple systems behind the loadbalancer that process the users requests. By using a
loadbalancer, you can lower the load average on your webservers. One important feature of nod_pr oxy_bal ancer isthat it can keep track of sessions
which means that a single user always deals with the same backend webserver. Most websites are database-driven nowadays with user logins etc., and you'd
get weird results if auser logs in on one backend webserver, and then his next request goes to another backend webserver, meaning he'd get logged out
again. You can avoid this by using mod_pr oxy_bal ancer 's session-awareness.

| do not issue any guarantee that thiswill work for you!

1 Preliminary Note

It should be noted that a loadbalancer can lower the load on your backend webservers, but it doesn't provide high-availability (aslong as you use only one
loadbalancer)! A single loadbalancer is s single point of failure (SPOF). If you need high-availability, you should use at |east two |oadbalancers (e.g. one as
a hot-standby).

| will use three serversin this example: one loadbalancer with the address www. exanpl e. com /' exanpl e. com and two backend servers with the addresses
htt pl. exanpl e. comand htt p2. exanpl e. com

All three servers use Debian Etch as their operating system, and all three systems have Debian's Apache2 installed (its version is 2.2.3, so it comes with

nod_pr oxy_bal ancer by default). Onhtt p1. exanpl e. comand ht t p2. exanpl e. com| have installed a database-driven web application: phpBB2, a
famous forum software. Both phpBB2 installations are identical and use the same database. For debugging purposes, I've built-in asmall difference in both
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installations: if the page isdelivered by ht t p1. exanpl e. com it showsht t p1. exanpl e. comin the header:

WRPR s P el

Andif it'sdelivered by ht t p2. exanpl e. com it showsht t p2. exanpl e. com

J Your new phpBB2 forum
m\F"‘ r‘;m http2.example.com

That way | can control if sessions are handled correctly by nod_pr oxy_bal ancer . Of course, on a production system both pages would be the same.

Session-tracking is abit tricky in nod_pr oxy_bal ancer because it expects a certain cookie format, and the name of the session variable can differ from
application to application. Fortunately I've found this page:

http://www.mar kround.com/ar chives/33-Apache-mod_pr oxy-balancing-with-PHP-sticky-sessions.html which has a great and easy solution for this
problem that 1'm going to use here.

2 Preparing The Backend Servers
First we must prepare our backend webserversht t pl. exanpl e. comand ht t p2. exanpl e. com We enable mod_r ewr i t e like this:

httpl.example.com / http2.example.com:

a2ennod rewite
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/etcl/init.dl apache2 force-rel oad

Then we open the Apache vhost configuration of our phpBB2 site on ht t p1. exanpl e. comand add the following lines to it:

httpl.example.com:

(Make sure that you replace ht t p1 and . exanpl e. comaccording to your needs!)

Restart Apache afterwards:

/etc/init.d/ apache2 restart

Now we do the same on ht t p2. exanpl e. com

http2.example.com:
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(Make sure that you replace ht t p2 and . exanpl e. comaccording to your needs!)

Restart Apache afterwards:

/etc/init.d/ apache2 restart

That's all we have to configure on the backend servers.

3 Configuring The L oadbalancer
On our loadbalancer www. exanpl e. comwe must enable afew Apache modules:

www.example.com:

a2ennod proxy
a2ennod proxy_bal ancer
a2ennod proxy_http

a2ennod st at us

and then restart Apache:

/etc/init.d/ apache2 force-rel oad

I'm assuming that we don't run any other websites on the |oadbal ancer, so we can use Debian's default document root / var / www for our loadbalancer.

Copyright © 2007 All Rights Reserved. HowtoForge Page 4 of 13



Apache: Creating A Session-Aware L oadbalancer Using mod_proxy_balancer (Debian Etch) http: //mww.howtofor ge.com/

nmod_pr oxy_bal ancer comeswith a"Balancer Manager", a small web interface where you can tweak afew settings. We create the directory
/ var / ww/ bal ancer - manager for it which we password-protect so that only we have access to it:

nmkdi r /var/ww/ bal ancer - manager

ht passwd -c /var/. ht passwd adnin

(You can replace admi n with any username you like.)

vi /var/ww/ bal ancer - nanager/ . ht access

Now we come to the vhost configuration of the loadbalancer. Apache's default vhost configuration on Debian Etch islocated in
/ et c/ apache?2/ sit es-avai | abl e/ def aul t, SO we replace that with our own configuration:

cp /etc/apache2/sites-avail abl e/ default /etc/apache2/sites-avail able/default_orig
cat /dev/null > /etc/apache2/sites-avail abl e/ defaul t

vi /etc/apache2/sites-avail abl e/ def aul t
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important that you set all slashes (/) EXACTLY as shown in this example, especially the trailing slashes!
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Please make sure that the value of st i ckysessi on isthe name of the cookie (BALANCEI D) in our rewrite rules from chapter 2. Also, the valuesof rout e in
the Bal ancer Menber lines must be the respective value that we set in the rewrite rules (ht t p1 or ht t p2). Thesti ckysessi on and r out e values take care
of the correct session handling of nod_pr oxy_bal ancer .

It's also important that you have as many Pr oxyPassRever se lines as you have Bal ancer Menber lines (one ProxyPassRever se linefor each
Bal ancer Menber ).

The ProxyPass /bal ancer - manager ! line makes sure that requests to ww. exanpl e. cont bal ancer - nanager aren't routed to the backend servers.

Y ou can find more details about all settings and further fine-tuning options on http://httpd.apache.or g/docs/2.2/mod/mod_proxy.html#pr oxypass and
http://httpd.apache.org/docs/2.2/mod/mod_proxy_balancer.html.

Now that we've finished the configuration, we must restart Apache:

/etc/init.d/ apache2 restart

4 Testing Our Setup

Our setup is now ready to be used. To test if sessions are handled correctly, | open two browsers (because of the cookies), e.g. Firefox and Internet
Explorer, and goto ht t p: / / www. exanpl e. comor htt p: // exanpl e. com In both cases, you should see the phpBB2 forum, delivered by one of the backend
servers (which you don't see, you should always have www. exanpl e. comor just exanpl e. comin the browser's address bar).

It's possible that the pages in both browsers are delivered by the same backend server - if that's the case, delete the cookies in your browsers or open another
browser (Opera, Seamonkey, ...) and try again until you see that the pages in your two different browsers come from different backend servers (I can see it
because | changed the header, as described in chapter 1). Then log in with two different users (e.g. fal ko and ti | |') that you have created before and
browse the forum with these two different users. In my casef al ko's content is always delivered by ht t p1. exanpl e. com

Copyright © 2007 All Rights Reserved. HowtoForge Page 7 of 13


http://httpd.apache.org/docs/2.2/mod/mod_proxy.html#proxypass
http://httpd.apache.org/docs/2.2/mod/mod_proxy_balancer.html

Apache: Creating A Session-Aware Loadbalancer Using mod_proxy_balancer (Debian Etch)

) ¥our niew phpBEZ forum = Index - Mozilla Firefox

Yew Hgtory Bookmaks Tools Heb (i QU Swmblel | dy ket @ | Fsendtor T | A8+ | L Favont

Gle Qdt
E-9-@ U @ B o QU rwoium e gendex phorsd-a0bozd0decriezicssax | v | B (Gl

Bl

Your new phpBB2 forum

hittp 1.example.com

@Fﬂ.l:;- A search EmMamberdise (= Usergroups
Errefile @ vou have no new messages @ Log out [ falko ]

Yaul laat vigited on Sat May 26, 2007 3:46 pm Wiy
The time new iz Sat May 26, 2007 4:00 pm
Your new phpBB2 farum Forum Index W

Limus

Test Forum 1
.I'r‘]' Thie o deard & baek Faeims " M Fri “I'l

Whereasti | | 's content comes from ht t p2. exanpl e. com
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S0 sessions are handled correctly by nod_pr oxy_bal ancer!

5 The Balancer M anager
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Linux
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http://mww.howtofor ge.com/

Direct your browser to ht t p: / / www. exanpl e. com bal ancer - manager or htt p: // exanpl e. conf bal ancer - ranager . Y ou will be prompted for a

username and password (the username and password you've created in chapter 3).

After the login you will see asimple web interface for managing the loadbalancer:
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Load Balancer Manager for www.example.com

Server Vernon: Apache'2 1.3 (Debaan) PHPVS 2.0-8+etchd mod_ss12.2.3 OpenSSL/0.9 8¢
Server Builtc Mar 27 2007 15:06:55

LoadBalancer Status for balancer:/ mvcluster

StickySession Timeoat FailloverAttempts Methad

BALAMCEID 0 1 byrequests
Worker URL Foute RosteRedir Factor States
hiitp: Tt | example com hitpl ] Ok
hitp:/ hitp 2. example com hitp2 1 Ok

Apacke2 2.3 Dabian) PHPS.2.0-8+etchd mod 3312 2.3 QoanSSLA0 0.8 Server af www.examplecont Part 80
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Load Balancer Manager for www.example.com

Server Version: Apache2.2.3 (Debian) PHP'S 2 0-8+etchd mod_ssl2 2.3 OpenSSL0.9 8¢

Server Built Mar 27 2007 15:06:55

LoadBalancer Status for balancery/myeluster

StickySession Timeout FailoverArtempts Method

BALANCEID 0O 1 byreqoests
Worker URL Ronte RouteRedir Factor Status
bttp: hitpd exampds com bitp2 1 Ok

Edit balancer settings for balancer://mycluster

StickySession Identifier: [BALANCEID
Toneout: o
Fadover Atempts: 1

LE Method | byrequests rI
_ Subma |

Apacke2. 2.7 iDebian) FHPE.20-8+etchd mod_sel2, 2.3 OpenB3L0 0.8 Server al wwow,example.com Port 80
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Load Balancer Manager for www.example.com

Server Version: Apache2.2 3 (Debian) PHP/S 2 0-S+etch4 mod_ssl’2.2 3 OpenSSL0.9 8¢
Server Built: Mar 27 2007 15:06:55

LoadBalancer Status for balancery/myeluster

StickySession Timeout FailoverAttempts Method

BALANCEID 0O ] byrequests
Weorker URL Route RouteRedir Factor Status
btip: hitp? exnmple com hitp2 1 Ok

Edit worker settings for http:/httpl.example.com

Load factor: |1

Route [htip s

Route Redirect |

Status: Disabled © | Enabled

Subma |

Apache2. 2.3 (Debian) FHP/ 20-8+etchd mod_ssl2. 2.3 OpenSSLA0, 8. 8¢ Forver at wuww,example.com FPort 50

Y ou can find an overview of possible configuration options on http://httpd.apache.or g/docs/2.2/mod/mod_proxy.html#pr oxypass.

6 Links
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- Apache: http://httpd.apache.org

- mod_proxy: http://httpd.apache.or g/docs/2.2/mod/mod_proxy.html

- mod_proxy_balancer: http://httpd.apache.or g/docs/2.2/mod/mod_proxy_balancer.html

- Apache mod_proxy balancing with PHP sticky sessions:
http://www.mar kr ound.com/ar chives/33-Apache-mod_pr oxy-balancing-with-PHP-sticky-sessions.html
- Debian: http://www.debian.org
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