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This guide explains how you can set up an iSCSI target and an iSCSI initiator (client), both running Debian Lenny. The iSCSI protocol is a storage area
network (SAN) protocol which alowsiSCSI initiators to use storage devices on the (remote) iSCSI target using normal ethernet cabling. To the iSCS

initiator, the remote storage looks like a normal, locally-attached hard drive.
| do not issue any guarantee that this will work for you!

1 Preliminary Note

I'm using two Debian Lenny servers here:

- server 1. exanpl e. com(Initiator): P address 192. 168. 0. 100
- server 2. exanpl e. com(Target): |P address192. 168. 0. 101

2 Setting Up The Target (server2)
server2:

First we set up the target (ser ver 2):

aptitude install iscsitarget iscsitarget-nodul es- unane -r°
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Open/etc/defaul t/iscsitarget...

vi /etc/default/iscsitarget

...and set | SCSI TARGET_ENABLE tOt r ue:

ISCSITARGET_ENABLE=true

We can use unused logical volumes, image files, hard drives (e.g. / dev/ sdb), hard drive partitions (e.g. / dev/ sdb1) or RAID devices (e.g. / dev/ nd0) for
the storage. In this example | will create alogical volume of 20GB named st or age_| un1l in the volume group vgo:

| vcreate -L20G -n storage_|l unl vgO

(If you want to use an image file, you can create it as follows:
nmkdir /storage

dd i f=/dev/zero of =/storage/lunl.ing bs=1024k count=20000

This creates the image file/ st or age/ | unl. i ng with asize of 20GB.

)

Next we edit/ etc/ietd. conf ...

vi /etc/ietd. conf
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... and comment out everything in that file. At the end we add the following stanza:

The target name must be a globally unique name, the iISCSI standard defines the "iSCSI Qualified Name" asfollows: i gn. yyyy- mm <rever sed donai n
name>[:identifier];yyyy-mmisthe date at which the domain isvalid; the identifier isfreely selectable. The | nconi ngUser line contains a username and
apassword so that only the initiators (clients) that provide this username and password can log in and use the storage device; if you don't need
authentication, don't specify a username and password in the I nconi ngUser line. In the Lun line, we must specify the full path to the storage device (e.g.

/ dev/ vgO/ st or age_| unl,/storage/l unl.ing,/dev/sdb, etc.).

Now we tell the target that we want to allow connections to the device i gn. 2001- 04. com exanpl e: st or age. | unl from the |P address 192. 168. 0. 100 (
server 1. exanpl e. com)...

vi /etcl/initiators.allow

... and start the target:

/etc/init.d/iscsitarget start

Copyright © 2009 All Rights Reserved. HowtoForge Page 3 of 13



Using iSCSI On Debian Lenny (Initiator And Target) http: //mww.howtofor ge.com/

3 Setting Up The I nitiator (serverl)

serverl:

Onserver1, weinstall theinitiator:

aptitude install open-iscsi

Next weopen/etc/iscsi/iscsid. conf..

vi /etcl/iscsiliscsid.conf

... and set node. st artup toaut omatic:

Then we restart the initiator:

/etc/init.d/ open-iscsi restart

Now we connect to the target (ser ver 2) and check what storage devicesit hasto offer:

i scsi adm - m di scovery -t st -p 192.168.0.101

serverl: ~# i scsiadm -mdi scovery -t st -p 192.168.0. 101
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192.168. 0. 101: 3260, 1 i gn. 2001- 04. com exanpl e: st orage. | unl
serverl: ~#

i scsi adm - m node

serverl: ~# i scsi adm - m node
192. 168. 0. 101: 3260, 1 i gn. 2001- 04. com exanpl e: st orage. | unl
serverl: ~#

The settings for the storage devicei gn. 2001- 04. com exanpl e: st or age. | unl on 192. 168. 0. 101: 3260, 1 are stored in the file
/ etc/iscsi/nodes/ign.2001-04. com exanpl e: st or age. | unl/192. 168. 0. 101, 3260, 1/ def aul t . We need to set the username and password for the

target in that file; instead of editing that file manually, we can use thei scsi admcommand to do thisfor us:

i scsi adm -m node --target nanme "ign. 2001- 04. com exanpl e: st orage. | un1" --portal "192.168. 0. 101: 3260" --op=updat e - - name

node. sessi on. aut h. aut hmet hod - - val ue=CHAP

i scsi adm - m node --targetname "iqgn.2001-04.com exanpl e: storage. |l unl" --portal "192.168.0.101: 3260" --op=update --nane node. sessi on. aut h. user name

--val ue=soneuser

i scsiadm -m node --targetnane "iqgn.2001-04. com exanpl e: storage. |l unl" --portal "192.168.0.101: 3260" --op=update --name node. sessi on. aut h. passwor d

--val ue=secr et

Now we can log in, either by running...

i scsiadm -m node --targetnanme "ign.2001-04.com exanpl e: storage. |l unl" --portal "192.168.0.101: 3260" --login

serverl: ~# i scsiadm -m node --targetnanme "iqgn.2001-04.com exanpl e: storage. |l unl" --portal "192.168.0.101:3260" --login
Logging in to [iface: default, target: ign.2001-04.com exanpl e:storage.lunl, portal: 192.168.0.101, 3260]
Login to [iface: default, target: ign.2001-04.com exanpl e:storage.lunl, portal: 192.168.0.101, 3260]: successfu

serverl: ~#
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... Or by restarting the initiator:

/etc/init.d/ open-iscsi restart

(If you want to log out, you can run

i scsiadm - m node --targetnanme "iqgn.2001-04. com exanpl e: storage. | unl" --portal "192.168.0.101: 3260"

)
In the output of

fdisk -1

you should now find a new hard drive (/ dev/ sdb in this example); that's our iSCSI storage device:

serverl: ~# fdisk -

Di sk /dev/sda: 32.2 GB, 32212254720 bytes

255 heads, 63 sectors/track, 3916 cylinders
Units = cylinders of 16065 * 512 = 8225280 hytes
Di sk identifier: 0x00031334

Devi ce Boot Start End Bl ocks
/ dev/ sdal * 1 3749 30113811
/ dev/ sda2 3750 3916 1341427+
/ dev/ sda5 3750 3916 1341396

Di sk /dev/sdb: 21.4 GB, 21474836480 bytes
64 heads, 32 sectors/track, 20480 cylinders
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Units = cylinders of 2048 * 512 = 1048576 bytes
Di sk identifier: 0x00000000

Di sk /dev/sdb doesn't contain a valid partition table
serverl: ~#

To use that device, we must format it:

fdi sk /dev/sdb

serverl: ~# fdisk /dev/sdb
Devi ce contains neither a valid DOS partition table, nor Sun, SE@ or OSF di skl abe
Bui | di ng a new DOS di skl abel with disk identifier 0x882944df.
Changes will remain in nenory only, until you decide to wite them
After that, of course, the previous content won't be recoverable.

The nunber of cylinders for this disk is set to 20480.
There is nothing wong with that, but this is |larger than 1024,
and could in certain setups cause problens with:
1) software that runs at boot tinme (e.g., old versions of LILO
2) booting and partitioning software from ot her CSs
(e.g., DOs FDI SK, OS/2 FDI SK)
Warning: invalid flag 0x0000 of partition table 4 will be corrected by w(rite)

Command (mfor help): <--m
Command action
a toggle a bootable flag
b edit bsd di skl abe
c toggl e the dos conpatibility flag
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delete a partition

list known partition types

print this menu

add a new partition

create a new enpty DCS partition table
print the partition table

quit w thout saving changes
create a new enpty Sun di skl abel
change a partition's systemid
change display/entry units

verify the partition table

wite table to disk and exit
extra functionality (experts only)

X s <c +*wooOoO S>3 a

Command (m for help): <-n
Command acti on
e ext ended
p primary partition (1-4)
<;Q
Partition nunber (1-4): <--1
First cylinder (1-20480, default 1): <--ENTER
Using default value 1
Last cylinder or +size or +sizeMor +sizeK (1-20480, default 20480): <-- ENTER
Usi ng default val ue 20480

Conmand (m for help): <-t
Sel ected partition 1
Hex code (type L to list codes): <--L

0 Enpty le Hidden W85 FAT1 80 dd M nix be Solaris boot

1 FAT12 24 NEC DCs 81 Mnix / old Lin bf Solaris

2 XEN X root 39 Plan 9 82 Linux swap / So cl DRDOS/sec (FAT-
3 XENI X usr 3c PartitionMagic 83 Linux c4 DRDOS/ sec (FAT-
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" ®O O T 9 © 00 N O O b~

PR R R BEP R R
o0 ~NOOBMDNRO

1c

FAT16 <32M

Ext ended

FAT16

HPFS/ NTFS

Al X

Al X boot abl e
OS/ 2 Boot Manag
W5 FAT32

W5 FAT32 (LBA)
W5 FAT16 (LBA)
W5 Ext'd (LBA)
oPUS

H dden FAT12
Conpaqg di agnost
H dden FAT16 <3
H dden FAT16

H dden HPFS/ NTF
AST Smart Sl eep
H dden VW5 FAT3
H dden W5 FAT3

Hex code (type L to

Conmand (m for

40
41
42
4d
4e
af

50
51
52
53
54
55
56
5c¢
61
63
64
65
70
75

Veni x 80286
PPC PReP Boot
SFS

ONX4. x

Q\X4. x 2nd part
Q\X4. x 3rd part
OnTrack DM
OnTrack DVB Aux
CPI M

OnTrack DVB Aux
OnTr ackDVb
EZ-Drive

Col den Bow

Pri am Edi sk
SpeedSt or

GNU HURD or Sys
Novel | Netware
Novel | Netware
Di skSecure Ml t
PG/ I X

list codes): <--83

hel p): <-w

The partition table has been altered!

Calling ioctl() to re-read partition table.

Synci ng di sks.
serverl: ~#

Afterwards, the output of

fdisk -l
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84
85
86
87
88
8e
93
94
of
a0
a5
a6
a7’
a8
a9
ab
b7
b8
bb

QS/ 2 hidden C
Li nux ext ended
NTFS vol une set
NTFS vol une set
Li nux pl ai nt ext
Li nux LVM
Anpeba

Anpbeba BBT
BSD/ OS

| BM Thi nkpad hi
FreeBSD
OpenBSD
NeXTSTEP

Darwi n UFS

Net BSD

Darwi n boot
BSDI fs

BSDI swap

Boot W zard hid

c6
c7
da
db
de
df

el
e3
e4
eb
ee
ef

fo
f1l
fa
f2
fd
fe
ff

DRDOS/ sec ( FAT-
Syri nx

Non- FS dat a
CPIM /[ CTOS /
Dell Uility
Boot I t

DOS access

DOS R O

SpeedSt or

BeCS fs

EFl GPT

EFl (FAT-12/16/
Li nux/ PA-RI SC b
SpeedSt or
SpeedSt or

DOS secondary
Li nux raid auto
LANst ep

BBT
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should look asfollows:
serverl: ~# fdisk -

Di sk /dev/sda: 32.2 GB, 32212254720 bytes

255 heads, 63 sectors/track, 3916 cylinders
Units = cylinders of 16065 * 512 = 8225280 hytes
Di sk identifier: 0x00031334

Devi ce Boot Start End Bl ocks
/ dev/ sdal * 1 3749 30113811
/ dev/ sda2 3750 3916 1341427+
/ dev/ sda5 3750 3916 1341396

Di sk /dev/sdb: 21.4 GB, 21474836480 bytes
64 heads, 32 sectors/track, 20480 cylinders
Units = cylinders of 2048 * 512 = 1048576 bytes
Di sk identifier: 0x882944df
Devi ce Boot Start End Bl ocks

/ dev/ sdbl 1 20480 20971504
serverl: ~#

Now we create afilesystem on/ dev/ sdbl...

nkfs. ext3 /dev/sdbl

... and mount it for test purposes:

mount /dev/sdbl / mt

Copyright © 2009 All Rights Reserved.

I d
83

82

I d
83

System

Li nux

Ext ended

Li nux swap / Sol aris

System

Li nux

HowtoForge

http: //mww.howtofor ge.conv

Page 10 of 13



Using iSCSI On Debian Lenny (Initiator And Target)

Y ou should now see the new device in the outputs of...

nmount

serverl: ~# nount

/dev/sdal on / type ext3 (rw, errors=renpunt-ro)

tnpfs on /lib/init/rwtype tnpfs (rw, nosuid, node=0755)

proc on /proc type proc (rw, nhoexec, nosui d, nodev)

sysfs on /sys type sysfs (rw, noexec, nosui d, nodev)

udev on /dev type tnmpfs (rw, node=0755)

tnpfs on /dev/shmtype tnpfs (rw nosuid, nodev)

devpts on /dev/pts type devpts (rw, noexec, nosuid, gi d=5, nrode=620)

/dev/sdbl on /mt type ext3 (rw)

serverl: ~#

..and

df -h

serverl: ~# df -h

Fil esystem Size
/ dev/ sdal 29G
t npfs 253M
udev 10M
tmpfs 253M
/ dev/ sdbl 20G

serverl: ~#

Y ou can unmount it like this:

unmount / mmt

Copyright © 2009 All Rights Reserved.

Used Avai
685M 27G
0 253M
88K 10M
0 253M
173M  19G

Use% Mount ed on
3%/
0% /lib/linit/rw
1% / dev
0% / dev/ shm
1% / mt
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To have the device mounted automatically at boot time, e.g. in the directory / st or age, we create that directory...

nmkdir /storage

... and add the following lineto/ et ¢/ f st ab:

vi /etc/fstab

(-]
/dev/sdbl  /storage ext3 defaults,auto,_netdev 0 0

For test purposes, you can now reboot the system:

r eboot

After the reboot, the device should be mounted:

nmount

server 1: ~# nount
/dev/sdal on / type ext3 (rw, errors=renpunt-ro)
tnpfs on /lib/init/rwtype tnpfs (rw, nosuid, nrode=0755)
proc on /proc type proc (rw, nhoexec, nosuid, nodev)
sysfs on /sys type sysfs (rw, noexec, nosui d, nodev)
udev on /dev type tnpfs (rw, node=0755)
tnpfs on /dev/shmtype tnpfs (rw nosuid, nodev)
devpts on /dev/pts type devpts (rw, noexec, nosuid, gi d=5, node=620)

Copyright © 2009 All Rights Reserved. HowtoForge Page 12 of 13



Using iSCSI On Debian Lenny (Initiator And Target)

/ dev/sdbl on /storage type ext3 (rw, _netdev)
serverl: ~#

df -h

serverl: ~# df -h

Fil esystem Size Used Avail Use% Mounted on

/ dev/ sdal 29G 685M 27G 3%/

tnpfs 253M 0 253M 0% /lib/init/rw
udev 10M 88K 10M 1%/ dev

t npf s 253M 0 253M 0% /dev/shm

/ dev/ sdbl 20G 173M  19G 1%/ storage

serverl: ~#

4 Links

- Open-iSCSlI: http://www.open-iscsi.or g/
- ISCSI Enterprise Target: http://iscsitar get.sour cefor ge.net/
- Debian: http://www.debian.org
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