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Set Up Gateway Level Virus Security With ClamAV And SafeSquid Proxy

In an earlier HowTo 'Deploying A Content Filtering Proxy Server To Distribute Controlled Internet Access With SafeSquid’, | had explained the
procedure for installing Content Filtering Proxy - SafeSquid.In thisHowTo, | will explain how you can secure your network from virus and other malware,
by installing ClamAV and integrating it with SafeSquid, to scan al in-coming content for virus, and block all infected content at the HTTP Gateway, even
before it entersyour network.

Virus Security In SafeSquid

SafeSquid has built-in connectivity to various daemon based anti virus software like ClamAV, Sophos, Avast, F-Prot, NOD32 and Kaspersky. It also hasa
universal ICAP (Internet Content Adaptation Protocol) client that can be used to connect to | CAP basedsecurity software like Dr.Web | CAP, Kasper sky
Antivirusfor Proxy Server, Trend Micro Inter Scan WebSecurity and Symantec Scan Engine.

Y ou can even use multiple anti virus software with SafeSquid to simultaneously scan in-coming content. This does not cause any significant latency, since
SafeSquid has a multi-threaded architecture.

Installing ClamAV And Integrating With SafeSquid
Change directory to/ usr/1 ocal / src:

cd /usr/local/src

Download ClamAV:

wget -nd http://freshneat. net/redir/clamav/ 29355/ url _tgz/clamav-0.91.tar. gz
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Decompress the tar file using command:

tar -xvzf clamav-0.91.tar.gz

Add user 'clamav':

useradd cl amav

Change to 'clamav-0.91" directory:

cd cl amav-0. 91/

Install clamav:

./configure & neke && nmeke install

After the installation is complete, copy "contrib/init/RedHat/clamd"” file to "/etc/init.d/":

cp contrib/init/RedHat/clanmd /etc/init.d/cland

Configure clamav to auto-run on startup:

chkconfig --add cl and

Edit clamd.conf and comment the line'EXAMPLE":

vi /usr/local/etc/cland. conf
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EXAMPLE => # EXAMPLE

Edit freshclamav.conf and comment the line ' EXAMPLE":

vi /usr/local/etc/freshcl and. conf

EXAMPLE => # EXAMPLE

Run freshclam to update database:

freshclam-v

The output should be similar to -

Current working dir is /usr/local/share/clamv

Max retries ==

Cl amAV update process started at Mon Mar 10 03:11:09 2008

Querying current.cvd. cl amav. net

TTL: 208

Sof tware version fromDNS: 0.92.1

DON' T PANIC! Read http://ww. cl amav. net/ support/faq

mai n. cvd version from DNS: 45

main.inc is up to date (version: 45, sigs: 169676, f-level: 21, builder: sven)
dai ly.cvd version from DNS: 6189

Downl oadi ng daily.cvd [10%. .}

daily.cvd is up to date (version: 6190, sigs: 59083, f-level: 26, builder: ccordes)

Add acron job for daily auto update:
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vi /etc/crontab

Add the following lines to run freshclam daily at 10 hours:

0010 * * * root /usr/local/bin/freshclam

Start Clamav daemon:

/etc/init.d/clanmd start

Check status:

letc/init.d/clanmd status

The output should be similar to -
clamd (pid 1525) is running...
So now your ClamAV daemon is up and running. The next step isto configure SafeSquid to use ClamAV daemon.

Check the socket path of ClamAV:

netstat -lnp | grep cland

Check for this output -

"unix 2 [ ACC ] STREAM LI STENI NG 29235 5643/ cl and /tnp/cl and. socket"
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So the socket path is/ t np/ cl and. socket .

Open the SafeSquid Web Interface, click on ‘Config’ in the main menu, select 'Client for ClamAV Antivirus and click on 'Submit’ to open ClamAV section.

Normally you will find this section aready configured with a default rule, but disabled (Enabled = No). Y ou only have to enable this section ( Enable =
Yes)

It should have the following setting. If not, then edit accordingly:
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To test your installation, visit http://eicar.org/anti_virus test file.htm and scroll down to "Download area using the standard protocol http”. Click on the

This pageislicensed under a Creative Commons License. HowtoForge

Page 6 of 9


http://eicar.org/anti_virus_test_file.htm

Set Up Gateway Level Virus Security With ClamAV And SafeSquid Proxy http://mww.howtofor ge.com/

files listed under this section. Y ou should get a message -
Cl anmAV detected: Eicar-Test-Signhature

in

http://ww. ei car. org: 80/ downl oad/ ei car. com
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Congratulations!
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You have just set up the first layer of security from virus and malware for your network.
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