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This article explains how to set up atwo-node load balancer in an active/passive configuration with HAProxy, Wackamole, and Spread on Debian Etch.
The load balancer sits between the user and two (or more) backend A pache web servers that hold the same content. Not only does the load balancer
distribute the requests to the two backend Apache servers, it also checks the health of the backend servers. If one of them is down, all requests will
automatically be redirected to the remaining backend server. In addition to that, the two load balancer nodes monitor each other using Wackamole and
Spread, and if the master fails, the slave becomes the master, which means the users will not notice any disruption of the service. HAProxy is
session-aware, which means you can use it with any web application that makes use of sessions (such as forums, shopping carts, etc.).

From the HAProxy web site: " HAProxy is a free, very fast and reliable solution offering high availability, load balancing, and proxying for TCP and
HTTP-based applications. It is particularly suited for web sites crawling under very high loads while needing persistence or Layer7 processing.
Supporting tens of thousands of connectionsis clearly realistic with todays hardware. Its mode of operation makes itsintegration into existing
architectures very easy and riskless, while still offering the possibility not to expose fragile web serversto the Net."

| do not issue any guarantee that this will work for you!

1 Preliminary Note
In thistutorial 1 will use the following hosts:
- Load Balancer 1: 1 b1. exanpl e. com |P address; 192. 168. 0. 100

- Load Balancer 2: | b2. exanpl e. com |P address; 192. 168. 0. 101
- Web Server 1: htt p1. exanpl e. com |P address; 192. 168. 0. 102
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- Web Server 2: htt p2. exanpl e. com |P address: 192. 168. 0. 103
- We dso need avirtual |P address that floats between | bl and | b2: 192. 168. 0. 99

Here's alittle diagram that shows our setup:

shared | P=192. 168. 0. 99
192.168. 0. 100 192.168.0.101 192.168.0.102 192.168.0. 103

------- T L T ey Y
| | | |

+- - - -+ +- - - -+ B T ey S

| I'bl | | b2 | | httpl | | http2 |

+- - - - + +--- - - + [ TS —— E N IS +
hapr oxy hapr oxy 2 web servers (Apache)
Wackanmol e Wackanmol e

Spr ead Spr ead

The shared (virtual) IP addressis no problem aslong as you're in your own LAN where you can assign | P addresses as you like. However, if you want to
use this setup with public | P addresses, you need to find a hoster where you can rent two servers (the load balancer nodes) in the same subnet; you can then
use afree IP addressin this subnet for the virtual 1P address.

htt pl and ht t p2 are standard Debian Etch Apache setups with the document root / var / ww (the configuration of this default vhost is stored in
/ et c/ apache2/ sites-avai | abl e/ def aul t). If your document root differs, you might have to adjust this guide a bit.

To make HAProxy session-aware, I'm assuming that the web application that isinstalled on ht t p1 and ht t p2 uses the session id JSESSI ONI D.

2 Preparing The Backend Web Servers
We will configure HAProxy as atransparent proxy, i.e., it will pass on the original user's IP addressin afield called X- For war ded- For to the backend web
servers. Of course, the backend web servers should log the original user's IP addressin their access logs instead of the I P addresses of our |oad balancers.

Therefore we must modify the LogFor mat linein/ et c/ apache2/ apache2. conf and replace % with % X- For war ded- For } i :

http1/http2:
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vi [etc/apache2/ apache2. conf

Also, we will configure HAProxy to check the backend servers health by continuously requesting the file check. t xt (trandlatesto/ var/ ww/ check. t xt if
/ var I ww is your document root) from the backend servers. Of course, these requests would totally bloat the access logs and mess up your page view
statistics (if you use atool like Webalizer or AWstats that generates statistics based on the access 10gs).

Therefore we open our vhost configuration (in thisexampleit'sin/ et c/ apache2/ si t es- avai | abl e/ def aul t ) and put these two linesinto it (comment
out al other Cust om_og directivesin your vhost configuration):

vi /etc/apache2/sites-avail abl e/ def aul t

This configuration prevents that requeststo check. t xt get logged in Apache's access log.
Afterwards we restart Apache:

/etc/init.d/ apache2 restart
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... and create the file check. t xt (this can be an empty file):

touch /var/ww/ check. t xt

We are finished already with the backend servers; the rest of the configuration happens on the two load balancer nodes.

3 Installing HAProxy

Unfortunately HAProxy is available as a Debian package for Debian Lenny (testing) and Sid (unstable), but not for Etch. Therefore we will install the
HAProxy package from Lenny. To do this, open/ et c/ apt/sources. | ist and add thelinedeb http://ftp2. de. debi an. or g/ debi an/ | enny main;
your / et ¢/ apt / sour ces. | i st could then look like this:

[b1/Ib2:

vi /etc/apt/sources.|list

Of course (in order not to mess up our system), we want to install packages from Lenny only if there's no appropriate package from Etch - if there are
packages from Etch and Lenny, we want to install the one from Etch. To do this, we give packages from Etch a higher priority in/ et c/ apt/ pref er ences:

vi /etc/apt/preferences
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(Thetermset ch and | enny refer to the appropriate termsin/ et c/ apt/ sources. | i st ; if you'reusing st abl e andt est i ng there, you must use st abl e
andtestinginstead of etch and ! enny in/ etc/ apt/ preferences aswell.)

Afterwards, we update our packages database:

apt - get update

(If you get an error like this one:
E: Dynamic Mvap ran out of room

then open/ et c/ apt/apt. conf ...

vi /etc/apt/apt.conf

...and add alinefor APT: : Cache- Li ni t with avery high value, e.g. likethis:
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Then run

apt - get update

again.)
Upgrade the installed packages:

apt - get upgrade

... and install HAProxy:

apt-get install haproxy

4 Configuring The Load Balancers

The HAProxy configuration is stored in/ et ¢/ hapr oxy/ hapr oxy. cf g and is pretty straight-forward. | won't explain all the directives here; to learn more
about al options, please read http://haproxy.1wt.eu/download/1.3/doc/haproxy-en.txt and http://haproxy.1wt.eu/download/1.2/doc/ar chitecture.txt.

We back up the original / et c/ hapr oxy/ hapr oxy. cf g and create anew one like this:
Ib1/Ib2:

cp /etc/ haproxy/ haproxy. cfg /etc/haproxy/haproxy.cfg_orig

cat /dev/null > /etc/haproxy/haproxy.cfg

vi [/ etc/haproxy/ haproxy. cfg
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Afterwards, we set ENABLEDtO 1 in/ et ¢/ def aul t / hapr oxy:

vi /etc/default/haproxy

5 Setting Up Wackamole/Spread

We've just configured HAProxy to listen on the virtual |P address 192. 168. 0. 99, but someone hasto tell | b1 and | b2 that they should listen on that IP
address. Thisis done by Wackamole and Spread which we install like this:

[b1/Ib2:

apt-get install wackanol e

To alow HAProxy to bind to the shared | P address, we add the following lineto/ et c/ sysct | . conf :

vi /etc/sysctl.conf
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... and run:

sysctl -p

Next we modify / et ¢/ def aul t / spr ead and set ENABLED to 1:

vi /etc/defaul t/spread

The Spread configuration islocated in/ et ¢/ spr ead/ spr ead. conf . We create a backup of the original file and edit spr ead. conf asfollows:
cp /etc/spread/ spread. conf /etc/spread/spread.conf_orig
cat /dev/null > /etc/spread/spread. conf

vi /etc/spread/spread. conf

Spread can send broadcast or multicast messages, therefore you have two choices for configuring Spread.

Option 1 (Broadcast Messages):
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Option 2 (Multicast Messages):

Spread will feel free to use broadcast messages within a sub-network if you use broadcast messages. If IP-multicast is supported by the operating system,
then the messages will only be received by those machines who are in the group and not by all othersin the same sub-network as happens with broadcast
addresses

Now we can start Spread:

/etc/init.d/ spread start

On to the Wackamole configuration. Open / et ¢/ def aul t/ wackanol e and set ENABLED to 1:
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vi /etc/defaul t/wackanol e

Then configure Wackamole as follows:
cp /etc/wackanol e. conf /etc/wackanol e.conf_orig
cat /dev/null > /etc/wackanol e. conf

vi [ etc/wackanol e. conf
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TheVirtual I nterfaces stanzaisthe most important part - it conatins our network interface (et ho in this example) together with our virtual 1P address (
192. 168. 0. 99).

TheNot i fy stanza contains hosts (e.g. your router) or subnets to notify when the virtual IP switches. It is not necessary, so you can leave out that stanza, if
you like.

(Y ou can learn more about the Wackamole configuration by taking alook at

man 5 wackanol e. conf

)
Finally we start Wackamole on both load balancers:

/etc/init.d/ wackanol e start

Then run:
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ifconfig

on both load balancers. The outputs should be different - one load balancer should now own the virtual |P address, e.g. like this:

I bl: ~# ifconfig
et hO Li nk encap: Et hernet HwWaddr 00: OC: 29: A5: 5B: 93
i net addr:192.168.0.100 Bcast:192.168.0.255 Mask: 255.255.255.0
inet6 addr: fe80::20c:29ff:feab:5b93/64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 9578 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 6347 errors: 0 dropped: 0 overruns:0 carrier:0
col l'i sions: 0 txqueuel en: 1000
RX byt es: 8849468 (8.4 MB) TX bytes: 811454 (792.4 Ki B)
Interrupt: 177 Base address: 0x1400

et hO: 1 Li nk encap: Et hernet Hwaddr 00: OC: 29: A5: 5B: 93
i net addr:192.168.0.99 Bcast:192.168.0.255 Mask: 255. 255. 255. 0
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
Interrupt: 177 Base address: 0x1400

o Li nk encap: Local Loopback
i net addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MrU: 16436 Metric:1
RX packets: 51 errors:0 dropped: 0 overruns:0 frane: 0
TX packets: 51 errors: 0 dropped: 0 overruns:0 carrier:0
col lisions:0 txqueuelen:0
RX bytes: 3528 (3.4 KiB) TX bytes: 3528 (3.4 KiB)

| bl: ~#

On the other load balancer, the output should be like this:
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[ b2: ~# ifconfig
et hO Li nk encap: Et hernet HWaddr 00: OC: 29: EO: 78: 92
i net addr:192.168.0.101 Bcast:192.168.0.255 WMask: 255.255.255.0
inet6 addr: fe80::20c:29ff:feel: 7892/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
RX packets: 6550 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 4109 errors: 0 dropped: 0 overruns:0 carrier:0
col l'i sions: 0 txqueuel en: 1000
RX byt es: 8591676 (8.1 MB) TX bytes: 377481 (368.6 KiB)
Interrupt: 177 Base address: 0x1400

o Li nk encap: Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope: Host
UP LOOPBACK RUNNI NG MrU: 16436 Metric:1
RX packets: 11 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 11 errors: 0 dropped: 0 overruns:0 carrier:0
col l'i sions: 0 txqueuel en: 0
RX bytes: 824 (824.0 b) TX bytes: 824 (824.0 b)
| b2: ~#

6 Starting HAProxy
Now we can start HAProxy:
Ib1/1b2:

/etc/init.d/ haproxy start

7 Testing
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Our high-availability load balancer is now up and running.

Y ou can now make HTTP requests to the virtual |P address 192. 168. 0. 99 (or to any domain/hostname that is pointing to the virtual 1P address), and you
should get content from the backend web servers.

Y ou can test its high-availability/failover capabilities by switching off one backend web server - the load balancer should then redirect al requests to the
remaining backend web server. Afterwards, switch off the active load balancer (I b1) or stop Wackamole on the active load balancer - | b2 should take over
immediately. Y ou can check that by running:

Ib2:

ifconfig

Y ou should now see the virtual 1P addressin the output on | b2:

[ b2: ~# ifconfig
et hO Li nk encap: Et hernet HWAddr 00: Oc: 29: e0: 78: 92
i net addr:192.168.0.101 Bcast:192.168.0.255 Mask: 255.255.255.0
inet6 addr: fe80::20c:29ff:feel: 7892/ 64 Scope: Li nk
UP BROADCAST RUNNI NG MULTI CAST MIU: 1500 Metric:1
RX packet s: 99050 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 56342 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'i sions: 0 txqueuel en: 1000
RX byt es: 144164308 (137.4 M B) TX bytes: 4502509 (4.2 M B)
Interrupt: 177 Base address: 0x1400

et ho: 1 Li nk encap: Et hernet HwWaddr 00: Oc: 29: e0: 78: 92
i net addr:192.168.0.99 Bcast:192.168.0.255 Mask: 255. 255. 255.0
UP BROADCAST RUNNI NG MULTI CAST MrU: 1500 Metric:1
Interrupt: 177 Base address: 0x1400

l o Li nk encap: Local Loopback
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i net addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope: Host

UP LOOPBACK RUNNI NG MrU: 16436 Metric:1

RX packets: 60 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 60 errors: 0 dropped: 0 overruns: 0 carrier:0
col lisions: 0 txqueuel en: 0

RX bytes: 4296 (4.1 KiB) TX bytes:4296 (4.1 KiB)

| b2: ~#

8 HAProxy Statistics

Y ou might have noticed that we have used the optionsst at s enabl e andstats auth someuser: sonepasswor d in the HAProxy configuration in chapter
4. This alow usto access (password-protected) HAProxy statistics under the URL ht t p: //192. 168. 0. 99/ hapr oxy?st at s. Thisishow it looks:
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¥ Gratictics Report lor HAPROaY - Flozills Figifinx

Fle Edit Wew Hgtory Qookmarks Took Heb | O Stumblel |ﬁ1hru » ~|$m:-D

G- ¢ X [0 seosmeoymes T

ys
HAProxy version 1.3.15.2, released 2008/06/21
Statistics Report for pid 26686
= General process information

id = : - | active UP backup UP Display eption:
ﬂ:mﬁﬁ{gﬁﬁz:" sl active UP, gaing down Mn:l:us WP, going down = Hide DOV 5
system limits : memmax = unlimited ; ulimat-n = 8205 active OWN, going up ||| backup DOVYN, going up s Refrash now
maxsock = 8205 active or backup DOWN | net checked * L3V expor

RN S SSK0 RS Ehnime: 1 Note: UP with laad-balaneing disabled is reperted as "NOLB".

Frontend 1| 1/2000f & 1861(2667) 0 0 O OPEN
webA | O] 0 - 0 1 2 2| T™7(1293 1] of of 0 OfimX2s | 1 | Y
webB8 | 0 0 - 0 1 - 2 2| Te3| 1002 0 0 0 0 Ojim22sUP| 1 |Y
Backend 0] 0 0 12000 4 4{1861 2557 0| O 0 o 0 Ojim2Z2s | 2 |2|0

g A

If you don't need the statistics, just comment out or remove the st at s lines from the HAProxy configuration.

9 Links

- HAProxy: http://haproxy.lwt.eu
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- Wackamole: http://www.backhand.or g/wackamole/
- Spread: http://mwww.spread.org/
- Debian: http://mwww.debian.org
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